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The problem(s)...The problem(s)...

Site/service unreliability
Site unavailability
Instabilities of the above...

Frequency of major incidents and consistent follow up

Problems in procuring/commissioning resources to the pledge level
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Total

ASGC NL-T1 Many problems to ramp up 
resourcesresources

Delays in procurements
Faulty equipment
Lack of power & planning

BNLNL-T1 CNAF

Lack of power & planning
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TierTier--2 Reliability2 Reliability

May ‘08

September ‘08

M.C. Vetterli – LHCC review, CERN; Feb.’09 – #7Simon Fraser

January ‘09



TierTier--2 Reliability2 Reliability
• 41 of 62 sites are now green;

8 more are >80%

• Average is now ≈90%

• All but 1 site are reporting; in
particular the situation in the US
has been resolved.

• Still some ”one off” issues such• Still some one-off  issues such
as a few sites with green relia-
bility, but yellow availability (i.e.
i ifi t d l d d ti )significant declared downtime). 

• Tier-2 specific tests exist:
- CMS has Tier-2 commissioningCMS has Tier 2 commissioning
- ATLAS has Tier-2 specific functional

tests

M.C. Vetterli – LHCC review, CERN; Feb.’09 – #8Simon Fraser



M.C. Vetterli – LHCC review, CERN; Feb.’09 – #9Simon Fraser



Serious Incidents.Serious Incidents. 

In last six months
Castor – ASGC, CERN, CNAF, RAL
dCache – FZK, IN2P3, NL-T1
O l ASGC RALOracle – ASGC, RAL
Power – ASGC, PIC, NL-T1, CNAF
Cooling- CERN, IN2P3Cooling CERN, IN2P3
Network- CNAF, PIC, BNL, CERN
Other – CNAF, RAL, NL-T1, 
Fire – ASGC 

Tier1s will be down. Experiment models should cope.
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Major Service IncidentsMajor Service Incidents

Site When What Report?p

CNAF 21 Feb Network outage Promised…

ASGC 25 Feb Fire E-mails 25/2 & 2/3

nl-t1 3 Mar Cooling E-mailed

CERN 3 Mar Human error Provided by IT-FIO (Olof)
(FIO wiki of service incidents)(FIO wiki of service incidents)

• Wide disparity in reports – both level of detail and delay 
in producing them (some others still pending )in producing them (some others still pending…)
• We agreed that they should be produced by the following 

MB – even if some issues were still not fully understoody
• Would adopting a template – such as that used by IT-FIO 

or GridPP – help? (Discuss at pre-CHEP workshop…)

h i h h i i¿ Is the MB content with the current situation ?



FZK DB SIRFZK DB SIR
• At GridKa/DE-KIT the FTS/LFC Oracle RAC database backend was down from January 24 to 26 

(Sat, approx. 0:00 to Mon, approx. 22:30 CET).
• On Sat, our on-call team immediately received Nagios alerts. From approx. 9:30 on Sat, our 

DBA worked on the issue and found, that many Oracle backup archive logs had been filling up 
the disks.

• By trying to add an additional disk, ASM (the Oracle storage manager, i.e. the file system) got 
blocked The reason was probably a mistake made by the DBA when preparing the disk to beblocked. The reason was probably a mistake made by the DBA when preparing the disk to be 
added.

• Due to the fact, that the LFC data was on the affected RAC system and it was unclear if the 
last daily backup worked properly, the DBA decided not try simple repair attempts like 
rebooting nodes etc but to involve Oracle support.rebooting nodes etc but to involve Oracle support.

• At approx. 16:30 on Sat. she opened an Oracle Service Request. After info/files exchange with 
an Oracle supporter (in timezone CET-8h) till Sat late night, another supporter (in our CET 
zone) came back to us on Mon, approx. 11:00. With his aid, the problem finally was solved.

• Remarks:

• It is unclear to me, why it took more than a day until we got an Oracle supporter in our timezone. It 
could be, that the support request was not filled in correct.  I wanted to clarify this before sending a 
SIR i it i t l if b hi O l i f i i thiSIR since it is not clear if bashing on Oracle is fair in this case.

• As soon as I get to talk to the DBA I will try to clarify on which side mistakes happend.
• My personal opinion: even though the disk to be added to the ASM was not prepared correctly, the 

system should not block but the command issued to add the disk should throw an error message. From 
a software costing thousands of Euros per licence, I would expect that.



Service Summary – Experiment TestsService Summary Experiment Tests
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How can we improve reliability? 
DiDiscuss

Simple actions
Ensure sites have sufficient local monitoring; including now the gridEnsure sites have sufficient local monitoring; including now the grid 
service tests/results from SAM and experiments
Ensure the response to alarms/tickets works and is appropriate – test it
F ll SIR d it t ti ll h thFollow up on SIRs – does your site potentially have the same 
problem???
If you have a problem be honest about what went wrong – so everyone 
can learncan learn

Workshops
To share experience and knowledge on how to run reliable/fault tolerant 
services

WLCG, HEPiX, etc.  
Does this have any (big) effect?y ( g)

Visits
Suggested that a team visits all Tier 1s (again!) to try and spread 
expertise
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expertise ... 
Who, when, what???  Also for some Tier 2s?



......

Is communication adequate?
Are the relevant people consistently informed (NO!)
There are sufficient communication opportunities, but they are not 
always used...y

Is staffing of services adequate?Is staffing of services adequate?
E.g. We know Tier 1s need a ~full time DBA for many daily operational 
actions (Castor, dCache, 3-D, etc.)

But they don’t all have one
Large scale MSS systems need fairly large teams to operate ...

Sometimes does not seem enough ... g
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Potential ActionsPotential Actions

Ensure the monitoring that we have available is really fully used by 
h i l f i f i il bleveryone – there is a lot of information available now

Ensure that communication of issues and problems improves
We must expose the problems and follow up on themWe must expose the problems and follow up on them

Ensure that communication of best practices happens
Workshops, documentation, visits

Take a look at the staffing levels and the priorities of those staff
Easy for me to sayEasy for me to say ...
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