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 How do you know you have one?

An 'Incident' is any event which is not part of the standard operation
of the service and which causes,or may cause, an interruption or a
reduction of the quality of the service.

e ... assume it will!
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“The objective of Incident Management is to restore normal
operations as quickly as possible with the least possible
Impact on either the business or the user, at a cost-effective
price”

e ... true but first:

— Tell everybody even if you don’t know what exactly is the
problem or its cause
» If other services depend on yours tell them as well

e Who announces to the users?

 Don’t put names of people (e.g. service mgrs) in your
announcement
— Strip off mail headers

 Clear and concise, end-user focused:

— ‘Rowashed’

— ‘Service XYZ is experiencing some problems’

— Update (append!) to announcements as restoration
progress
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* Look for announcement before asking

— If we do our job ok and actually managed to
put out an announcement...

« Forward announcements to your internal
forums

* .. Be patient
— Avoid contacting service mgrs directly
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 Degradation goes beyond some MoU
target for any service classified as critical
for at least one of the VOs !

e SCOD asks for it !

 When it's useful for your own purpose

— Tracking of incidents and the restoration -
your knowledgebase for when it happens next
time
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* Any noticeable service outage deserves
an explanation

Choices

— Walit for and answer the questions when they
come

» Even a well-explained event will be distorted down
the line as the information is spread

» Your mailbox is the knowledgebase
— Upfront detailed explanation somewhere where
everybody can see it

 Including yourself when you have the same incident
In the future
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Written report with an appropriate level of details
Focus on:
— What went wrong
— Who was affected (impact)
— How and when you noticed
— How and when you announced
— Main steps of the service restoration
— When the service was restored and announced as such
— Follow-ups/actions
A timeline is useful

Avoid names or other details of Cls (machines, people, ...)
Be honest
Attempt to classify the cause
— Change
— Bug
— DB
— Human
— The network
In ITIL terms SIR writing activity probably closer to Problem Management
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Description

Al CASTOR Cracle databases went down at the same time following & transparent' intervention on the private network switches between the NAS headnodes and the storage. This caused a general service outage of the stagers and CASTOR name server (as well &5 other central services).

Impact
Al CASTOR and SRM production instances were down for approxdmately 3 hours:

» castor-outage-20090304 png:

100
|
L.

[
17200 Zimn 05200 1100 17300

Time line of the incident

o 0343 oracle databases wert down

# 10:01: users started to report problems accessing CASTOR

» 10:26; CASTOR service manager submitted a first incident message for posting &t the service status board (hitp: Ji-suppor-servicestatus web cern.chit-suppod-servicestatusincidert Archive 090304 CASTOR him)
» 1040 Most of the databases are back, the srm-*-dh databases are still down for now.

« 11:30: Most databazes back except srm-atlas-db and c2emsdlfdb

» 1134 CASTOR name server daemons restarted. This was required in order to re-establish the database sessions
o 11:36 service status board updated with the information that most databases were back

» 11:45 castorems recovered

o 11:45 Al databazes back

# 1300 castoratlas and castoriheh recovered

o 1321: Al SRM servers restarted

# 1330 castorpublic recovered

s 1329 repack restarted

* 16:45 castorcerntd recovered

The netwark banchwvicth plots for the various instances (zee bottom of this page) gives a good indication of the outage period for the & instances.

Analysis

The switch intervertion had rotheen announced. There was another intervention onthe same switches earlier this week (2nd of March), which had been announced it /it-suppon-servicestaius web cern chit-support-servicestatusiScheduledintervertionsArchive 190302 T-DES-DBs-Swiches Hm |

The following analysis was pravided by the DBA team:

o the planned intervention far dpgrading one of the storage swiltches to 2 farger one was made of several steps (power off switch, decable switch, change switch, recable switch and power the switch). While the switch s nat powered, the machines wse the other side of the Ethemet trunk/bounding
» unfortunately the switch has been powered before aif was recabled

# this has lead (90d3) to have the machines reuse the first part of the trunk/bounding while not all conrections were avallable

 this fead to the Oracie clusterware not being able to read the cluster voting files'isks and this rebont

o mostof the systems have restarted fine fhypically 9046 05, bplcally 9453 dalabase with the crash recovery), some had to be manvally restarted as they had been restarted before the recabling was fnished

When the databases started to come back, the CASTORZ stager daemons automatically reconnected. This was not sufficient for recovering the service. The CASTOR name servers were stuck in stale ORACLE sessions. That problem was discovered by the CASTOR development team and the servers had
to be restarted. However, even after the name servers had been restarted several CASTOR instances (castoratlas, castorlheb, castorpublic and castorcerntd) were =till seriously degracded. iz lkely that the CASTOR2 stager daemans were stuck in name server clent commands. & full restart of al
CASTOR? stager daemons onthe affected instances finally recovered the production services by ~13:00. All the SRM daemons were restarted st 13:21 for the same reszons.

The recovery of the less critical instance castorcernt3 was delayed hecause its deployment architecture is different. & was only in the late afternoon when i was finally understood that the instance was stuck because i iz running an internal CASTOR name server daemon (this will become the standard
architecture with the 2.1.8 production deployment). After having restarted the daeman (and the stager daemans) the instance rapidly recovered,

Follow up

* The existing procedure for recovering CASTOR from scratch (PowercutRecovery) needs to be reviewed. The recovery of some of the CASTOR stager instances took longer than necessary. The reason is likely to be that atthough the database connections had been automstically re-established,
most of the threads were stuck in CASTCR name server calls (this cannot be confirmed).
* Pext fime & meszage should alzo be posted to the Service Status Board when the service has been fully recovered.
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e Is change bad?
— The dogma for LHC start-up has been stability,

— “It's working! don’t touch it”

— Truth is that everything changes... All the time!
» Configuration (s/w, h/w): every day
* Linux updates: every week
e Linux OS: every ~18-24 month
« Middle/soft-ware: more often than desirable

e ... o0risitjust the change control that is bad?
— Assume that change is needed for improving something

» Functionality for end-users
» Service operation and stability

 Managing changes rather than avoiding them?
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« Baby-steps
— Trickle of changes one-by-one
— Each of which may be treated independently
— If something goes wrong, easy to rollback

* Periodic scheduled
— Aggregation of changes
— Freeze, test and certify
— If something goes wrong, rollback may be difficult
* Big-bang
— Basically the same as periodic scheduled changes
though not necessarily ‘periodic’

— Accumulate changes for a long period, which may
include major upgrades to more than one component
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« Baby-steps
— Trickle of changes one-by-one

— Each of which may be treated independently
— If something goes wrong, easy to‘rollback
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« Baby-steps
— Trickle of ¢
— Each of whi
— If something

* Periodic scheduled
— Aggregation of changes
— Freeze, test and certify ‘
— If something goes wrong, rollback mgy be difficult
* Big-bang .
— Basically the same as periodic scheduled changes
though not necessarily ‘periodic’

— Accumulate changes for a long period, which may
include major upgrades to more than one component
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— Trickle of changes one-hy.-
— Each of which
— If something go

* Periodic scheduled
— Aggregation of changes

— Freeze, test and certify
— If something goes wrong, rollback rﬁay be difficult

e Big-bang
— Basically the same as periodic scheduled changes
though not necessatrily ‘periodic’

— Accumulate changes for a long period, which may
include major upgrades to more than one component

CERN - IT Department

CH-1211 Genéve 23 22/3/2009
:
/)

Switzerland

www.cern.ch/it



~~ When? Deployment
qu PIOY CERNlT

strateaies Department

vv.vv

@

— Trickle of changes one-by-one
— Each of which may be treated independently
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Periodic scheduled
— Aggregation of changes
— Freeze, test and certify @—
— If something goes wrong, rollback may be difficult
+ Big-bang
— Basically the same as periodic scheduled changes
though not necessarily ‘periodic’
— Accumulate changes for a long period, which may
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* Plan
— Develop a timeline with details who is going to
do what and when

 Announce
— Negotiate the date/time with VOs

« EXercise
— Try out the plan on the preprod infrastructure
— Time it! (adjust your announcement if
necessary)
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« Llrich: Ikbatch

General points

« coordination and handover should he done by e-mail, to keep everyone infarmed
« Castorlpgrade? 161 202173

Preparations

Thu, May 8 Mail experiment and copy MoD
Wed May 14 Enterintersentionin hitpsfgoc.gridops.org and do Broadcast
YWed, May 14  Take "snapshot' of CZALICE Stager DB, rehearse upgrade

Thu, May 8 Frepare CDB templates Jan

Detailed time table

0a3:30 Llrich Fause batch jobs

09:00 Jan Stop CASTORALICE

ng:10 Milo Take DB shapshot

09:30 Jan Upgrade castaralice  including xrootd: hitp s ihwild. cern ehitwikifbinhiewFlOgraupiCastorootdPlugin
Mila Apply Oracle patches 7
Jan Upgrade xrootd

10:30 Testthe instance

11:00 Qpen semvice

Announce completion

MNotes
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FIO- Tracking changes ENT
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A difficult but common part of incident handling is to find out
about all recent changes, even remotely related ones

— Not necessarily changes to the affected service

e Process has to be lightweight and to a large part automated

— ldeally a workflow with predefined and self-documenting state
transitions

» E.g. extract list of affected Configuration Items (nodes, devices,
)

« May required deep level of site details
— Access to change tracker must be authenticated and secure

« All changes are tracked, also standard (pre-authorized)
changes

— If something starts to go wrong at Site A on Day X
» Anything changed at Site A on Day X?
» Anything changed at Site B-Z on Day X?
» Anything changed in the network on Day X?
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“Change Advisory Board” for changes impacting
site availability?

— Maintain and review list of scheduled changes with grid
level impact

— Each change is classified by the site in terms of

* Impact: to site, to the grid, to a VO,...

» Risk: likelihood of failure, ability to rollback, plan B, ...
— Authorize the change

» Stakeholders agree that site can go ahead with the
planning for the change

— Periodically review list of executed changes

» Define and assess according to simple KPlIs (e.g. if or not
the change caused an incident)

» Goal is to improve the change mgmt process
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