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Summary

• Incidents
H d k h ?– How do know you have one?

– How can end-users help
• Service Incident Reports

– When?
– Why?
– How?

• The most common cause for incidents
– Managing changesg g g
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Incidents

• How do you know you have one?y y
An 'Incident' is any event which is not part of the standard operation 
of the service and which causes, or may cause, an interruption or a 
reduction of the quality of the service

or may cause
reduction of the quality of the service.

• … assume it will!
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Incidents

“The objective of Incident Management is to restore normal 
operations as quickly as possible with the least possibleoperations as quickly as possible with the least possible 
impact on either the business or the user, at a cost-effective 
price”

t b t fi t• … true but first:
– Tell everybody even if you don’t know what exactly is the 

problem or its cause
If th i d d t ll th ll• If other services depend on yours tell them as well

• Who announces to the users?
• Don’t put names of people (e.g. service mgrs) in your 

announcementannouncement
– Strip off mail headers

• Clear and concise, end-user focused:
– ‘Router lcg234.cern.ch crashed’
– ‘Service XYZ is experiencing some problems’

– Update (append!) to announcements as restoration 
progress
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How can users help

• Look for announcement before askingg
– If we do our job ok and actually managed to 

put out an announcement…
• Forward announcements to your internal 

forumsforums
• .. Be patient

Avoid contacting service mgrs directly– Avoid contacting service mgrs directly
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Summary

• Incidents
H d k h ?– How do know you have one?

– Lifecycle
H d h l– How can end-users help

• Service Incident Reports
– When?
– Why?
– How?

• The most common cause for incidents
– Managing changes
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Service Incident Reports: When?

• Degradation goes beyond some MoU g g y
target for any service classified as critical 
for at least one of the VOs ?!

• SCOD asks for it ?
• When it’s useful for your own purpose

!
• When it s useful for your own purpose

– Tracking of incidents and the restoration Æ
your knowledgebase for whenwhen it happens nextyour knowledgebase for whenwhen it happens next 
time
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Service Incident Reports: Why?

• Any noticeable service outage deserves y g
an explanation

• Choices
– Wait for and answer the questions when they 

come
E ll l i d t ill b di t t d d• Even a well-explained event will be distorted down 
the line as the information is spread

• Your mailbox is the knowledgebase
– Upfront detailed explanation somewhere where 

everybody can see it
Including yourself when you have the same incident• Including yourself when you have the same incident 
in the future
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Service Incident Report: How?

• Written report with an appropriate level of details
• Focus on:Focus on:

– What went wrong
– Who was affected (impact)
– How and when you noticed
– How and when you announcedHow and when you announced
– Main steps of the service restoration
– When the service was restored and announced as such
– Follow-ups/actions

• A timeline is usefulA timeline is useful
• Avoid names or other details of CIs (machines, people, …)
• Be honest
• Attempt to classify the cause

– Change
– Bug
– DB
– Human

• In ITIL terms SIR writing activity probably closer to Problem Management
– The network
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Example
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To change or not …?

• Is change bad?
Th d f LHC t t h b t bilit– The dogma for LHC start-up has been stability, 
stability, stability

– “It’s working! don’t touch it”It s working! don t touch it
– Truth is that everything changes… 

• Configuration (s/w, h/w): every day
• Linux updates: every week

All the time!

Linux updates: every week
• Linux OS: every ~18-24 month
• Middle/soft-ware: more often than desirable

• or is it just the change control that is bad?… or is it just the change control that is bad?
– Assume that change is needed for improving something

• Functionality for end-users
• Service operation and stability• Service operation and stability

• Managing changes rather than avoiding them?
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When? Deployment 
strategiesstrategies

• Baby-steps
– Trickle of changes one-by-one
– Each of which may be treated independently

If thi t llb k– If something goes wrong, easy to rollback

• Periodic scheduled
Aggregation of changes– Aggregation of changes

– Freeze, test and certify
– If something goes wrong, rollback may be difficultg g g, y

• Big-bang
– Basically the same as periodic scheduled changes 

though not necessarily ‘periodic’
– Accumulate changes for a long period, which may 

include major upgrades to more than one component
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When? Deployment 
strategiesstrategies

• Baby-steps
– Trickle of changes one-by-one
– Each of which may be treated independently

If thi t llb k– If something goes wrong, easy to rollback

• Periodic scheduled
Aggregation of changes– Aggregation of changes

– Freeze, test and certify
– If something goes wrong, rollback may be difficultg g g, y

• Big-bang
– Basically the same as periodic scheduled changes 

But… it usually only breaks 
after a while due to 

destructive interference of 
l t d h /though not necessarily ‘periodic’

– Accumulate changes for a long period, which may 
include major upgrades to more than one component

accumulated changes /
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When? Deployment 
strategiesstrategies

• Baby-steps
Lacks the virtue of establishing

– Trickle of changes one-by-one
– Each of which may be treated independently

If thi t llb k

Lacks the virtue of establishing 
change as routine. Between 

two big-bangs there may be an 
universe /– If something goes wrong, easy to rollback

• Periodic scheduled
Aggregation of changes

universe /

– Aggregation of changes
– Freeze, test and certify
– If something goes wrong, rollback may be difficultg g g, y
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– Basically the same as periodic scheduled changes 

though not necessarily ‘periodic’
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When? Deployment 
strategiesstrategies

• Baby-steps
– Trickle of changes one-by-one
– Each of which may be treated independently

If thi t llb k

But… the goal for m/w 
provider should be to allow– If something goes wrong, easy to rollback

• Periodic scheduled
Aggregation of changes

provider should be to allow 
for revocable updates ☺

– Aggregation of changes
– Freeze, test and certify
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Preparing a change

• Plan
– Develop a timeline with details who is going to 

do what and when
• Announce

– Negotiate the date/time with VOsNegotiate the date/time with VOs
• Exercise

Try out the plan on the preprod infrastructure– Try out the plan on the preprod infrastructure
– Time it! (adjust your announcement if 

necessary)necessary)
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Tracking changes

• A difficult but common part of incident handling is to find out 
about all recent changes even remotely related onesabout all recent changes, even remotely related ones
– Not necessarily changes to the affected service

• Process has to be lightweight and to a large part automated
– Ideally a workflow with predefined and self-documenting state 

transitions
• E.g. extract list of affected Configuration Items (nodes, devices, 

)…)
• May required deep level of site details

– Access to change tracker must be authenticated and secure
All changes are tracked also standard (pre authorized)• All changes are tracked, also standard (pre-authorized) 
changes
– If something starts to go wrong at Site A on Day X

A thi h d t Sit A D X?• Anything changed at Site A on Day X?
• Anything changed at Site B-Z on Day X?
• Anything changed in the network on Day X?
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WLCG Op meeting

• “Change Advisory Board” for changes impacting 
i il bili ?site availability?
– Maintain and review list of scheduled changes with grid 

level impactp
– Each change is classified by the site in terms of

• Impact: to site, to the grid, to a VO,…
• Risk: likelihood of failure ability to rollback plan B• Risk: likelihood of failure, ability to rollback, plan B, …

– Authorize the change
• Stakeholders agree that site can go ahead with the 

planning for the changeplanning for the change
– Periodically review list of executed changes

• Define and assess according to simple KPIs (e.g. if or not 
the change ca sed an incident)the change caused an incident)

• Goal is to improve the change mgmt process
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