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Introduction to the Token Trust & Traceability WG (TTT)

e Created in 2023, the spiritual successor to the WLCG Traceability and

Isolation WG
o “Aim to devise & formulate best practice processes for the use of tokens within digital research
infrastructures”
o Pan-infrastructure, with a broader remit than the WLCG - contributors from EGI, AARC, OSG
and others.

m European bias; largely due to the tyranny of timezones

e Twiki page and documents
o “Home Page”: Twiki
o CHEP 2024: https://doi.org/10.1051/epjconf/202533701080
o Zenodo Risk Assessment: hitps://zenodo.org/records/19608058
o CHEP 2026: https://indico.cern.ch/event/1471803/contributions/6967095/



https://twiki.cern.ch/twiki/bin/view/LCG/TokenTrustTraceability
https://doi.org/10.1051/epjconf/202533701080
https://zenodo.org/records/19608058
https://indico.cern.ch/event/1471803/contributions/6967095/

Token “Tuning”

e Tokens have 3 primary attributes
that we can tune to reduce risk

and increase trust
o (there are other “dimensions”, but
they are not so easily tunable)

Scope, Audience and Lifetime
If visualised as axis in 3D, we
wish to create tokens that are as

close to the origin as possible NLifetime

o  Operational considerations along one  Token
axis can be mitigated by “tightening” ~ Audience
the others

e Seethe TTT CHEP 2024 paper

Token Scopes



https://doi.org/10.1051/epjconf/202533701080

Risk Assessment: Background and Approach

e Risk Assessments allow us to inform policy and best practice, identify
problems and formulate mitigations
e There have been previous risk assessment exercises in our and neighbouring

communities.
o For example this WLCG risk assessment
e The process was based upon the WISE methodology for Risk Assessment:

https://wise-community.org/risk-assessment-template/
o Using custom ranges (1->5 rather then 1->4) and adjusted criteria.



https://indico.cern.ch/event/394780/contributions/1832624/attachments/1239210/1821442/WLCG_Risk_Assessment.pdf
https://wise-community.org/risk-assessment-template/

Risk Assessment Methodology

Scores for Likelihood and Impact assigned 1 to 5

Likelihood ranging from “Unlikely” to “More than once a month”

Impact scored according to a matrix that compared the “blast radius” of the
impact and its severity, as well as other implications

Risk = Impact x Likelihood (theoretically scored from 1 to 25)

Cases were considered, one Threat at a time, in 17 regularly held meetings

with spirited discussion between present WG members.
o A numbered “Planning Poker” system was used to gain initial blind values for each member,
which proved a valuable, minimally biased starting point for each consideration.
o See Jom’'s presentation at the recent CHEP

The threats considered evolved considerably throughout the process, until we
settled on the present list



https://indico.cern.ch/event/1471803/contributions/6967095/

The Threats in brief

ONOORWN =

11.

AAI Provider Inavailability - including vaults and similar services

Rogue Tokens - leaked or forged/spoofed credentials

Privilege Escalation - of a validly obtained token

Audit Gaps - Poor or non-existing logging of token accesses to a service
Data Protection - inadequate ACLs or poor configuration

Data Access - rogue or stolen token actions affecting data

Pilot Submission - unauthorized payload submissions, job abuse

Ordinary Users: Data Access - use of a legitimate token for illegitimate data
access, either intentionally or via mistake.

Ordinary Users: Job Submission - as TR8, but for jobs.

Privileged Users: Data Access - as TR8, but for “superusers”, increasing the

possible damage that could be done.
Privileged Users: Job Submission - as TR9, but enabling massive abuse.



Results Table

https://zenodo.org/records/
19608058

TR | Description Impact Likelihood Risk
01 | AAI Provider Unavailability 3 2 6
02 | Rogue Tokens 4 2 8
03 | Privilege Escalation 4 2 8
04 | Audit Gaps 3 2 6
05 | Data Protection 4 3 12
06 | Data Access 4 2 8
07 | Pilot Submission 2 3 6
08 | Ordinary Users: Data Access 2 4 8
09 | Ordinary Users: Job Submission 2 4 8
10 | Privileged Users: Data Access 4 3 12
11 | Privileged Users: Job Submission 4 3 12



https://zenodo.org/records/19608058
https://zenodo.org/records/19608058

Focus on “Data Threats”

e TRS5 - Data Protection
o Inadequate access controls from token or service misconfiguration or suboptimal use
o  Data is more easily accessed, written or deleted by mistake or malicious action
o  Apossible mitigation is regular testing (CMS already have ACL tests in SAM)

e TRG - Data Access
o  Compromise or misuse of a stolen or leaked token used for data access
o  Such a token could be used to read, write or delete data within its scope during its lifetime
o  Tokens capable of reading files should be incapable of listing directories, preventing or limiting reconnaissance.
storage.modify scopes should be used sparingly.

e TRS8 - Ordinary Users - Data Access
o  Compromise or misuse of a “normal” user’s token
o Allows access to a data that the user can access, and all the operations that such a user can have.
o  Mitigated by restricting what an “ordinary user” has access to do.

e TR 10 - Privileged Users - Data Access
o  Compromise or misuse of a “power” user’s token
o  Allows access to data and operations that such a user can perform
o  Somewhat self mitigated by the smaller number of such users, and the greater experience they should have. For very
destructive operations (mass deletions) further protections could be considered, such as MFA or even a “two person rule”.



General “Take Homes”

e Risks from mistakes, due to poor service configuration (endpoint or provider), poor

user education, or poor process documentation
o  From operations experience in LHC experiments we know that storage service misconfigurations
regarding authorization have not been uncommon (TR5)
o Testing is needed to be sure that best practice/mitigations can be implemented on all endpoint flavours,
for example that a token capable of just reading files isn’t capable of listing directories (TR6)
m This is a wide-reaching mitigation to prevent abuse by stolen or misused tokens
e Credentials can be stolen through the theft of a user’s “normal” login.
o  There are some protections against this in place (MFA, user education).
e Tokens are easier to leak as unassuming text strings
o  Although hopefully this has been solved for many use cases, there’s always the chance of regression or
loss of awareness
e Privileged/Power users present an oversized risk.

o  Hence their separate consideration
o  Tokens can help with this, but only to an extent



Data Movement Recommendations

e Minimise lifetime and/or strictly specify audience and scope of tokens
e Maintain awareness of token credential exposure via logs etc
o Already have experience in this area
e Documentation for endpoint configuration, AAIl providers and user practice

e Adopt practices that limit the damage a user can do by accident

o Orif they have a credential stolen or account compromised

o Encourage good credential management among users

o In general the token is (or should be) “hidden” from the user, mitigating the threats across the
board

These are not outrageous suggestions, and generally fall under best-practice.
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Next Steps

e This Risk Assessment is only v1.0

o It will evolve with new mitigations, changes in the landscape, and possibly new threats.
o New versions will be reviewed and published as needed

e Use the assessment to inform Policy and Best Practice
o Trust Policy is the next area of focus for the WG

To get involved or stay informed about TTT activities, please contact Matt at
m.doidge@lancaster.ac.uk

https://zenodo.ora/records/19608058
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