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WLCG/DOMA - 24 June



• Separate instances for each Virtual Organization:
• 5 LHC experiments (ALICE, ATLAS, CMS, LHCb, MoEDAL)
• 8 other experiments / projects (AMBER, CALICE, COMPASS, FCC, ILC, 

SHiP, DRD Calo, EOSC)
• 2 Operations (WLCG Ops, DTeam)
• 3 new instances during last year (SHiP, DRD Calo and EOSC)

IAM deployments at CERN
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Deployment Architecture
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* Only the 4 big LHC experiments have a 4th replica in the critical area

*



ATLAS File Transfer Statistics From Last 1 Year

FTS

IAM



● Around 14000 users  
● Highest average rate: ~25 tokens per second (ATLAS)
● Highest peak rate: ~200 tokens per second (ATLAS)

WLCG IAM Overall Statistics From Last 1 Year 
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● Will be deployed for all CERN’s IAM instances 2 of July
● Introduces the option to not store access token on database 

○ Lower DB load -> Will allow ATLAS to continue moving more sites to the tokens
○ Increased performance (see next page)

● Added a client option to disable upscoping during token exchange
○ Was requested by FTS

● Add storage.poll matcher in wlcg-scopes profile 
○ Was requested by ATLAS to start testing staging with tokens

● Changed default option during authorization code flow to "prompt me again next time"
○ Was requested by CMS for user jobs

● Many other improvements that aren’t directly related to DOMA
○ v1.14.0 Release Notes
○ v1.14.1 Release Notes

Indigo IAM version 1.14.1

https://github.com/indigo-iam/iam/releases/tag/v1.14.0
https://github.com/indigo-iam/iam/releases/tag/v1.14.1


● Plots are generated with 9-pod deployment 
to show maximum tested performance

● Currently, LHC deployments run on 4 pods
○ sufficient performance for current load
○ ~1200 Hz with no access token on DB

● Recent changes in the deployment will 
allow horizontal scaling if needed

● Upcoming v2 is expected to increase 
performance even with fewer pods

Indigo IAM version 1.14.1



● Planned for 2027 Q1
● New Dashboard
● Migration to Spring Security v7

○ Removing legacy MitreID dependency
○ Improved maintainability
○ Increased performance
○ Will allow the changes in the following points

● Open Policy Agent (OPA) will be integrated into IAM for scope policies
○ Will allow adoption of tokens by user jobs thanks to fine-grained scope policies

● Patrick, our previous tech student will be contributing for his Bachelor’s project
○ Improved performance by optimization and caching of DB queries
○ Statically served validation endpoints without DB dependency

■ /jwk and /.well-known/openid-configuration endpoints

Indigo IAM v2
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Thank you for your attention!

Questions?


