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Enabling Grids for E-sciencE

Background
• A lot of reported problems wrongly categorized

– Unknown error = network problem
– Discarded when network is back, no in-depth understanding of 

some errors
– support units/sites disturbed

• ENOC’s network TT matching onto Grid Topology still rough
Under improvement but VERY HARD to foresee Grid impacts– Under improvement but VERY HARD to foresee Grid impacts

• No pure network monitoring
– Heavy to deploy and handle (1600 certified hostnames into 

GOCDB3)
• Existing framework (SAM/SFT) not fully designed forg ( ) y g

– Frequency, load, results analysis

ENOC d t t l it / t k il bilit
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• ENOC needs to accurately monitor/assess network availability
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Tests description
• DownCollector, tool to assess network availability of Grid Sites

– Currently only on certified sites (~ 270 sites, 1600 nodes)
Al G id i (GOCDB SAM CIC )– Also core Grid services (GOCDB, SAM, CIC…)

– A hostname + a Grid service = a Grid node

• Each Grid node probed (with ‘nmap’) every 2 minutes
– Lightweight
– TCP port chosen according to GOCDB3 NODETYPE– TCP port chosen according to GOCDB3 NODETYPE
– Binary results: 

Reached
Unreached (Service failure network problem power failure )Unreached (Service failure, network problem, power failure…)

– Unique source host…

• Result aggregated per sites
– Scheduled downtimes managed
– Site in trouble if none of its nodes reached
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– Hide host problems to the ENOC
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Trouble location
• Need to know where is the outage

– Not same support procedures and responsibilities

• Network ‘Headnode’ tested during site’s troubles
– To be carefully choseny
– If reached: ON-SITE
– If unreached: OFF-SITE

Seems to give good results so far
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– Seems to give good results so far …
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Displaying results (1/3)

• Through web interface
– Trouble, site, node details, ,
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Displaying results (2/3)
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Displaying results (3/3)

• They are available on 
https://ccenoc.in2p3.fr/DownCollector/p p
– Authentication with a valid Grid certificate
– Tests details, explanations

• ‘Bookmarkable’ urls
– https://ccenoc.in2p3.fr/DownCollector/?sn=pic
– https://ccenoc.in2p3.fr/DownCollector/?nd=SE,Caliserv1.ct.infn.it

• Still some scalability issues
– Sometimes slow :-(
– Limited filtering / history disclosed on the website
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Sharing results (1/2)

• Results very useful internally for the ENOC
– Internal alarmsInternal alarms
– Is there a network problem or not?
– Focus extra network attention to some sites streamlineFocus extra network attention to some sites, streamline 

procedures, help to match network TT on Grid etc.

• Maybe also for others supports units?
– Useless to launch tests on unreacheable hostsUseless to launch tests on unreacheable hosts
– Filter alarms (tests hierarchy…)

• Cope with service unavailability at its root cause!
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Sharing results (2/2)

• Communicate results to others support units/sites
– Be sure a network problem is correctly detected andBe sure a network problem is correctly detected and 

tracked, or their is no network problem :-)
– Do not waste troubleshooting effortsg
– Avoid an unscalable use of our web interface

• Sharing status
– Used by some PPS systems with a Nagios sensorUsed by some PPS systems with a Nagios sensor
– XML output easily available
– COD Dashboard integration?COD Dashboard integration?
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First results

• Scheduled and unscheduled downtime procedure to be p
streamlined
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• Core Grid service: ~15 min downtime/month
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Possible combination idea?

COD Dashboard display:

DownCollector Grid service 
test Problem type and assignment

OK KO
Service problem:

GGUS ticket ROC/SITE

ON SITE ROC/SITE
KO KO

ON-SITE: ROC/SITE
OFF-SITE: ENOC

OK OK No problem :)

DownCollector problemKO OK DownCollector problem, 
firewalling …
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Conclusion

• Many network problems are impacting the GridMany network problems are impacting the Grid

• Have we a network problem?Have we a network problem?
– Avoid unknown error = network problem
– DownCollector could help to judge and to filter alarms– DownCollector could help to judge and to filter alarms
– OFF-SITE troubles are not relevant for sites but need to 

be reportedbe reported

• Performance issues not addressedPerformance issues not addressed
– Hard to test without disturbing networks
– Interfering tests in parallels
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– Interfering tests in parallels


