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Pr j ct Inf rm ti nProject Information

Instrument Integrated Project (IP) of the 
Framework Program FP6g

Project Name Health-e-Child (HeC)
Project ID IST-2004-027749Project ID IST 2004 027749

Coordinator Siemens AG, Dr. Jörg Freund
Partner 14 European (companies hospitals institutions)Partner 14 European (companies, hospitals, institutions)
Timetable 01-Jan-06 to 31-Dec-09 (4 years)
Total Cost 16.7 Mio. €
EC F di 12 2 Mi €EC Funding 12.2 Mio. €

Web Page http://www.health-e-child.org
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Pr j ct Obj ctiv s

• Establish Horizontal and Vertical integration of data, information and knowledge for Paediatrics

Project Objectives

• Develop a grid-based biomedical information platform, supported by sophisticated and robust 
search, optimisation, and matching techniques for heterogeneous information, 

• Build enabling tools and services that improve the quality of care and reduce its cost by 
increasing efficiency

• Integrated disease models exploiting all available information levels
• Database-guided decision support systems
• Large-scale, cross-modality information fusion and data mining for knowledge discovery

• A KnowledgeKnowledge RepositoryRepository for PaediatricsPaediatrics
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Introduction
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Challenge

Pr bl m D scripti nProblem Description

Security
- Interconnecting Hospitals through the Internet
- Providing Services & Data Online 

Privacy
- Connecting a Research Platform to Hospitals’ Information Systems
- Manipulating Patient Data onHeterogeneity
- Dealing with several imaging devices, technologies, protocols, data, environments…

ol
ut

io

Distribution, Scalability
- Coping with geographically distributed sites across Europe (France, UK, Italy…)
- Building a scalable system for a future expansion

S
o

Usability
- End-users: Clinicians
- Providing a rapid and efficient access to the Platform
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Our Approach (1)

Solution

Our Approach (1)
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Services-Oriented Architecture,
an Ecosystem of Biomedical Utilities



Our Approach (2)

Solution

Our Approach (2)

Highlights ++
- SimplicitySimplicity, Abstraction from the complexity of Grid 
- Modularity & ScalabilityModularity & Scalability, Off-the-shelf components
- StateState--ofof--thethe--artart Approaches
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The Health e Child Access Point

The Platform

The Health-e-Child Access Point
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The Platform

The Health e Child Gateway (1)The Health-e-Child Gateway (1)
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The Platform

The Health e Child Gateway (2)The Health-e-Child Gateway (2)
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Project Results @ M18

Client Applications
AccessAccess
PointPoint

Functionality AccessFunctionality Access
HeC GatewayHeC Gateway

Infrastructure AbstractionInfrastructure Abstraction

HealthHealth--ee--Child SOAChild SOA

Computing ResourcesComputing Resources
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Project Results @ M18
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Our Approach

Project Results @ M18

Our Approach
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Authentication

Project Results @ M18

Authentication

• Follows Grid de facto Standards
• Based on Globus GSIGlobus GSI (GT4 component - WSRFWSRF) ( p )

& gLite VOMSgLite VOMS (grid middleware component)

• Single Signon

• 2 Factor Authentication
S thi th t kS thi th t k C tifi t P h•• Something that you knowSomething that you know: Certificate Passphrase

•• Something that you haveSomething that you have: Certificate

• Other Factors introduced by the environment:

• Passphrase is complemented with a PIN codePIN code
PIN d i l t d ith i bi bO KO K– PIN code is complemented with a magic numbermagic number

–– 3 Attempts only3 Attempts only to provide good PIN code

» In case of 3 bad attempts, User is blacklistedblacklisted

• Other Factors introduced by underlying technologies:

• User must be registered in the VOregistered in the VO

One Key One Key 

User must be registered in the VOregistered in the VO

• User must be declared in the gridmapgridmap of the services

• Unique Authentication Workflow Server-side
• Authentication follows a precise set of steps Client

Workstation

To enter 
the system

• In case workflow is not respected, system alerts sysadmins

• Communications
• All communications bw Client & Server are encrypted 

•• HTTPSHTTPS + SOAP encryptionencryption

Workstation

User
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ypyp

• User Proxy & Service Resource have limited lifetimeslimited lifetimes



Project Results @ M18
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Client Connectivity (1)

Project Results @ M18

Client Connectivity (1)
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*P2P3: Peer-To-Peer Patient Privacy



Client Type2 User Session

Project Results @ M18

Client Type2 - User Session
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HeC GatewayHeC Gateway Grid Services



Client Type2 Notification/Asynchronism

Project Results @ M18

Client Type2 - Notification/Asynchronism
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HeC GatewayHeC Gateway Grid Services
asynchronous 
- Opens the path to many other applications…



Client Type2 Operation Management

Project Results @ M18

Client Type2 – Operation Management

Client
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Highlights:

- Lowers the burdenLowers the burden on client developersdevelopers for a number of 

Portal
Resource 2. O

1. Portal Calls
HEARTBEATS

VOMS

CE
“non-functional” aspects

- especially for non-grid experts, thx to abstractionabstraction
- Leveraged interactivity interactivity for client applications
- Facilitates IntegrationIntegration

OpManager

O
peration O

rder

VOMS

SE
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Facilitates IntegrationIntegration

LFCNote:
- Tunnels: HTTPS + GSI Secure Conversation
- Heartbeat = resource lifetime extension

op3
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3. Execution
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HeC GatewayHeC Gateway Grid Services



DICOM Files

Project Results @ M18

Client
Workstation

DICOM Files
AccessAccess
PointPointWorkstation

HEARTBEATS AuthenticationHighlights:

- AsynchronousAsynchronous operations
HEARTBEATS Portal Factory

1. Portal Call (START TRANSF)
6 Thumbnail

AsynchronousAsynchronous operations
- ThumbnailsThumbnails generated from DICOM slices
(useful for efficiently browsing patient records)
- DICOM CompliantDICOM Compliant

Portal
Resource

LFC

SE
Notification 2. Fire

.5. 

4. Portal Call (ADD)

7. Register

6. Thumbnail

gridFTP
LFCe-up

Tmp
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HeC GatewayHeC Gateway3. File Transfer Grid Services



Client Type3 Data Privacy

Project Results @ M18

Patient Private InfoPatient Private Info

Client Type3 - Data Privacy

T

1

DB Stripe1

----------------------
----------------------
----------------------
----------------------

Patient Private InfoPatient Private Info Temporary 
Privacy DB

Highlights:
----------------------
---------------------- Infrastructure

DB Stripe2

Update 
Available…

3
Highlights:

- No extra h/w requirementsNo extra h/w requirements for handling private dataprivate data
- Opens the path to novel applicationsnovel applications

Update Store Cancel
P2P3

P2P3 P2P3

32

AccessAccess
PointPoint

Opens the path to novel applicationsnovel applications
(Combining functionality by accessing both a Grid and P2P)
- Long unique PatientIDs can be resolvedPatientIDs can be resolved into real names
(In the Hospital where data resides)

Hospital AClient
Workstation

P2P32
Client IPs

Peer-To-Peer Patient Privacy - P2P3

- HeC Gateway hosts a list of connected client(s) & IP(s)
- Privacy DB is encrypted and stored in 2 stripes

( p )

Workstation- Privacy DB is encrypted and stored in 2 stripes
- Encryption key is on the server
- 1 stripe is stored on the USB Key 
- 1 stripe is stored in the Gateway
- 1 privacy DB per clinician
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1 privacy DB per clinician 
- Privacy DB is decrypted and reconstructed in client’s memory 
once clinician is authenticated in the VO Patient Private Info



Project Results @ M18
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Integrated Data Model

Project Results @ M18

Integrated Data Model
• Data Models from WP6WP6

Patient Study, Diagnosis, TherapyMedical History

Patient Information

Pedigree
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k d Abstraction Layer AMGA

Data Distribution & Federation

• Backends

• Runs on any Linux flavour

• Oracle, MySQL, PostgreSQL, SQLite

• Frontends

Abstraction Layer - AMGA

VOMSFrontends

• TCP Streaming

• High performance

• Client API for C++, Java, Python, Perl, Ruby

Authenticate 
with X509 
Cert VOMS-Cert

with Group & 
Role information

Resource 
management

• SOAP 

• Interoperability

• Secure connections – SSL

A h i i b d

VOMS-Cert
AMGA

Oracle

• Authentication based on

• Username/password

• General X509 certificates

• Grid-proxy certificatesGrid proxy certificates

• Authorisation:

• Users/groups

• Unix style permissions

• ACLs – Per-collection or per-entry

• Access control via a VO
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Project Results @ M18
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Medical Query Processing

Project Results @ M18

Medical Query Processing
AccessAccess
PointPoint - To process complex queries supporting 

the  upper applications
result“query” HeC GatewayHeC Gateway

pp pp

- To “unite” cross administration domain 
databases over the Grid

query

- To accelerate time consuming 
processing

union sub

query
(xml)

sub
query1 sub

2

sub
query3

query2
IGG GOSH NECKER
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Project Results @ M18
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Grid Infrastructure

Project Results @ M18

Grid Infrastructure

UWE
SIEMENS

GOSH
Highlights:

CERN

NECKER
IGG

-- Private Private gLitegLite--based Grid Infrastructurebased Grid Infrastructure
-- HeCHeC VO opened since May 2006VO opened since May 2006

IGG

MAAT

UOA
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Project Results @ M18

Client Applications
AccessAccess
PointPoint

Functionality AccessFunctionality Access
HeC GatewayHeC Gateway

Infrastructure AbstractionInfrastructure Abstraction

HealthHealth--ee--Child SOAChild SOA

Computing ResourcesComputing Resources
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Project Results @ M18

H C C s R s n r (1)

• Patient cohort determined by filtering and / or similarity search
l h l f l

HeC Case Reasoner (1)

• e.g. male patients with similar gene expression profile
• Goal: Visualize current patient in relation to given cohort

t 4 di i l i l 2D/3D tt l t• up to 4 dimensions: classical 2D/3D scatterplots 

• more than 4 dimensions: heatmaps Similarity matrices tree maps• more than 4 dimensions: heatmaps, Similarity matrices, tree maps, 
neighborhood graphs
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Project Results @ M18

H C C s R s n r (2)

Treemaps lately became very popular and have been demonstrated 

HeC Case Reasoner (2)

to be significantly faster than spreadsheets to analyze data that is 
clustered hierarchically
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THANK YOU FOR YOUR ATTENTIONTHANK YOU FOR YOUR ATTENTIONTHANK YOU FOR YOUR ATTENTIONTHANK YOU FOR YOUR ATTENTION

More InformationMore Information
h lth hildwww.health-e-child.org

Live demo @ EGEE User Forum in BudapestLive demo @ EGEE User Forum in Budapest
htt //i di h/ t ib ti Di l ? t ibId 174& i Id 23& fId 18714http://indico.cern.ch/contributionDisplay.py?contribId=174&sessionId=23&confId=18714

HeC/Share/HealthgridHeC/Share/Healthgrid WorkshopWorkshop
http://indico.cern.ch/sessionDisplay.py?sessionId=50&slotId=0&confId=18714#2007-10-05
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