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Overview
• Work of CERN Security Team (CST) within the kernel
• Architecture of an OS
• Anatomy of a kernel module
• kprobes
• Debugging
• Good and Bad practices
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Work of CST within the kernel
• netlog
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netlog
• Logs information for every connection on the hosted 
machine
- Who, connected where and when

• Date and time
• hostname
• process
• user
• local/remote ip addresses and ports
• Protocol of connection
• Action (connect, accept, close, bind)

- Traceability++
- Open source http://cern-cert.github.com/netlog 
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Work of CST within the kernel
• netlog
• tty-kraven
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tty-kraven
• Detects tty hijacks

- First (known) tool that detects this kind of attack
- Logs 

• Injected command 
• the victim TTY driver name
• the executable of the attacker
• PID of the attacking process
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Work of CST within the kernel
• netlog
• tty-kraven
• redeemer
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redeemer
• rootkit detector

- Designed to detect even rootkits that utilize the debug registers! 
• First know tool to succeed this depth of detection

• Hashes and checks parts of the kernel
- Periodically
- After an insertion or removal of a kernel module

• Self defense mechanism
- By setting hardware breakpoints in crucial parts of the code

• Just like the black debug register rootkits
• Hides itself from the kernel, so it cannot be removed

- Just like the black rootkits
• Dumps the code of the malware 

- Useful for forensics
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Work of CST within the kernel
• netlog
• tty-kraven
• redeemer
• dresden
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dresden
• Blocks incoming modules 
• Logs emergency alerts in case of trying to insert a new 
module or removing an existing one

• Hides itself from the kernel, so it cannot be removed
- Just like redeemer (and every malware)

• Open source http://cern-cert.github.com/dresden 
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Overview
• Work of CST within the kernel
• Architecture of an OS
• Anatomy of a kernel module
• kprobes
• Debugging
• Good and Bad practices
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Architecture of an OS
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Architecture of an OS
• The kernel is

- The heart of an OS
- Serving the requests from user space

• system calls
• proc filesystem
• ...

- Protecting user space software from errors
• Segmentation fault
• Buss error
• ...
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What can go wrong?
• Bug in the kernel will cause

- System crash 
• with logs and dump of registers (if you are lucky)

- System hang up 
• no logs at all...

- Filesystem corruption 
• As bad as it sounds :(
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being one of our 
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Overview
• Work of CST within the kernel
• Architecture of an OS
• Anatomy of a kernel module
• kprobes
• Debugging 
• Good and Bad practices
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Anatomy of a kernel module
• What is a kernel module?

- Extends (or changes) the behavior of the system’s kernel
- A kernel object file (*.ko) that can be inserted/removed in/from the 
kernel, on the fly
• No reboot! :)
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Anatomy of a kernel module
• How to insert

- insmod <kernel object file name> <parameters>
• or modprobe (more clever tool than insmod)

• When inserting a module, the init_module function runs
- Parameters can be given to the module

• You need root privileges
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Anatomy of a kernel module
• How to remove

- rmmod <kernel object name>
• When removing a module, the cleanup_module function 
runs

• You need root privileges
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Anatomy of a kernel module
• Retrieve information about the module

- modinfo <kernel object name>
• Information that the developer of the module wants to 
export
- Module description
- Author
- License
- Parameters 

• Names
• Description
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Anatomy of a kernel module
• Messages from modules are not visible in the terminal
• klogd fetches the messages and delivers them to syslogd

- Messages visible in /var/log/messages
• tail -f /var/log/messages | grep <module tag>

- You need root privileges
• dmesg (raw kernel logs)

- No need of root priviledges
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Overview
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• Architecture of an OS
• Anatomy of a kernel module
• kprobes
• Debugging 
• Good and Bad practices
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kprobes
• Plant probes in (almost) everywhere within the kernel 
space memory
- Ideal for monitoring

• netlog
- Useful for enhancing security of the kernel

• tty-kraven
- But also for attacking...

• Malwares that use handlers that execute before and after the 
execution of the probed memory address
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Debugging
• gdbmod

- Painful to setup
- Offers single stepping

• User Mode Linux
- Debug the whole Operating System as a process => gdb => single 
stepping

- Easy to setup
- http://user-mode-linux.sourceforge.net/
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Do not develop a kernel module if 
• You are not a C guru
• You are not familiar with OSs
• You don’t have previous experience with an assembly 
language

• You don’t have patience...
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• Sometimes the kernel documentation is (extremely) poor 
or even it doesn’t exist
- You need to read the kernel source in order to see how to use 
certain structures and APIs

Why do I need to be patient?
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Why do I need to be patient?
• Painful and time consuming development

- Locking/Unlocking on every resource that you use
- Difficult to debug 

• logs may not be flushed before crashing of the machine
–no logs :(

- Develop code that targets different kernel versions 
- Crash of your module means crash of the system...

• Reboot development (virtual) machine

47

Friday, July 13, 2012



CERN IT Department
CH-1211 Genève 23

Switzerland
www.cern.ch/it

When to develop a kernel module
• Access to resources that are not available in user space
• System monitoring
• Enhance defense of a system 
• Attack a system...
• Implement new system calls
• Drivers
• ...
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Kernel space visible resources
• Literally everything

- The whole system’s memory
- Registers 

•  control registers
•  debug registers
• ...

- Access to hardware
- Scheduling structures
- Process structures
- Thread structures 
- Interrupt table/handlers
- system call table 
-  
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Code practices
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Calling system calls

?
51

Friday, July 13, 2012



CERN IT Department
CH-1211 Genève 23

Switzerland
www.cern.ch/it

Calling system calls
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Calling system calls...
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File I/Os

?
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File I/Os
• open, read and write functions are system calls 
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File I/Os...
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Communication with user space?
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Communication with user space
• proc file system 
• Module parameters

- While inserting the module in the kernel
• ...
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Use as little assembly as you can
• Find APIs that encapsulate the assembly code that you 
want to use

• The person that will inherit your work will love you :)
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Use as little assembly as you can
• Some months ago we inherited this code:
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Use as little assembly as you can
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• We refactored it into this:

Use as little assembly as you can
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Supporting Multiple Versions
• Use macros that compile different code for each kernel 
version
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Testing
• Test your module 

- Against all the major kernel versions that is designed to 
support

- Against every architecture that you support
• Even if you don’t use explicitly assembly code

–Functions that you call in your code do
• We had a bug once from a kernel call that used assembly code... 

- Against real and Virtual Machines
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• How can I detect changes that affect my module?
- Compile against every kernel version that you support

• How can I find what the change was?
- Download the source code of the problematic version

• grep
- Search on a linux reference site

• searches in the source of desired kernel version
• i.e. http://lxr.linux.no

• CST develops kernel modules that run from 2.6.18 (SLC 5)  
up to 3.3.8 (almost the latest) linux kernel :)

Supporting Multiple Versions
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OOP in the kernel
• “No, God no.”

- from http://www.kernelnewbies.org/ FAQ
• Performance is crucial
• Legacy...
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Assertions
• BUG_ON(undesired condition)

- macro
- Dumps registers
- Crashes the system
- Used for serious problems

• WARN_ON(undesired condition)
- macro
- Dumps registers
- Continues execution
- Used for recoverable problems
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Boost performance
• likely/unlikely macros

- Used in conditions
- 1 or 2 less jump assembly commands

• Order of magnitude: nanoseconds
- Used in probes of netlog

• Called tenths of thousands per second
• Initialize variables only where needed
• As little as possible amount of code that has disabled 
interrupts or scheduling

• Define register variables
• ...
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Boost performance

70

Friday, July 13, 2012



CERN IT Department
CH-1211 Genève 23

Switzerland
www.cern.ch/it

Overview
• Work of CST within the kernel
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• Anatomy of a kernel module
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• Debugging
• Good and Bad practices

71

Friday, July 13, 2012



CERN IT Department
CH-1211 Genève 23

Switzerland
www.cern.ch/it

Useful links
• http://www.kernel.org - kernel source
• http://lxr.linux.no - linux kernel reference site
• http://www.kernelnewbies.org/ - community of kernel hackers
• http://linuxjournal.com - articles about the kernel
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Books
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Books
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Questions?
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Thank you 
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