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Security Is as good as the weakest link:

» Attacker chooses the time, place, method

» Defender needs to protect against all possible attacks
(currently known, and those yet to be discovered)

Security is a system property (not a feature)
Security Is a permanent process (not a product)
Security cannot be proven (phase-space-problem)

Security iIs difficult to achieve, and only to 100%-«.
» At CERN, every single computing resource owner defines ¢ !l

BTW:
Security is not a synonym for safety.
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“Control Systems” in a Nutshell
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In the past, PCS were

» |largely proprietary

» stand-alone & interconnected using
proprietary networks only

» accessed via modems, if at all

» using own standards,
technologies & means

"He's the only person who knows how to
program our 20 year old PLCs."

Today, PCS

» base on custom-of-the-shelf
hardware and software (“office IT")

» are highly inter-connected

» determine & impact widely

on our daily life @AV



(R)Evolution: The Past
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_.in the electricity sector COBB County Electric, Georgia
in the oil & gas sector Mlddle European Raw Oil, Czech Republlc
..in the water & waste sector

.In the Cheml_cal and CCTV Control Room UK
pharmaceutical industry =

..in the transport sector

..for production:

e.g. cars, planes, clothes, news
...In supermarkets :
fThe claimed No. 1 goal for cyber-security in the 215t century:

) A A ()

Athens Water Supply & Sewage

Merck Sharp & Dohme, Ireland

Reuters TV Master Control Room

CERN Control Centre



http://www.pharmaceutical-technology.com/projects/ballydine/index.html
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In the past, PCS security was
— » hidden (“security through obscurity”)

» never a real concern

» a target for nerds

Today,

» Same “office IT"-risks
iInherent in PCS (TCP/IP, Windows
PCs, WWW & mail, C++, ...)

» Same “office IT -attackers
targeting PCS (viruses/worms,
saboteurs, attacker, stupidity, ...)

G}
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Attacks performed by...
» Disgruntled (ex-)employees or saboteurs

» Attackers and terrorists, but also since “Stuxnet”: (Western) countries
(step-by-step instructions on BlackHat conferences;
freeware hacking tools for “Script Kiddies”)

» Trojans, viruses, worms, ...

Lack of robustness & lots of stupidity
» Mal-configured or broken devices flood the network
» Developer / operator “finger trouble”

Lack of procedures
» Flawed updates or patches provided by third parties
» Inappropriate test & maintenance rules / procedures
&y



Ex-supervisor installed unauthorized software

on SCADA system, indictment says cﬂMP“TEm‘mnli}

By Robert McMillan
Movember 23, 2007 12:00 FM ET

Duo deny LA traffic hack charges
The Hollywood Job
By John Leyden - Get more from this ===~

Posted in Enterprise Security, 10th January | The New Threat to OII Supplles HaCkerS

Free whitepaper — Taking control of your data di
Offshore drilling rigs are increasingly computer-dependent and remote-controlled. That could make

. . A them vulnerable to attacks from hackers from around the ’]lOflt
2000 A pair of Los Angeles traffic system engif

46X | signals to disrupt transportation across il BY GREG GRANT | AUGUST 25, 2009

baser

Gabriel Murillo, 37 and Kartik Patel,
access of a computer. Mutillo also f3
accused of four disruption of servicg
LA's Automated Traffic Surveillance
commands to reprogram signal conf

Earlier this year, a sullen, 28-year-old contractor
in California was charged in federal court with
sabotaging the computerized controls on oil-rig

sitting off the coast, allegedly out of spite for not

being hired full time. Prosecutors say the
contractor hacked into a shore-to-rig
communications network that, among other
functions, detected oil leaks. He caused
thousands of dollars worth of damage, they

charge, though, fortunately, no leaks.
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Russia welcomes hack attacks mea«ﬂ'eglste'

Script Kiddies cut teeth hijacking critical infrastructure

Pasted in Business, 27th April 2000 12:256 GMT Safety

By Thomas C Greene in Washington DC « Ga* mara fram this authar = 1 Fl Ightgl Oba |
| &

Free whitepaper — Taking control of your data demong

You are in: Home » Safety » News Article SUBSCRIEE b1 |
Malicious hack attacks are on the rise in Russi DATE 06105109
Interfax news service reports. Most spectacula ' o _ AT JAir Transport
SOURCE: Air Transport Inteligence news 23 2 Intelligence

that Garorom A state-run nas uiililv. came 1neg

Gaz
The
com
Th
rept
nam

crim
‘

15

May 7, 2009 3:59 PM POT

Report: Hackers broke into FAA air traffic control ! <Y®®"

systems

_____ e B EXFortsze Pt Emal G shore (3 : systems
0 _f Share B:5 ity audit of
Hackers have broken into the air traffic control mission-support systems of the .S, Federal Aviation te of Inspector

Administration several times in recent years, according to an Inspector General report sent to the FAA this week. ystems operations

In February, hackers compromised an FAA public-facing computer and used itto gain access to personally
identifiable information, such as Social Security numbers, on 48,000 current and former FAA employees, the
report said.

Lastyear, hackers took control of FAA crificalnetwd ... penetration test locked up the SCADA system and the utility was
seriously disrupted the agencys mission-supcoitt not gble to send gas through its pipelines for four hours....”

Alaska, becoming "insiders,” according to the repal

1 - Sandia National Labs, US [2005]
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Election 2012 - Washington Wire : The Obama Budget . Capital Journal ¢ Economy @ San Francisco Bay Are
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Alert on Hacker Power Play '

[.5. Official Signals Growing Concern Over Anonymous Group's Capabilities

I:IIIFI"IDEII'I:.' HElGEIF:r FEEIEFEIl rElEEISE tEI’IS Df YU WU, >amnd mikriand oo,
thousands ofinternal emails online. Company chief security officer at computer-security

Article i
CEO resigns. company Mandiant. The announcement,

= Aug. 14, 2011: Hacks a Bay Area Rapid Transit .
website to protest the rail system’s move to however, shows the network's intent to

B Email || = tempaorarily shut down cellphone senvice. wage more destructive attacks.
= Jan. 19, 2012 Attacks Justice Department
website and apparently knocks it offline to Similarly, any attack by Anonymous

retaliate against shutdown of a media-
downloading site.

= Feb. 12, 2012: Announces a plan that it says

directed at the power grid is likely to inflict
limited damage but would be certain to

will shut down the Internet on March 31, sow alarm, especially if Anonymous took
By SIOBHAMN = Feb. 17, 2012: Aftacks two sites of the Federal credit publicly.

ech

1 of 12 2 ofiEis under investigation

Rile Doctors Strategy tages in Brazil
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Microsoft Investigating Windows Security Zero- cuMP"TERquln
Day Targeted by Trojan  News ’
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xnet, waiting on Pandora’s box ’
Ukman

Mossad's Miracle Weapon

mic Stuxnet Virus Opens New Era of Cyber War
Trc
ma By Holger Stark

Eerious computer worm known as Stuxnet has gained more than
oriety since it was discovered in the summer of 2010 It
havoc on Iran's nuclear program. It stirred suspicions that it

Mi ' .

w!ﬁ N ‘e’ W . | lunleashed by the Israelis, the Americans or both. And, last
ex| least, it heightened long-standing concerns about the

ind

ior 2 cyber attack on critical infrastructure in the West.

a

of Iran, Stuxnet worked itg
rather insidious means — i
nium and causing them to 4 The

Economist

Cyberwar
The meaning of Stuxnet

i
l‘ . A sophisticated “cyber-missile” highlights the potential—and limitations—of
cyberwar

The Mossad, Israel’s foreign intelligence agi Sep 30th 2010 | from the print edition ElLke 274 |3Tweet 0
program with a highly sophisticated comput ____

I, QO IaAnd mwr Qary e
digital weapon of geopolitical importance, it could change the way wars are ’
fought -- and it will not be the last attack of its kind. @N




» An infected USB stick was infiltrated
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Into the plant either by malicious act
or through social engineering.

Once inserted into a Windows PC, the stick

tried to compromize the O/S with up to
4(1) zero-day exploits (worth >$100k).

There were 4-5 evolutions starting 6/20009.
Infected 100.000 PCs (60% Iran,10% Indonesia).
Using “rootkit” technologies and two stolen

certificates, it hid from being detected.

It tried to infect other hosts and
establish a P2P connection “home”.

So far, nothing new: A

A standard,
but expensive virus!

monitor

! ( .'. J |
Gas centrifuges for
uranium enrichment

&y

Rotational
speed



Stuxnet is now the
“Man in the Middle”

controlling the communication
between SCADA & PLC.

~

J

\
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» Stuxnet then checked the local configuration
looking for the presence of Siemens
PCS7/STEP7/WINCC SCADA software.

If so, it copied itself into the local
STEP7 project folder (to propagate further).

It replaced the S7 communication libraries
(DLLs) used for exchanging data with a PLC.

Stuxnet can now manipulate values to be
send to the PLC or displayed by the SCADA.

Step 7

request
code block
from PLC

show code
block from
PLC to user

_______

Step 7

request
code block

oM PLE ] a

show code!

.......

If not, Stuxnet got idle and would expire on 2012/06/24.



//upload.wikimedia.org/wikipedia/commons/9/9b/Step7_communicating_with_plc.svg
//upload.wikimedia.org/wikipedia/commons/1/16/Stuxnet_modifying_plc.svg
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» Next, Stuxnet was
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CIA slipped bugs to Soviets
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Memoir recounts Cold War technological sabotage

By David E. Hoffman
washingtonpost

updated 12:13 a.m. ET Feb. 27, 2004

In January 1982, President Ronald Reagan
approved a CIA plan to sabotage the economy
of the Soviet Union through covert transfers of
technology that contained hidden malfunctions,
including software that later triggered a huge
explosion in a Sibenan natural gas pipeling,
according to a new memoir by a Reagan White
House official.

Obama to t:
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Toyota face
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Corrections
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church leac
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|z ' Use case:

BEle (> (P

Power Grid |Is Found Susceptible to

Cyberattack

Robert McMillan, IDG News Service

An emerging network of intelligent power switches, called the Smart Grid,
could be taken down by a cyberattack, according to researchers with QActive,
a Seattle security consultancy.

|0Active researchers have spent the past year testing Smart Grid devices for
security vulnerabilities and have discovered a number of flaws that could

PEOPLE WH

ALSO READ

E3
Pg
3]

» Measuring your consumption at home
» Online with the grid: Optimizing the power usage
» Publicly accessible, off-the-shelf, open networks

Risks:

» Exploitation of meter vulnerabilities:
registration process, firmware, data, ...

» Loss of confidentiality:
customer data available to others

» Loss of integrity:
manipulation of reading data

» Loss of availability:
data not available in a timely manner

» Misuse as attack platform
courtesy of M. Tritschler (KEMA) @‘m
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' Use case:

gss of integrity:
manipulation of reading data

» Loss of availability:
data not available in a timely manner

» Misuse as attack platform
courtesy of M. Tritschler (KEMA) @‘m
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Clarke said a good national security adviser would tell the president that the U.S. might be able to
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Richard Clarke, a top adviser to three presidents, joined a number

Enlarge Photo

of U.S. military and civilian experts in offering a dire assessment of

America's cybersecurity at a conference, saying the country simply SAMSUNG .
In this Feb. 19, 2010 photo, Richard A, , S ) =y 4 STRATOSPHERE
) : can't protect its eritical networks. e .
Clarke, a former advisor to the | r FREE
sident ... - .. . . =
presicen Clarke said if he was advising the president he would warn against -
. . . . = ‘with upgrade or new 2-year
attacking other countries because so many of them — including il - ﬂh«: and $30/me. + data pack.
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. . . E
could destroy power grids, banking networks or transportation systems. =
y power grids, banking D ; | emms  verigon YGE

conflict in which troops trot out onto a battlefield "and nothing works." Fre 1t

The U.S. military, he said, is entirely dependent on computer systems and could end up in a future h <" LEARN MORE @



Using “office-IT” must also
mean using “office-security

technology”:

» Apply same security measures

» Inherent differences need to be
taken care of separately

» Defence-in-Depth as a basis

» Influence your vendor!!!

Too many stakeholders:
» A cacophony in
standards & guidelines
» A cacophony in interest
» No real directions by legislators
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“Defence-in-Depth” protection on every layer:

device/hardware/network firmware/operating systems/network protocols
software/applications user/integrator/developer/vendor

Patch,
patch,
patch!!!

Segregate
networks

Control
(remote)
access

Increase
robustness

Review Deepen
development collaboration
life-cycle & policies

&y
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device/hardware/network firmware/operating system
software/applications N~

Segregate
networks

Increase
robustness

Deepen
collaboration
& policies
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FAA: Boeing's New 787 May Be Vulnerable to
Hacker Attack IWHRH D B

1 Zetter 4 01.04.08

ars technica

Vulnerabilities give hackers ability to open prison cells from afar

By Sean Gallagher |
The Boeing 787 Dreamliner aircraft makes its public d4g

outside the Boeing assembly plant in Everett, Washing o o
Photo: Robert Sorbo / Corbis Researchers have demonstrated a wulnerability in the computer systems used to control facilities at federal

prisons that could allow an outsider to remotely take them over, doing everything from opening and overloading
Boeing's new 787 Dreamliner passengerjetmayh  cell door mechanisms to shutting down internal communications systems. Tiffany Rad, Teague Newman, and
computer networks that could allow passengerst Jghn Strauchs, who presented their research on October 26 at the Hacker Halted information security
the U.S. Federal Aviation Administration. conference in Miami, worked in Newman's basement to develop the attacks that could take control of prisons

industrial contral systems and programmable logic controllers. They spent less than 32,500 and had no
previous experience in dealing with those technologies

&y
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Different networks &

for different purposes: i CF=

» ...for accelerator operations '

» ...and for experiments ey .

» Campus network for office computing @g """"""""""" D %=, S

» Additional protective measures o m '
where needed (“WVPNs”, ACLs, ...) o [ it

Restrictions on Controls Networks:

» Assignment of responsibilities and usage of authorization procedures
» No Internet, no (GPRS) modems, no wireless access points or laptops
» Controlled inter-communication between networks

» Blocked incoming emails & control over visible web pages

» Controlled remote access, e.g. for maintenance, development & testing
» Traffic monitoring & intrusion detection at the gates

&y



2003/08/11: W32.Blaster.Worm l

'Sinister' Integral Energy virus
220 -<<LLL<>==< Haxed by A|0n3 >=>>>>>>

220_ & -"gnOOAOOngF 5 & fgnDOAoungf 3 rgnﬂo-"\ﬂﬂngr s 3 l’gnDOAODHg! &

220-/
220-|
220-|
220-|
220~
- 220-]
220-|
220-|
220-|
220-|

Welcome to this fine str0
Today is: Thursday 12 January, 2006

Current througput: 0.000 Kb/sec
Space For Rent: 5858.57 Mb

Running: 0 days, 10 hours, 31 min. a
Users Connected : 1 Total : 15

22000“! 5 4 fﬁnOOAoongf & & rgnﬂoaﬁoﬂngr 5 b rgnﬂo-‘\oﬂ

--~_

-~
-~
-
——

“Control Systems Under Attack !?” — Dr. Stefan Luders — July 2314 2012

-




“Control Systems Under Attack !?” — Dr. Stefan Luders — July 234 2012

Created exclusively for Avtomation.com

Prompt patching essential... but problematic:
» Compliance statement needed (vendor-side testing)
» Integrator might decline responsibility if PCS is touched
» PCS might need to be re-certified (e.g. SILX) b .
» True impact on PCS unknown: thorough on-site testing! £===}
» Difficult (impossible?) to patch embedded devices! L

SIR, I SUGGEST
SIMPLY HITTING
CTRL-ALT-DELETE.
THAT SHOULD SOLVE
YOUR PROBLEM.

‘.
558
v

U]

CERN delegates patching:

» Passing flexibility and responsibility to the experts

» They decide when to install what on which control PC
» NOT patching is NOT an option, but delays are tolerated

» Running up-to-date anti-virus software and local firewalls is a must

» However, processes are still not optimal:
Applications still depend too much on the O/S!
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' = , Rude awakening for dawn I he Argus
| | - v e i drivers . L]
] ) E

| 7:38am Friday 27th October 2006

. “In March .... Windows computers were compromised...
:

]

...The initial compromised host was scanning the ... network
and several compromise attempts succeeded due to

MS-SQL servers (port 1433/tcp) with no password for the
‘sa’ account...

I
..Analysis indicated that the [THIRD PARTY SOFTWARE]
installation left the password empty by default...”

% 4 A German software developer and systems integrator has developed a mobile

- SCADA system based on BlackBerry smartphones. Hamburg-based Schad says
“I designed a program that allows me to that its Extend 7000 system, which relies on Java applications running on the

run the entire plant from my computer. BlackBerries, can control and monitor industrial processes controlled by Siemens

By the way, how’s the weather back there?” 1 STPLCs @’
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Can’t follow the “Rule of Least Privilege”:

» Default passwords still widely used — not incentive/force to change
» Backdoors might be present — not communicated to user

» Still need for shared accounts instead of personal accounts

» No modern access protection for PLCs and field devices like certificates,
challenge/response, granular access control, ...

(The RUN-P key switch disappeared again from Siemens S7-400 PLCs)
» Difficult to integrate into standard IdM: OIM, FIM, LDAP/AD/Kerberos

» Cacophony of different solutions for remote access:
Is this user or vendor driven???

CERN uses PVSS (ETM/Siemens):

» Full integration with CERN SSO/AD/LDAP (i.e. central 1dP)

» Multi-factor to come (SmartChip certificates, mobile apps, Yubikeys)

» More difficult with home-grown SCADA software ® @]
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Can’t follow the “Rule of Least Privilege”:

» Default passwords still widely used — not incentive/force 1#
» Backdoors might be present — not communicateg
» Still need for shared accounts instead of ps
» No modern access protection for B

yoo!
0 come (SmartChip certificates, mobile apps, Yubikeys)

» More difficult with home-grown SCADA software ®
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Many PLCs, etc. are completely unprotected:

» Legacy & even today’s systems fail basic security scans (nmap, Nessus).
» No firewall, no anti-virus, nothing.

» \Wrong defaults: everything should be disabled, first.

» Violating standards: They fulfill use-cases, but not abuse-cases.

» No data sheets of default configuration, open ports, default accounts.

» There is no certification. Nothing mandatory.
(INL & Wurldtech/Archilles procedures & results are proprietary to vendors)

Understanding is the key at CERN:
» Building asset inventory & understanding dependencies
» Running vulnerability tools on everything

» Applying “Security Baselines”
l.e. a contract on security with recommendations
for configuration settings, protective means, procedures & training

&y
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Many PLCs, etc. are completely unprotected:
» Legacy & even today’s systems fail basic security scan
» No firewall, no anti-virus, nothing.

» \Wrong defaults: everything should be disa*
» Violating standards: They fulfill ugs
» No data sheets of default
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Reviewing procedures for

...development of
hardware & applications

...System testing

...deployment

...operations
...maintenance & bug fixing

» Use of software versioning systems,
configuration management, and
Integration frameworks (e.g. Git)

VVVV v

Protecting operations

» Keeping development separated from operations
(eventually debugging might need access to full hardware)

» Avoiding online changes for the sake of safe operations:
Online changes must be authorized
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By Bran Krebs
washingtonpost.com Staff Writer
Thursday, June 5, 2008; 1:46 PM

A nuclear power plant in Georgia was recently forced into an
emergency shutdown for 48 hours after a software update
was installed on a single computer.

The incident occurred on March 7 at Unit 2 of the Hatch
nuclear power plant near Baxley, Georgia. The trouble started

after an engineer from Southern Company, which manages the
technology operations for the plant, installed a software
update on a computer operating on the plant's business
network.

The computer in question was used to monitor chemical and
diagnostic data from one of the facility's primary control
svstems, and the software update was designed to
synchronize data on both systems. According to a report filed

g Cyber Incident Blamed for Nuclear Power Plant Shutdown

The mwmm Post
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Spacestatlon control codes on
stolen NASA Iaptop

& | by Steven Musil | Februa
) = W Follow

Theft of unencrypted laptop just one of thousands of incidents in recent years, costing millions
of dollars, the agency's inspector general tells Congress.

A laptop stolen from NASA last year contained command codes used to control the International
Space Station, an internal investigation has found.

The laptop, which was not encrypted, was among dozens of mobile devices lost or stolen in
recent years that contained sensitive information, the space agency's inspector general told
Congress today in testimony highlighting NASA's security challenges.

"The March 2011 theft of an unencrypted NASA
notebook computer resulted in the loss of the
algorithms used to command and control the
International Space Station," NASA Inspector
General Paul K. Martin said in written testimony
(PDF). Another laptop contained sensitive
mfmrmatmn on the NASA's Constellation and Crion
programs, as well as Social Security numbers, he
said.
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Bringing together experts:

» Control system experts know their systems
by heart — but IT concepts?

» IT people (should) know IT security
— but don’t know controls!

» Synergy between both is often poorly/not
really exploited!

Openly discuss vulnerabilities:

» Attackers are better networked than we are!
Attackers know of vuln’s probably long before we do.

» “Responsible disclosure” also for PCS vulnerabilities.

» Create “"SCADA_BugTraq” (ideally join BugTrag, CVE, & Co.).

» Deploy/train CERT/CSIRTSs to understand PCS.

» More activism of the vendors needed (outside standardization bodies)! @



This is a People Problem! (ll)

g

» Basic awareness training to everyone, esp. newcomers

» Every owner of a computer account must follow
an online security course every 3 years.

» Provisioning of static code analyzers

» Dedicated training on secure development
(Java, C/C++, Perl, Python, PHP, web, ...)

» Baselines & consulting

» The Security Team as facilitator and enabler:
Making security part of the overall.

re”’ & “a new mind set”

ooooooooooooooooooo

g Do not install
naesd,

untrusted software or plug-ins.

visit contact C

Letus help you: n
.
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iL Be careful with e-mail & Web

Cybercriminals are trying to trick you!

j security part of the overall.
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“Good Practice Guidelines Parts 1-7”

U.K. Centre for the Protection of National Infrastructure (CPNI)
http://www.cpni.gov.uk/Products/guidelines.aspx

“Manufacturing and Control Systems Security”

ANSI/ISA SP99 TR99.00.01-04
http://www.isa.org/MSTemplate.cfm?MicrositelD=988&
CommitteelD=6821

“Guide to SCADA and Industrial Control Systems Security”

NIST SP800-82
http://csrc.nist.gov/publications/drafts/800-82/draft_sp800-82-fpd.pdf

“Critical Infrastructure Protection CIP-002 to CIP-009”

U.S. Federal Energy Regulatory Commission (FERC)
http://www.nerc.com/page.php?cid=2%7C20

“Information Technology — Security Techniques”
ISO/IEC 27001:2005 and following

Plus standards of:

American Gas Association (AGA) Int’l Society for Pharmaceutical Engineering (ISPE)

U.S. Chemical Industry (CIDX) Norwegian Oil Industry Association (OLF)

German Federal Association of the Gas and Water Industries
&y
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“Good Practice Guidelines Parts 1-7”

U.K. Centre for the Protection of National Infrastructure (CPNI)
http://www.cpni.gov.uk/Products/guidelines.aspx

“Manufacturing and Control Systems Security”

ANSI/ISA SP99 TR99.00.01-04
http://www.isa.org/MSTemplate.cfm?MicrositelD=988&
CommitteelD=6821

NIST SP800-82
http://csrc.nist.gov/publicatigp#

niques”

Int’l Society for Pharmaceutical Engineering (ISPE)
Norwegian Oil Industry Association (OLF)
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(This list is not intended to be complete.) @


http://www.samentegencybercrime.nl/
http://www.msbmyndigheten.se/default____138.aspx?epslanguage=SV
http://www.bsi.de/index.htm
http://www.isasecure.org/Home.aspx
http://www.wurldtech.com/index.php

configure
\test |

Establish security cells on your network

Forbid usage of USB keys or use Epoxy ©;
restrict usage of CDs, open shares & DFS

Teach your experts about “Social Engineering”

Screen your experts: alcohol/drugs,
financial, psychological/social/family, ...

Patch, patch, patch...
...and run up-to-date antivirus software
(wouldn’t have helped here ®)

H Siemens 315-2 & 417 CPU
1
N

control

[

Apply Defense-in-Depth!!! el osielscodied
...and follow a standard.
&y




» Scan you PLCs on
vulnerabilities & robustness

» Lock down the PLC configuration:

Enable firewall, disable unneeded services

Properties - CP 343-1 - (R0,/56) E3

General | Addreszes | Port Parameters I Optiong I

Time-of-Lap Synchronization
IP Access Protection

IF Configwation | PROFINET | Diagnostics

v &ctivate access protection for P communication

IP Access List
’7 192.169.2.100

B

» Enable PLC intrusion detection

Genelal] Blocks EhBCkSUFﬂSI Addresz priority: l

Systemn Data; B2 014304
Uzer Program: 020075 F4

Talk to your vendor!
Accept the residual risk.
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\test |

s 315-2 & 417 CPU
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PCS are (still) not designed to be secure.

They fulfill use-cases but not abuse cases.

Defence-in-Depth is the key.
Protective means must be applied on every layer.
Control System Cyber-Security should align with IT security.

Faled security certification & documentation
passed need significant improvement.

cﬂ?"g)@ Patch procedures, access protection, robustness,

CERN 2007

Open communication, e.g. on vuln’s, is essential.
= Get your vendors/integrators/IT people on board.

There was (is?) lots of hype on PCS security since Stuxnet.
Many vendors quickly rolled out “security solutions”.
Assess first. Choose a standard and apply. @
N

>
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I will use Google before asking dumb questions. T will use Google before
asking dumle quertions. T will uie Google before asking dumle questions.
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wwwlmrsurninl before atking dumb questions. T will use Google before
asking dumb questions. T will vie Google before astking dumls questions.
I will use Google before asking dumb questions. T will use Googlegztnre
asking dumle quertions. T will use Google before asking dumb qu
T will use Google before asking dumb questions. 1 will vie Gooe
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