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Legislation

In France, technical provider offering connectivity 
=> must record data to identify the user during 1 year

The user must be informed

jurisprudence of the BNP case in 2005: 
=> condemned by justice for delictual liability



  

The power of flows
The flows = relevant information extracted from the IP datagrams

Recording ALL the flows over a long period is very useful !

IP connections introspection : 
– who send the email ? Who attacks us ? How ? Is there information theft ? 

Virus ? Is this local machine safe ? Bandwidth consumption ? 

They are:
– Incontestable
– Incorruptible
– Unalterable



  

ZNeTS
«The Network Traffic Supervisor»

Objectives :

1) Traceability of the network flows (legal &  security aspects)

2) Tools for analysis

3) Detection of anomalies and raising alerts

4) Metrology features: hourly and daily stats



  

ZNeTS
Ergonomic

HTML 2.0 (Dojo, Ajax,pre-filled forms..)

Easy to deploy
All in one : single binary application
Based on BSD libraries (widespread and portable)
Adaptable
Easy to install: Linux packages available
Easy to configure

Good performance



  

Compatible NetFlow
The most common technology for network analysis
Created by Cisco in 1996
Supported by most Cisco IOS system (and Juniper, 
Alcatel-Lucent, Enterasys, Nortel, Huawei, ...)
A list of unidirectional flow, ordered by time
Aggregated
UDP (push model)
Version 1 - 8 => IPv4 + required fields.              
Version 9 => based on structural metadata

IPFIX = IETF standardization of Netflow V9



  

ZNeTS collector and probe

 Collector, acquisition
- From Netflow v1, 3, 5, 6, 7, 9 or IPFIX data streams
- From a dedicated interface (support 802.1Q)

(optional) probe mode 
- send collected flows to an extern collector (using 

NetFlow V9)

Compatible : IPv4, IPv6



  

ZNeTS bidirectional flows
Defined by 5 unique keys:Defined by 5 unique keys:

Local IP (V4 ou V6)
External IP (V4 ou V6)
Local port
External port
Layer 3 protocol

including :including :
Connection establishment sense
Number of incoming/outgoing packets
Number of  incoming/outgoing bytes
TCP Flags
2 Timestamps
Countries and AS number

=> Advantages :Advantages :
 50% fewer insertions in 
database
 Indexed by local IP address



  

ZNeTS - Configuration

/etc/ZNeTS.conf (cf :  man ZneTS.conf)
   => only 2 parameters are required :

Acquisition mode : « usePcap » and/or « useNetFlow »
List of LANs or “sub LANs”  : « localNetwork »

+ about 60 optional parameters :
Client Port Aggregation
Number of aggregation period per hour (nbCollectCyclePerHour)
Enable probe mode (sendNflowToHost)
Alert thresholds & suspicious hosts (suspiciousHost)
Exceptions (WhiteList ...)



  

ZNeTS at the LPSC

A NAT specific “guest” network
=> 2 ZNeTS instances
Port Mirroring & Netflow

+ Option to Ignore NATed traffic



  

Types of alerts

- DNS spoof 
- Mac spoof
- SMTP SPAM
- Too many external hosts

=> « peer to peer » connection type
- Incoming scan & Outgoing scan
- Communication with a suspicious host

=> list in the configuration (from grid alerts, CERT, dc++ hub list,  
eMule server lists, file share servers, anonymous VPN and proxy... )
=> automatically updated

 ...



  

Alert raising

=> Email and database

=> Each can be enabled or disabled

=> Configurable thresholds and exceptions

Alerts are relevant (very few false alerts)



  

Graphical User Interface
HTTP/1.1 integrated web server (with compression support)
Authentication by login and pwd / DNs of X509 certificates 
Javascript is compressed and compiled
Orginal client/server architecture based on HTTP protocol and 
Json messages

Navigateur
Web GET HTTP 1.1

(SSL / x509...)

HTTP 1.1
HTML / JSON

FF > 3
Seamonkey

Chrome
Safari
Opera

Epiphany...
PostgreSQL

Psql
libPQ

Netflow/IPFIX libPcap

Netflow V9



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  

Current status
IN2P3 deployment is done (by the CC IN2P3)

Appliance based on Dell R610 server
21 instances of ZNeTS deployed, and running 
continuously 
About 50 installations known in prod out of the IN2P3
Version 1.3 soon available

=> further information : www.znets.net
Serial Number is free for public institute
Thanks to send bug reports and suggestions

http://www.znets.net/


  

Conclusion

  Good integration of the different features

A simple and powerful tool for 
- network metrology
- faults detection in Real Time
- IP connection introspection & flow analysis
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