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* Problem is that web sites live forever
— Qut of date sites with no owners
— Departing staff do not pass on resources

 Policy will be changed during 2012 following
the same lifecycle as computer accounts

— Personal sites will be archived after 6 months
— Official sites will be passed to supervisor by

= ,' default
o) — User will be able to assign to another before
\‘ y departure and will appear on their list of

resources

.
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' & nhttps://login-dev.cern.ch/adfs/Is/fwa=wsigninl.0& O ~ @ B & X H (& CERN Authentication v2

European Laboratory for Particle Physics

Sign in with your CERN account

Username or Email Address:

Password:

Reminder: you have agreed to comply with the CERN computing rules

m

[ Remember Username or Email Address
Sign in using your current Windows/Kerberos credentials [autologon] g3
Sign in using your Certificate [autologon] [

" * b1

nd’ INFN USATLAS
MultiSTS OpenlD Yubikey
. % Need password help ?

& Create/Check your account

CERN IT Department & service-desk@cern.ch +41 22 76 77777
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m@ https://www .facebook.com/login.php?api_key=314272 O ~ @ ¢ X H @ Login | Facebook

Facebook Login

Log in to use your Facebook account with CERM Single Sign-On.
Emil address:
Password:

[ Keep me logged in

or Sign up for Facebook

Forgotten your password?

Deutsch English (UK) English (US) Espafiol Portugués (Brasil) Francais (France) Italiano &un Bl I0{FEE)

Facebook © 2012 Mobile - Find friends - Badges - People - Pages - About - Advertising - Create a Page - Developers - Caresrs * Privacy - Terms
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@ hitps://www.facebook.com/dialog/permissions.reques O ~ @ & X |

@ Facebook

Recherche z Emmanuel Ormancey  Retrouver des amis = Accueil

En savoir plus sur le fonctionnement des applications.

CERN Sngle o On '
Accéder a " tion
CERN Authentication using Facebook Do

A propos de cette application Cette application recevra :
CERN single Sign-On Facebook Application = Vos infos de base

. ) . ) n Votre adresse électronique (manu@ormancey.com)
Qui peut voir ce gue cette application publie en votre nom

sur votre journal Facebook :

SEMEZ 3 upensls.ca'n.ch

Signaler [application

Facebook © 2012 - Francais (France) A propos de - Publicité - Créer une Page - Développeurs - Emplois - Confidentialité - Conditions d'utilisation - 4
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SSO provides 3 standard authentication modes:
« Forms

« Kerberos

« X509 certificates + Smartcards

In addition the SSO will soon be scriptable, allowing programmatic access to SSO
enabled Websites.

YubiKey as 2 Factor Authentication

Provides support for any custom implemen

* YubiKeys
« SMS PIN code authentication
4 Enables real SAML2/WS-Fed Federations [ —
"‘\ - BNL/USATLAS : USATLAS Kerberos Login
.q\. “ + INFNin test pt - |
o \ﬁ

INFM USATLAS
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SSO now supports OAuth 2 providers:

» Facebook
* Live.com
« Google
« Twitter (partially)
« Etc...
And supports older OpenlD providers:
* Yahoo
* Google Multi Protocol Security Token Service
« AOL o
"+ Flickr |

Select your account provider

YaHoo! Google” AOL &>
BileDAIEd0®

CERN IT Department Or type in your OpenlID identifier
CH_lzllS?Nei?zee\ﬁaig OpenID Login: Y

WWW.Cern.Ch/it Example: http:/ fyour.name.myopenid.com <7/
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* Investigate how to use new features with Drupal

— Allow interaction with general public such as comments on
blogs
— Reduce need for ‘lightweight’ accounts

— Is there a need for strong authentication for administrator
login ?

* |Impact

— Site owners should review use of ‘authenticated user’ and
use “CERN User” role if appropriate

« Should we define the CERN User role automatically now ?

— Set up for existing and new sites needs to be defined

* Propose new and existing sites to disable Facebook login to avoid
security risks

 Site owner will be able to change the setting
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