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User accounts are managed by FIM.

* User roles are managed using e-groups
membership.

* Users/Roles mappings are managed using Drupal
shib_auth module rules.

° Problem:

— Current integration works fine for granting new
roles to users, but never revokes roles once
granted.

— Users are still granted privileges even after their
e-groups membership changes.

* (Roles are granted as ‘sticky’: unfortunately many
modules require this setting to function correctly)
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* In order to improve integration and properly
secure access to information stored on

Drupal sites both role granting and
revocation should use same mechanism.

— User roles should be revoked when e-groups
membership changes.
— E-groups membership should be the only way to

assign/revoke roles.

* (currently site administrators can also grant roles via
Drupal administration interface)
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Mote: Mew user accounts cannot be created on this site. Hosted drupal sites use account information provided by CERN Single Sign On
accounts can be created here

SHOW ONLY USERS WHERE

role Filter

any |

permission

any ~|

status

any ~|

UPDATE OPTIONS

miock the selected users Update

-

Block the selected
| Cancel the selected u®
[Ad'd a role to the ssicated users

b ROLES MEMEER FOR

5 months 5 days
5 months 2 weeks

5 months 2 weeks

administrator

L] Pat active 5 months 2 weeks

E Iwvan active 5 months 2 weeks
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Home » Jarek Polok (jpolok)

Jarek Polok (jpolok) e EDIT

Changing user login/email/password settings is DISABLED:
All accounts are centrally managed at CERMN via the portal at http://cern.ch/account for accounts and passwords, and user roles through e-groups at http:/fe-groups.cern.ch

Username *
jpolok

Spaces are allowed; punctuation is not allowed except for periods, hyphens, apostrophes, and underscores.

E-mail address *

jaroslaw.polok@cern.ch

A valid e-mail address. All e-mails from the system will be sent to this address. The e-mail address is not made public and will only be used if you wish to receive a new password or wis
notifications by e-mail.

Status

() Blocked

(O] Active

|| authenticated user
ACCo

change to non-editable fields
nistrat

LANGUAGE SETTINGS

Language

@ English

(_) French (Frangais)
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Questions?
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