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Quick Review of Cryptography 

Man-in-the-Middle Attack 

Authentication 
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Character 

Alice  
Sender (or Client) 

Bob  
Receiver (or Server) 

Eve  
Eavesdropper 

Mallory  
Malicious Attacker 



Man-in-the-Middle Attack 
Send a clear-text letter from Alice to Bob 
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Alice Bob 



Man-in-the-Middle Attack 
Clear-text letter can be read by Eve 
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Alice Bob 

Eve can read the letter 

Eve 

! 



Man-in-the-Middle Attack 
Encrypted letter cannot be read by Eve 
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Alice Bob 

Alice encrypts the letter Bob decrypts the letter 

Eve 

? 

Eve cannot read the letter 

When encryption and decryption is point-to-point and performed 

like “flow”, we call the flow as “Encrypted tunnel”. 

Encrypted tunnel 

This letter must be private. 



Man-in-the-Middle Attack 
Encrypted letter requires algorithm and key 
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Alice Bob 

Alice encrypts the letter Bob decrypts the letter 

Alice and Bob must be agree on the encryption 

algorithm and key. 



Man-in-the-Middle Attack 
If Mallory copy the key, the letter can be read by Mallory 
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Alice Bob 

Alice encrypts the letter Bob decrypts the letter 

Mallory 

Mallory may capture the key. 

If the key is copied by Mallory, 

Mallory can alternate the letter. 



Man-in-the-Middle Attack 
How to share the key? 
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Alice Bob 

It is important to share the encryption key safely. 

Most popular technique is Diffie-Hellman key exchange. 

Details are skipped in this talk. 



Server and Client authentication 
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Alice 

(client) 

Bob 

(server) 

Is she really Alice? Is he really Bob? 



Server and Client authentication 

October 6, 2013 4th Control System Cyber-Security Workshop 12 

Alice 

(client) 

Bob 

(server) 

Is she really Alice? Is he really Bob? 

She has a ring, which is 

confirmed in advance. 

Then, she is really Alice. 

He has a watch, which is 

confirmed in advance. 

Then, he is really Bob. 



Server and Client authentication 
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Alice 

(client) 

Bob 

(server) 

Is she really Alice? Is he really Bob? 

She has a credential ring. 

Then she is really Alice. 

Credentials may not be object. 

The credentials may be signature, password, public-key, etc.. 

He does not have a credential watch. 

Then he is not (may be not) Bob! 



Introduction of SPring-8 and SACLA 



SPring-8 
Synchrotron Radiation Facility 
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SPring-8 is a synchrotron radiation facility, 

located at west region of JAPAN. 

About 60 beamlines are in operation. 

 

Operation time is >5,000 hour/year.  

Gross number of experimental user is 

>10,000 people/year. 



SACLA 
X-ray Free Electron Laser Facility 
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SACLA is a X-ray free electron laser facility, 

located in the SPring-8 site. 

2 beamlines (BL1 and BL3) have been 

constructed, and BL3 is in operation. 

Additional beamline (BL2) is under 

construction. 

 

Operation time is 7,000 hour/year. 



Schematic View of SPring-8 and SACLA 

Network System 
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Firewall 

VPN for 

Office Network 

Firewall 

and IPS 
Firewall 

DMZ for  

Public Servers Office Network 

Firewall 

Network 

fpr Development 

Machine 

Network 

VPN for 

Remote Maintenance 

(WARCS gateway) 

Router 

Guest WiFi 

Multi-layered network depends on each security level. 



Requirement of Remote Access to Machine 

Control System 

• Many experiments are proposed and approved.  Therefore, 

the operation time of SPring-8 and SACLA is so long. 

 

• Stable operation is important to satisfy users’ experimental 

requirement. 

– When machine trouble occurs, rapid recovery is required, even if 

expert is absent from SPring-8 site.  

 

• To realize remote access to the machine control system, we 

developed dedicate remote access system, named WARCS 

(Wide Area Remote Control System).[1] 
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[1] A. Yamashita and Y. Furukawa, Proceedings of ICALEPCS 2005. 



Overview of WARCS (version 1) 
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What is WARCS? 

• WARCS is a remote access system for SPring-8. 

• WARCS is used by off-site experts, when machine trouble 

occurs. 

Internet Machine 

Network 

WARCS 

shift leader expert 

Tunneling 

Machine 

Trouble 

Confirm identity of expert, 

and inform temporary account 

Connect using the 

dedicate laptop dedicate laptop 

• WARCS version 1 (WARCSv1) is assembled using open-

sourced database (SQLite) and tunneling application 

(Zebedee). 

Make temporary account 



Zebedee 

• Zebedee is a IP tunneling software 

– http://www.winton.org.uk/zebedee/ 

– Zlib compression 

– Encryption method is based on Blowfish algorithm. 

– Diffie-Hellman key agreement (exchange). 

 

• Please remember, Zebedee does not have authentication 

method. Zebedee have key-exchange capability. 

– “Authentication” is not equal to “key exchange”. 
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http://www.winton.org.uk/zebedee/
http://www.winton.org.uk/zebedee/


Requirements of the WARCS 

• WARCS is not a mere VPN.  WARCS must be satisfy 

operational and legal requirements. 

 

– Encrypted tunneling 

• Virtual private network between dedicate laptop and machine network 

 

– Personal identification and authentication 

• Personal identification (call phone, then confirm identity of expert) 

• Login authentication (one-time password, informed from shift leader) 

 

– Permissions by SHIFT LEADER 

• Shift leader gives a control permission to expert 

• Shift leader can disconnect the tunnel any time 

 

October 6, 2013 4th Control System Cyber-Security Workshop 22 



Implementation of WARCSv1 

WARCSv1 

VPN Scheme 

 

 

Zebedee 

 

Remote Terminal 

 

 

Dedicate Laptop 
(Zebedee is installed in advance) 

Authentication 

 

 

one-time password 

Encryption 

 

 

depends on Zebedee 

(Blowfish) 

 

Authorization 

 

 

by Shift Leader 

(confirm identity via phone) 
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Problem of WARCSv1 

• Recently, we faced on problem using WARCSv1 

– Zebedee is not permitted 

• Zebedee is regarded as a technology to be exploited, like a Tor. 

• Zebedee is not permitted to use in many situations; hotels, universities 

nor institutes (including SPring-8). 

– Dedicate laptop is required 

• Expert want to use his custom laptop. 

– Not only Windows, but also Mac.   

– The dedicate laptop is Windows only, and installed software are limited. 

• If expert forget to bring the dedicate laptop, he cannot use the WARCS. 
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and 

• Vulnerability is found in the WARCSv1. 



WARCSv1 is Insecure! 

• Authentication process of WARCSv1 

– Client PC sends one-time password (OTP) via non-encrypted HTTP. 

– Client PC also sends public key for authentication.  However, the 

corresponding public/private key pair are generated in the client PC 

itself. 
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WARCSv1 is Insecure! 

• Authentication process of WARCSv1 

– Client PC sends one-time password (OTP) via non-encrypted HTTP. 

– Client PC also sends public key for authentication.  However, the 

corresponding public/private key pair are generated in the client PC 

itself. 
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• What is wrong? 

– Public-key authentication is not running 

• Public/private key pair are generated in the client PC instantly.  There is 

no secure method to store private key with the server. 

– Wrong use of OTP 

• OTP authentication is vulnerable against Man-in-the-Middle (MITM) attack. 

• The OTP authentication must be used with encrypted tunnel.  However, 

no encrypted tunnel is established at the authentication process of 

WARCSv1. 



Proof of Vulnerability in the WARCSv1 
Temporary account 
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Proof of Vulnerability in the WARCSv1 
Packet capture (on client PC) 
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Client PC sends clear-text password! 



Review of wrong implementation in WARCSv1 

• Misuse of OTP authentication 

– Clear-text OTP is vulnerable to MITM attack. 

– To avoid MITM attack, encrypted tunnel with server identification must 

be established before sending OTP. 

• Misunderstanding of “Secure channel” 

– “Secure channel” mean “encrypted tunnel” AND “server 

authentication” AND “client authentication”.  

– WARCSv1 can not make secure channel, only encrypted tunnel. 

• Zebedee is not used for authentication, but only for encrypted tunnel by 

DH key exchanging.  “Authentication” is not equal to “key-exchange”. 

– “Encrypted tunnel” established by DH key exchange is vulnerable to 

MITM attack. 

• Public-key authentication of WARCSv1 is non sense. 
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Therefore, we decided to develop new secure WARCS (version 2). 



Development of New WARCS (version 2) 
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Careful attention to authentication procedure in 

WARCSv2 

• How to establish secure channel 

– What type of encrypted tunnel 

 

– How to authenticate server credentials 

 

– How to authenticate client credentials 

 

– What encryption tunnel is permitted at the many situation.  

 

 SSL tunneling 

 SSL server certificate and public-key authentication 

 Password authentication issued from shift leader 

 SSL-VPN use 443/tcp (HTTPS). We can use HTTPS in many situations. 

SSL-VPN is suitable for WARCSv2. 



Implementation of WARCSv2 

• We separate components into each functions. 

– Temporary account registration GUI  

– Authentication 

– Tunneling 

 

• We use standard AAA framework (RADIUS) for 

authentication. 

– By using RADIUS as authentication framework, many VPN gateways 

are compatible to the WARCSv2. 

 

• We choose Cisco ASA5505 as the VPN gateway. 

– Experts can use their laptops including Windows, Mac(, and Linux). 



Compare WARCSv1 with  WARCSv2 

WARCSv1 WARCv2 

VPN Scheme 

 

 

Zebedee 

 

Standard AAA and VPN 

Remote Terminal 

 

 

Dedicate Laptop 
(Zebedee is installed in advance) 

Expert’s Laptop 
(VPN Client is automatically 

installed) 

Authentication 

 

 

one-time password  RADIUS PAP 

(username & password) 

Encryption 

 

 

depends on Zebedee 

(Blowfish) 

 

SSL-VPN 

Authorization 

 

 

by Shift Leader 

(confirm identity via phone) 

by Shift Leader 

(confirm identity via phone) 
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Hardware Components of WARCSv2 
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Cisco ASA5505 
OpenBlocks AX3 

(ARM Corex-A9 micro PC) 

• SSL-VPN • RADIUS Server 

• Temporary account registration GUI 

Emergency Tag 

Internet Machine Network 



Account Registration GUI 
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Active users, connected to 
the SSL-VPN gateway. 
(view RADIUS accounting logs) 

Registration of new account. 
(modify /etc/raddb/users) 

List of active accounts. 
(view /etc/raddb/users) 

 

and delete account 
(modify /etc/raddb/users) 

Since shift leader is not IT expert, we wrapped 

the RADIUS functions in the single GUI. 



Operation Process of WARCSv2 
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Internet 
SSL-VPN 

Expert’s Laptop 

受信側 

Machine Network 

WARCS Server 

Establish secure channel 

by the SSL-VPN VME 

Workstation 

Make a temporary account  

(dedicate GUI) 

Confirm Identity of expert,  

then inform temporary account 

Connect to the SSL-VPN gateway 

Authentication by RADIUS 

SSL 

Shift Leader Expert 

VPN client 

software 

Connection between the laptop and VPN gateway is server-authenticated encrypted 

tunnel.  Therefore, secure channel is to be established by client authentication. 

This process is very different from that of WARCSv1. 



WARCSv2 is in Operation 

• WARCSv2 is installed to the SPring-8 control system in 

October 2012. 

• WARCSv2 is also installed to the SACLA control system in 

January 2013. 
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Summary 
Wrong Implementation of WARCSv1 
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1. There is no method to confirm Bob’s credential. 

Alice Bob ? 

May be… he is Bob. 

Go ahead. 



Summary 
Wrong Implementation of WARCSv1 
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1. There is no method to confirm Bob’s credential. 

2. Send OTP in clear text without encrypted tunnel. 

Alice Bob 
Eve can read the OTP 

Eve 

! 



Encrypted tunnel 

Summary 
Wrong Implementation of WARCSv1 
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Therefore, encrypted tunnel is NOT secure channel. 

Alice Bob 

Eve 

? 

Mallory 

Mallory can alter message 

in the encrypted tunnel. 

1. There is no method to confirm Bob’s credential. 

2. Send OTP in clear text without encrypted tunnel. 



Summary 
Implementation of WARCSv2 
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Bob 

1. Alice confirm Bob’s credentials by the server certificate. 

Alice 

I confirmed Bob’s certificate. 

He is really Bob. 
SSL server certificate 

(credential) 

(public-key authentication) 



Summary 
Implementation of WARCSv2 
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1. Alice confirm Bob’s credentials by the server certificate. 

2. Encrypted tunnel (SSL tunnel) between Alice and Bob is established. 

    (at this moment, Alice’s credential is not confirmed by Bob) 

Bob Alice 

Encrypted tunnel 



Summary 
Implementation of WARCSv2 
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1. Alice confirm Bob’s credentials by the server certificate. 

2. Encrypted tunnel (SSL tunnel) between Alice and Bob is established. 

    (at this moment, Alice’s credential is not confirmed by Bob) 

Bob Alice 

Encrypted tunnel 

She sent right password. 

She is really Alice. 

3. Alice send temporary password (credential) to Bob via encrypted tunnel. 



Summary 
Implementation of WARCSv2 
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1. Alice confirm Bob’s credentials by the server certificate. 

2. Encrypted tunnel (SSL tunnel) between Alice and Bob is established. 

    (at this moment, Alice’s credential is not confirmed by Bob) 

Bob Alice 

Encrypted tunnel 

3. Alice send temporary password (credential) to Bob via encrypted tunnel. 

4. Secure channel is established.  Let’s start remote maintenance. 

Secure channel 

Expert WARCS VPN gateway 

and 

Machine Network 



Summary 

• Overview of WARCS(v1) 

– WARCSv1 is developed in 2003. Recently, we faced on some 

problem.  

– Especially, vulnerability is found in the WARCSv1. 

– The vulnerability is come from wrong implementation of authentication. 

• We develop new WARCS(v2) 

– We change the authentication procedure.  The new procedure is 

based on standard SSL method. 

– WARCSv2 is installed SPring-8 and SACLA, and in operation. 

 

• Again, what is wrong? 

– We did not pay careful attention to the authentication procedure. 

– What we (unprofessional in cryptography) think is may be wrong. 
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Main part of this work is done by my colleague, SAKAMOTO.  He got a master’s degree by this work in Sep. 2013. 



Backup slides 
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Private-key sharing method of WARCSv1 

• Maybe, public/private key pair are generated from one-time 

password without any random number? 

– This case is also vulnerable, because entropy of key-generation seed 

is too small. 

– The password length and character is public in the proceeding paper,  

only 9999999 case. 

– Attacker can generate hash table for all of the public/private key pair 

in advance. 



Remaining Vulnerability in WARCSv2 

• WARCSv2 is vulnerable to MITM exploit on the phone call 

– At this moment, this vulnerability is not resolved. 

 

• We plan to apply two-factor authentication 

– We have Public-Key Infrastructure (PKI) system on the IT system. 

– By applying PKI to WARCSv2 additionally, attacker (who don’t have 

client certificate of the PKI system) can not authenticate. 



OpenBlocks AX3 

• ARMADA XP, 2core, 1.33GHz 
(ARM Cortex-A9) 

• 1GB main memory 

• 128MB NOR Flash ROM 

• 1x SATA (for internal SSD, option) 

• 1x eSATA (for external storage) 

• 2x 1000BASE-T 

• 2x USB 2.0 

• 1x RS-232C 

• 13.0W Power Consumption 

• Debian GNU/Linux 6 and 7  
(7 is officially supported by Debian 
community) 
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69,800 JPY (= 700 USD) 

We also plan to use the OBAX3 as 

embedded device for accelerator control. 


