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List of critical services proposed to the
experiments in February 2012

— derived from the WLCG MoU “high level services”
Criticality defined in terms of urgency and impact

Values assigned by the experiments and presented
in February 2012

— significant differences understood and presented at the
MB, November 2012

The list contains ALSO services which did NOT
have the GGUS escalation for alarms

— Action: Maria Girone and Maite Barroso to propose a
process for handling ALARMs for services which are
currently not covered by GGUS ALARM tickets.
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Px — Computer Centre network

WLCG network (LHCOPN, GPN)
CERN Oracle online

CERN Oracle Tier-0 (including streaming)
Frontier front-end and Squid
CASTOR tape

CASTOR disk

EOS

Batch service

CE

LFC

FTS

VOM(R)S

BDII

Myproxy

glite WMS

CVMEFS StratumO

CVMEFS Stratum1

Dashboard

SAM

VOBOXes

AFS

o Added by ALICE,

Feb 2012

CVS/SVN

Twiki

Mail and Web services

Hypernews

indico | service | Urgenoy | Impact |

Savannah/JIRA/TRAC S0 7 10
DNS 7 10
NICE AD servers 6 10

Services with GGUS Alarm escalation was already in place in 2012: NO
FURTHER ACTION NEEDED!




IT Services needing GGUS Alarm Workflow

%ﬁé\ — Px—>Computer centre network _ JIRA/TRAC
w — WLCG network (LHCOPN, GPN) . SSO
1%, — CVS/SVN - DNS
— Twiki - NICE AD servers
— Mail and web services - Dashboard
- SAM

— Indico

* IT/PES contacted and discussed with the relevant service managers on the ALARM
workflow
* The workflow has been now modified to include ALL the relevant services
provided by the TierO
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WLCG Services needing GGUS Alarm Workflow

Proposal sent and approved by Computing Coordinators:

Frontier front-end and squid

— Critical service for CMS and ATLAS workflows but actually relies on DB and
Voboxes services both of which are alarmed already

The Frontier service with a functional DB can be restored with a VObox installation

More complicated failures require devel oper interventions and will not be handled by alarm.
No new alarms needed

CAF

— complex set of workflows for data validation and calibration, but relies on EOS
and LSF both of which are alarmed already

— No new alarms needed
Savannah

— No new alarm needed (alternatives exist to report problems)
Hypernews

— No new alarm needed (alternatives exist to communicate)

e-groups
— No new alarm needed (failure will be seen elsewhere in IT first)
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Conclusions

The list of critical services maps the MoU “high level
services” to “specific” services

— Needs yearly updates and is maintained by the
Operations Coordination Team at

The flow for GGUS ALARMSs has been modified to
iInclude ALL services provided by TierO

The remaining services (CAF, Frontier frontend &
squid, Savannah, hypernews and e-groups) have
been re-discussed with the Computing
Coordinators and agreement found > No new
ALARMSs needed

Alarms are analyzed and discussed at the MB
— No misuse. Should continue this way

— Response from services (mostly on best effort) and
has always been timely and well handled

Maria Girone, IT-ES


https://twiki.cern.ch/twiki/bin/view/LCG/WLCGCritSvc
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GGUS ALARMS’ notifications

Authorised ALARMer submits a GGUS ALARM ticket via the relevant dedicated
web form. The “Notify Site” field is mandatory for ALARMs. Value is CERN-

1.

4.

As a result of this site selection, an email notification is sent from GGUS to
<VOname>-operator-alarm@cern.ch which contains:

. The CERN computer operators who call service/piquet 24/7.
. Selected CERN service managers.
. <VOname> computing experts selected by the experiment.

As a result of this site selection, the GGUS ticket is automatically assigned to the

GGUS Support Unit (SU) ROC_CERN. Email notification is sent from GGUS to the
TierO service managers.

As a result of this automatic assignment to SU ROC_CERN, a SNOW ticket is created
automatically against Assignment Group: "CERN GRID 2nd Line Support 3rd Line
Support”. Email notification is sent from SNOW to the relevant experts of all critical
services. NOW at : “grid-cern-prod-ALARMS”

All SNOW updates are reflected in GGUS & vice versa.
All GGUS ALARMs are drilled in detail for the WLCG MB.

Documentation: https://wiki.egi.eu/wiki/FAQ_GGUS-Alarm-Tickets

Maria Dimou - CERN / WLCG - TrackTools
coordinator
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CERN Functional Services

High bandwidth connectivity from detector area to computer centre

Recording and permanent storage in a MSS of raw and reconstructed data

Disk storage of reconstructed data

Distribution of raw and reconstructed data to Tier-1 sites in time with data acquisition
Prompt reconstruction, calibration and alignment

Storage and distribution of conditions data

Data analysis facility

Databases

VO management services

Tools and support services

Tools and services for application development (CVS, SVN, etc.)

Desktop services (email, web, Twiki, Indico, Vidyo, etc.)
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Definition of Services

g5 * “Functional” service
= — A high level service corresponding to a particular
3

function of the computing system

* Example: data export from Tier-0 to Tier-1’s
* Defined in the WLCG MoU, Annex 3

— directly part of LHC computing operations
— also included tools, desktop services and services for
application development
* “Specific” service

— A service contributing to one or more functional
services
* Example: FTS
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