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Action Items from the Previous Meeting 
(Feb 24, 2011)

• Don't show any sensible information taken from the HR DB (HIGH) 
• Add group selection and generic attribute selection after email confirmation in VO membership request. (HIGH) 
• Attach description to groups and show it where appropriate (HIGH) 
• Attach description to roles and show it where appropriate (HIGH) (: this item needs more discussion)
• Implement group and role description management Web Service API (HIGH) ( for groups)
• Membership should be automatically restored when it is restored in CERN HRdb (HIGH) 
• Implement personal information management Web Service API (HIGH) 
• Add the possibility to configure VOMS Admin so that an AUP record is automatically created for users when they're added 

to the VO by the CLI (HIGH) 
• Allow users to delete extra certificates (MEDIUM)
• The Manage requests page should show requests approved/rejected during the session (MEDIUM)
• Implement advanced search where search conditions and filters on which information will be displayed can be defined by 

the users (MEDIUM)
• Institute representative selection (MEDIUM)
• Implement bulk actions also for requests and group assignments (MEDIUM) ( for requests)
• Provide event notifications for all the operations that affect VO membership (MEDIUM)
• Add the possibility to define additional personal information requested from users at registration time (MEDIUM)
• Provide documentation for the VOMS Admin plugin and internal event system (MEDIUM)
• Add the possibility to deny access to VO registration to already rejected users. (LOW)
• Add the possibility to change email subject when testing the service in order to alert users (LOW)
• Implement AUP management Web Service API (LOW)
• Implement customizable online help for some parts of the Web application (LOW)
• Auditing table (LOW)
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Critical Bug in VOMS-ADMIN 2.7

• User can not request a certificate (fixed - is 
scheduled for release)
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Missing Features

• “Group Managers” - don’t get any notifications about pending requests to be assigned 
to a group. Crucial for dteam, Fermilab. GGUS ticket exists

• If registration is disabled a user can not request a new group/role. Crucial for Fermilab.

• No cli to request group, role and certificate.

• No way to get membership and expiration dates from voms-admin: needed for 
mirroring of  VOMS instance

• “Create user with personal info” request exists only for cli ( will slow down migration 
for big VOs significantly - use java api to authenticate/authorize just once )

• Set of personal info tokens is hardcoded - no means to add any new token/delete 
unneeded 

• For LHC VOs information about Institution, Phone,... is stored in voms and not 
extracted from CERN HR db. What happens when a user changes affiliation?

Monday, February 4, 2013



OSG, Fermilab VOMRS-VOMS-ADMIN 
Migration

• Migrated all but two VOs (Fermilab, CDF) to voms-admin 2.6. It has multiple 
problems - no bulk operations, AUP notification in one day before the 
expiration time,  no way to configure expiration period etc

• Still will migrate the rest within a month.

• Can not migrate to 2.7 because of certificate issue.  US CMS requires to 
have one user -> many certificates mapping because of storage 
configuration.

• All scripts have been migrated to use voms-admin api.

• VOMRS support is stopped on October 1st, 2012. I am borrowing efforts 
from other projects to finish with migration. We have no effort to 
participate directly in testing of voms-admin at CERN.
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VOMRS -> VOMS ADMIN Migration at 
CERN

• 12 VOs, 4 LHC VOs connected to CERN HR database

• Multiple scripts that extract info from VOMRS

• This week:

• create copy of VOMRS instances (alice, cms,...)

• create corresponding empty VOMS instances, connected  to CERN HR -still minor problems with  
automated scripts (Steve is fixing them)

• started to test migration scripts:

• can not use bulk operation to create user. Will probably use the old method - direct database 
upload for personal info

• there are members with “Approved” status in vomrs with a certificate signed by a CA that is 
not longer valid. Have to do code modification to handle this situation. 

• the script modification, instructions and testing will require ~ 1 FTE week.  Steve can provide 
the estimate for his efforts.

• will not be able to do real migration before voms-admin 3.0 is released (end of March?)
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Validating LHC VOs VOMS-ADMIN

• Very difficult to test:  

• you have to be a member of the experiment

• have to suppress emails but still email notification 
has to be tested (access to logs?)

• need to test various roles so access to multiple 
certificates is required

• When we should involve VO Admin in testing?

• What is the acceptance criteria for VOMS-Admin for 
LHC VOs? 
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How to move forward?

• How should we handle voms-admin bugs 
(GGUS, Savannah, email to developers)?

• How could we request new features?

• Who is responsible for coordinating 
requests coming from the different VOs, 
defining priorities?

• With EMI gone, who will notify about 
releases, securities patches etc....
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