
WLCG Group

1

Security update

HEPiX Fall 2013 Meeting, Ann Arbor, R. Wartel
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News from the front
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Previously on...
• Continuation of the previous HEPiX talk
– http://cern.ch/go/xQd9

• Paradigm shift in computer security
–Evolution from a perimeter-based security model
– Towards an all-Internet, dynamic security model

• Landscape is more complex but not necessarily less 
favorable now
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• Very “medieval” approach 
• Well defined security perimeters
• Goal : keep the attackers outside of the security perimeter

• In our environment, relying simply on controls and security 
perimeters is bound to fail

Security: the classic approach
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Security: a paradigm shift
• Evolution of the controls mechanisms over time
• Access to computing resources is granted to users:

(Trust : both party agreed to follow a set of policies)
– Trusted, locally registered (1990s)
– Trusted, remotely registered at trusted (grid) sites (2000s)
–Remotely registered users at sites in trusted federations (2010s)
–Remotely registered users at sites with a good reputation 

(Facebook, Google, etc.)?
–Remotely registered users?
–Remote users?

• How can we manage this?
– Traceability and access control
– International information sharing and trust
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Old vs New
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“Good old days” 2013

Local hardening and prompt patching Local hardening and prompt patching

Local users User communities and federations

Firewall & ports Traceability

Malicious users Malicious organisations

Local expertise Global intelligence & collaboration

Malicious software Malicious infrastructures

Local management Press and media

No escalation possible Law enforcement may help
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Motivation and adversaries



Old-school attackers
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For-profit attackers
• Spent many years exposing how attacks have become 

professional, sophisticated, and for-profit.
• Stakes have become much higher!
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For-profit attackers
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For-profit attackers
• Perkele, used with Citadel, Zeus, etc.
– Intercepts 2nd factor (SMS)

from banks
– $1000 for one bank support
– $15000 for universal support
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Government-class attackers
• Political motivation always existed
–Mass-surveillance also

• Now it has become much more prevalent
• Extremely sophisticated attacks
–Stuxnet, Flame, Duqu
– “Experts believe that Stuxnet required the largest and costliest 

development effort in malware history” (http://www.vanityfair.com/culture/features/2011/04/stuxnet-201104)

• Attacks and malware development is increasingly becoming 
state-based
–Caveat: attacks might come from your own state
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Government-class attackers
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Government-class attackers
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Government-class attackers
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Government-class attackers
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Government-class attackers
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Government-class attackers
• National security agencies snooping beyond borders
–Via “classified” agreements
–Via “unknown” vectors, “DRTBOX”

• Not a surprise
–However, the scale and scope was unexpected to many
–Direct access at many vendors and service providers unexpected
–NSA is not the only agency doing this

18



Impact on HEP labs?
• Politically motivated attacks and surveillance 
–Who owns your routers?
• It is pretty difficult to determine
• (Tip: setting your User Agent to “xmlset_roodkcableoj28840ybtide” gives instant 

root on many D-Link routers)

–How can you protect your staff and users?
• Data privacy is a significant concern 
• (And a marketable feature)

• Now facing extreme levels of sophistication (political/money)
–Complex malware, complex infrastructures
– Far too much expertise needed for an average site/system admin

• Important to have or be in touch with knowledgable experts
– If not possible, then join existing efforts and contribute
–Many groups of trusted experts always keen to help!
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Impact on HEP labs?
• Crucial importance of international collaboration
–At the policy level (trust), e.g. http://www.eugridpma.org/sci/
–At the operational level

• Real life example in Oct 2013:
–Polish site reports compromise, identifies malicious IP and one 

local compromised user account
–CERN observes SSH connection attempts
• From the very same malicious IP
• Using a different, but existing username
• The user only has accounts at one Spanish and one German site

–Obviously, some parts of the puzzle are missing!
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Cooperation is crucial
• Standing out alone means
–You will miss intel enabling you to pro-actively protect yourself
–You will not be informed of incidents affecting the community
–You will probably not be contacted if compromised

• If you have local security expertise
–Make your security staff has enough expertise and contacts
– Identify and participate in the most relevant security community

• Even if you don’t have local expertise, 
–Simply getting in touch with your closest CERT
• http://www.ren-isac.net/, national or academic CERT, etc.

– Fully cooperate with them (trust)
–Many ways to participate (funding, hosting, meetings, etc.)
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Questions?
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Who put the backdoor in the D-Link routers?
★ The NSA
★ The Chinese
★ Santa Claus
★ Bruce Schneier
★ Joel
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