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Be a lot safer and prepared in 6 
steps

HEPiX Fall 2013 Meeting, Ann Arbor, R. Wartel
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• HEP sites often have a large and distributed community
• Monitoring pre-intrusion is very costly and rarely works
– Typically: direct SSH login with a valid user account

• Root escalation is extremely difficult to prevent
• Many heterogenous services with direct Internet access
• The attack surface is very large

• Yet, it is possible to significantly reduce your chances of 
disaster in 6 steps!

Motivation
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Once they’re in...
• There are always compromised user accounts

• Make root escalation slightly more difficult
–Keep up-to-date with security patches from your vendors
–Many “basic” incidents could be prevented

• However:
–Decent attackers come with 0-days or private exploits
–A number of attacker do not need root privileges

• Eventually, motivated or patient attackers will get root
– “Game over”
–Disable LKM loading on runtime to break a number of rootkits
–Run “rpmverify” to detect a number of user space rootkits 3



Traceability
• How did they get root?
–Via a valid user used in conjunction with a 0-day
–Via stolen admin credentials (SSH) from infected Windows 

desktops
– etc.

• It may take a while (months/years) before the compromise is 
discovered

• Traceability then becomes the most important asset
–Essential to understand how the compromised occurred
–Else, containing and fully resolving the incident is impossible
– ...and the attacker will almost immediately come back
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What data will you need?
• Keep all your (sys)logs, untampered if possible
–Use remote syslog and safely archive your logs for a long time
– There are probably legal requirements
–Storing is easy, data mining is difficult
–Some important services don’t use syslog (e.g. Apache)
–Make sure the data is accessible only by appropriate staff!

• Keep a record of user actions
–Keep shell history, including commands and options
–Accounting information is insufficient (often, argv is missing)
– e.g. https://github.com/a2o/snoopy/releases (Snoopy, LD Preload)

• Keep a detailed record of network traffic
–Match network traffic with a PID/UID
–Netlog: https://github.com/CERN-CERT/netlog 
–Auditd can also be a good alternative
– iptables -I OUTPUT -p tcp -m tcp --sport 22 --tcp-flags SYN,ACK SYN,ACK -j LOG --log-prefix newtcp-out: --log-uid --log-level debug  5
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Summary
• How to be a lot safer and prepared?
–Keep up-to-date with security patches
–Disable LKM loading on runtime
–Use “rpmverify” or any package integrity verification tool
–Use remote syslog and safely archive your logs 
–Keep shell history, including commands and options 
–Match network traffic with a PID/UID

• Know your limits. If you don’t have the expertise:
–Call the experts! Liaise with other security teams/groups
–Otherwise in all likelihood the attacker will come back shortly
–Someone probably has precious intel to share
–Stand-alone incidents are history
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Crowd-sourcing your IDS

https://security.web.cern.ch/security/services/en/receipts.shtml 7
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Questions?
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