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Client-Sever system
Pakiti

g e Clients collects and upload information
Weekly repor . . .

VEtag e Submitted as jobs to every site
Eockages e Collect installed packets

e Check running kernel

e Sends everything to server (with hostname)
e Server stores CVE, sites and states

o Check packet versions against CVE:

o Learns RHSA automatically from RedHat
e Manual additions (EGI-SVG)

e Check packet versions against repositories:

Explore software repositories to learn last versions
o Generates alerts and reports
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Pakiti

Daily report

Reply Reply Al Forvard Chal v -
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[Irtf] Pakiti Daily Reminder (10.02.2014) - EGI-Critical

* — i

egi.eu on behalf of il egieu
To @maiman g
Dear Security Officer On Duty,
Please check the following links:
NGI_IT (last check: 09.02. 12:45)
https://pakiti.eqi.eu/tags_sites.php?tag=EGI-Criticalsite=
NGI_TR (last check: 09.02, 10:07)
ttps: //pakiti.eqi.eu/tags_sites.php?tag=EGI-Criticalsite=
ROC_Canada (last check: 10.02. 05:28)
https: //pakiti.eqi.eu/tags_sites.php?tag=EGI-Critical&site=

And re-open tickets/send reminders in RT accordingly. Additional Information

on the procedure can be found of

https://wiki.eqi.eu/csirt/index.php/Handling_critical vulnerabilities
Cheers,

your friendly Pakiti reminder.

Trtf mailing list
Irtfamailnan. egi.eu
https://mailman. eqi.eu/nailman/Listinfo/irtf

10 rbmay 2014 0500



Pakiti

Weekly report

Reply Reply Al Fomvard Chal v - @@ 2 x &
[Irtf] Pakiti Weekly Reminder (week 07/2014) - EGI-High
- il egi.eu on benalf of il egi.eu

To

Dear Security

Sites marked

@maiman sgi e

officer On Duty,

as EGI-High follows:

AslaPaclf)c W% (last check: 09.02. 05:50)
1ttps: //] klti egi.eu/tags_sites.php?tag=EGI-High&site: - -
AslaPaclf)c (last check: 09.02. 12:27)
Qi Q: .php?tag=EGI-High&site=, - .
( H .02. 11:17)
tps://pakiti.eqi.eu/tags_sites.php?tag=EGI-High&sitesti L0 Wi
AsiaPacific . * (las E . 05:26)
ttps: GI-High&site= - -
AsiaPacific 31]
https: -High&site=1y -t
AsiaPacific W (last check: 09.02. 18:32)
3 -High! =2 M -
NGI_DE (last check: 09.02. 1
: h - o
NGI_FRANCE (last check: 09.02. 15:33)
NGI_FRANCE W (last check: 09.02. 12:23)
i//paki i =EGI- ite=tumn
NGI_IT (last check: 09.02. 13:35)
& = =
NGI_IT 1ast check 10.02. 01:25)
https://pakiti.eqd ites.php?tag=EGI-High&site=| - s
NGI_IT (last check 09 82, 17: 31)
R g Lt
NGI_IT - (last check: 09.02. 13 52)
NGI_IT (last check: 09. 02 10: 12)
-
NGI_IT (last check: 09 02. 17 07)
NGI MARGI (last check: 09.02. l] 27)




Pakiti

CVE-tag filtering

n: Hosts by CVE | Package | CVE Tags || Hosts | Sites CVE Excer

Tags || Settings | ACL

ﬁa Kiti - Patching status system

CVE Tag: EGI-Critical Country: [~ site. ROC M| cvE

Tag Country (4) Site (4) ROC (10) Host (6) Arch  0s CVE (2) Last report
EGI-Critical Canada ROC_Canada x86_64 CentOS Linux 6 CVE-2013-2094 10.2.14 06:07
EGI-Critical Canada ROC_Canada X86_64 CentOS Linux 6 CVE-2013-2094 9.2.14 05:25
EGl-Crtical ttaly NGLIT XB6_64 Scientific Linux 6.4 CVE-2013-2004 102.14 12:48
EG-Crtical Romania NGLRO x86_64 Scientific Linux 6.2 CVE-2013-2004 102.14 1429
EGI-Critical Rornania NGI_RO x86_64 Scientific Linux6.2  EGI-SVG-2013-5890 10.2.14 14129
EG-Critical Turkey NGLTR x@6_64 Scientific Linux 6.3 CVE-2013-2004 102.14 10:09

Statistics

Sites
site ROC CSIRT Mail vilh: EGI-Critical EGI-High
hosts

ROC_Canada 2 2
NGLIT 1 1
NGLRO 2 2
NGLTR 1 1

CvEs

cve Vuln, sites Vuln. hosts

CVE-2013-2004 4 5

EGI-SVG-2013-5890 1 1

Countries
Vuin, i )

Country \uln. EGI-Critical EGI-High

Canada 2 2

taly 1 1




Pakiti

CVE filtering

Ea Kiti - patching status system

Navigation: Hosts by CVE | Package | CVE Tags | Hosts | Sites CVE Exce

E Tags ||

ttings | ACL

ove: [ SIED T EE TS Architecture

RedHat release:
No RedHat release selected|~ |

Results for EGI-SVG-2013-5890 occuring on 1 sites

Site/Host packages
Romania - o

cvmfs (0:2.0.19-1.el6)

Executadin0.03 saconds

site: Al

Last report

10 February 2014 14:29



Pakiti

Package filtering

Spain - CIEMATTIC +

Spain - IFCA-LCG2 +
Spain - IFIC-LCG2 +

Spain - IFISC-GRID +

Spain - pic +

Spain - UAM-LCG2 +

Spain - UB-LCG2 +

Spain - UNICAN +

Spain - UPV-GRYCAP +
Spain - USC-LCG2 +
Sweden - SE-SNICT2 +
Switzerland - CERN-PROD +

bg cern.ch kernel 0:2.6.32/358.23.2.el6 10 February 2014 14:20
bg cern.ch kerel 02.6.32/358.23.2.¢l6 9 February 2014 13:01
s cem.ch kemel 0:2.6.18/348.16.1 el5 10 February 2014 08:49
cern.ch kernel 0:2.6.18/371.1.2.¢l5 9 February 2014 08:48
cemn.ch kemel 02.6.18/348.12.1 el5 9 February 2014 08:48
cem.ch kernel 0:2.6.18/371.3.1els 10 February 2014 09:21
cem.ch kernel 0:2.6.18/371.1.2.el5 10 February 2014 08:40
cem.ch kemel 0:2.6.18/371.1.2.el5 10 February 2014 08:49
cern.ch kernel 0:2.6.18/371.1.2.¢l5. 10 February 2014 08:35
cem.ch kernel 0:2.6.18/371.1.2.el5 9 February 2014 08:38
cem.ch kemel 02.6.18/371.1.2.el5 9 February 2014 09:19
cern.ch kernel 0:2.6.18/371.1.2.el5 9 February 2014 08:43
cem.ch kemel 02.6.18/348.16.1 el5 10 February 2014 09:20
r.ch kernel 0:2.6.18/371.1.2.¢l5 10 February 2014 08:45

itzerland - CSCS-LCG2 +
Switzerland - UNIBE-ID +
Switzerland - UNIBE-LHEP +
Taiwan - Taiwan-LCG2 +
wan - TW-eScience +
Taiwan - TW-FTT +
Taiwan - TW-NCUHEP +
Taiwan - TW-NTU-HEP +
Thailand - TH-HAIl +
Thailand - TH-NECTEC-LSR +
Turkey - TR-03-METU +




Pakiti

Package filtering (2)

ﬁa Kiti - Patching status system

Navigation: Hosts by CVE | Package | CVE Tags || Hosts | Sites CVE Exceptions

CVE Tags || Settings | ACL

Selected package: fts2-client

Site/Host.

Italy - (on +
taly - - -+
italy - +
taly - +

taly - *

United Kingdom -

package: Click to select Package

packages
frs2-client 0:2.2.9/1.el6
fts2-client 0:2.2.9/1.elS
fts2-client 0:2.2.9/1.el5
fts2-client 0:2.2.9/1L.l5
frs2-client 0:2.2.9/1.el5
frs2-client 0:2.2.9/L.l5

fts2-client 0:2.2.9/1.el6
fts2-client 0:2.2.9/Lel6

Executedin 002 saconds

site: Al

Last report
11 February 2014 03:13
10 February 2014 18:54
11 February 2014 04:38
10 February 2014 13:48
10 February 2014 13:39
10 February 2014 17:07

10 February 2014 23:17
10 February 2014 22:56
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