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AUTHENTICATION: CERTIFICATES

Distributed parts connect using services public key and
must present valid credentials

XWHEP Services
. Server certificate
XWHEP XWHEP
. Serveur public key scheduler data repository

. Credentials

/ Job Mgt
/ Data Mgt

XWHEP Ee -
client/worker s XWHEP

client/worker

XWHEP

client/worker
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ATHENTICATION : OPENID

Credentials may be certified by a third party

1. Requests user sign-in

P
< 2. Opts to "Sign in with Google Apps Account”
3. Performs discov
o
< 4. Responds with
Web XRDS document GOUSIC Login User
Application Authentication
5. Requests login auth ) 6. Redirect to Google >
(+OAuth token) sign-in page
< 8. Returns user identity < 7. Logs in and approves
(+OAuth request token) 3"’-party authentication
9. Allows user access to protected features >
(allows web application to continue OAuth process at step 7)

https://developers.google.com/accounts/docs/OpenID

O. Lodygensky - XtremWeb-HEP 9.0.5 CERN GDB - Nov


https://developers.google.com/accounts/docs/OpenID

Credential 1s associated to a usage level.

Administrator Standard user
®manage public applications ®manage private applications
®manage jobs, datas etc. ®manage its own jobs and datas

®manage users and usergroups
®manage workers

Worker user

Group
Administrator This 1s used to deploy workers
® manage 1ts group ® no action allowed
» applications ® user rights delegation
) users ) can compute user job
» jobs » can update user job
» datas » can upload user job results

O. Lodygensky - XtremWeb-HEP 9.0.5 CERN GDB - Nov 10



ACCESS RIGHTS

Request completions depend on access rights.

All objects (applications, datas, users, jobs, usergroups etc) are associated
to access rights (AR) that allow/deny accesses (read, write, execute).

Access rights define access types

Access Types Default Access Rights Min Authz
Group 750 Group admin
Public 755 Admin
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CONFIDENTIALITY

Authorisations and access rights define confinement levels

.

Public workers can
execute public jobs of all
users (and public jobs

only)

Group worker can execute
any public jobs and group
jobs of any user of its
group (and its group only)

B
Group worker may also be
strictly restricted to its

own group only (refusing
public jobs not belonging —

XWHEP Services

XWHEP

scheduler

[

XWHEP

data reposito

to its group)

—
Private workers can
execute all jobs of its
owner
(and its owner only)

Public application
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Centralized and securized services store
applications and data

e scheduler Distributed
* repository ressource may
e efc. declare the
StratusLab el
Proposes ' application.
distributions 1

with the [aaS

paradigms. %

. Remote X

<>
g,

110011
101000

Execution

.St ratusLaD;} @ c. ((‘“3
/

0001
Distributed ressource (volunteer PC)
Distributed User ® download the virtual disk
® submit a virtualbox job with a ® create and run a new VM inside
virtual disk its local VirtualBox
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Following HEPiX Virtualization Working Group recommendation

“Contextualization is defined as the process by which a Virtual Machine
instance is configured based on a master Virtual Machine Image. In general,
contextualization consists in passing arbitrary data to the Virtual Machine at
boot time”

< ® bootable VD
§ 6 il e typically a live CD (350Mb)
\\\/ -
XWHEP D
S
/\ Worker G ® created on the fly by the worker
el ' (=> not downloaded)
] /dev/hda ® mounted on /scratch
E o ically 8Gb
o - 7o) typically
® contextualization VD «——  °® thisisavariable size file
® if exists, mounted on /context | => upload size then depends on result
® if exists, /context/context.sh size (max: 8Gb - hopefully less)
executed at the end of boot i eaibdldl /dev/hdb

process

User may require some ports (ssh, http...)
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All XWHEP security paradigms apply
® authentication
® authorization
® access rights

Virtual machines :
® recent OS including last known
bugs and security corrections
® root access denied
® “sudo” usage disabled
® no access to LAN
® connection only using electronic keys
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 HEP applications are linked to ROOT (http://root.cern.ch)
DG resources don’t have ROOT

= submitted jobs will not run

- v Deploy a VM with ROOT and XWHEP worker
v Submit such VM on the fly
= the native worker shares Virtual Box

= the native worker launches the VM
= the virtualized worker shares ROOT
= the virtualized worker run HEP jobs
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INTERNODE COMMUNICATIONS

Interconnect jobs and applications over DG

- @ Centralized and securized services yoad

. Sever public key
. Credentials

[ Connection

% I Tunneled

%/ connection

SSH
tunnel

A communicating application
untouched code
reconfigured only

ol

SSH public server

A communicating application
untouched code/reconfigured only
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Bypassing FireWalls and NAT §x..

Submit/

monitor

Download job/

upload results
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INTERNODE COMMUNICATIONS

Interconnect jobs running on volunteer resources

Centralized and securized services

r Submit/
_f X J monitor
ibis
o4 Download job/
SmartSockets Hub upload results
(1) Register (1) Register
_ (2) Retrieve (2) Retrieve \
XWHEP
smartsockets smartsockets

proxy (3) connect

User PC launches

Volunteer PC

Volunteer PC
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correlation function C (1)

2.Typical Experimental Workflows: Sequential and Parallel at BOINC and XtremWeb DG platforms ene

Malacele/Videol with 4GL MATLAD-code was succesafiully ported and tealed on BOINC-Dased local DG ot IMP with Windows-workera(2] and
on XiremsWeb DG [4] o1 LAL with Linax-workers. now The werk is going on delivaring # 1o EGEE through EDGeS XiremWeb>EGEE Brigge [5) Oaoo

The main achievemant: agplicabliny and feasiility of integration of typical sciertific application coded i 4GL envircnmaents N I
with DCl on the basis of Deskiop Grid for high-performance dstributed computing were proved, tested and demonstrated

The further Increase of parfermance is possitie by deltvering 40L-Dased appications 1o glodal computing resowrces of EQEE
on the Dasis of XiremyWeb deshtop grid platiorm (4] end EDGeS XiremWeb->EGEE Bridge [5)

Porting Multiparametric MATLAB Application for e 2
Image and Video Processing to Desktop Grid for == ’1“-—-~ f
High-Performance Distributed Computing g o
Yuri Gordienko, Institut de Physique du Metal - Kiev - Ukraine =

1 10 WO 1000 1w L] w*

window size | [bp]

DNA Correlation Applications
A. Abuseiris, Erasmus - NL
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comrelation coefficient &(1)

-0 B0

APPLICATIONS

SLANCAD OeValor

D 1000 %0 10" w* 10 w0

window size | [bp]

DART: A Framework for Distributed Audio
Analysis and Music Information Retrieval
Eddie Al-Shakarchi, Cardiff University - UK

High Energy Cosmic Rays
AR ABRAk,; France
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OUR PLATFORM

https://xwservpub.lal.in2p3.{r:4326

o
ad

''''
,,,,,,

User task

Sandbox

User task

Sandbox
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PORTAL
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XtremWeb-HEP API

You are logged as "oleg Jodygensky @gmail.com”

Go 1o the clieat intert

Available inmerface commands :

haps://xwservpub lal.in2p3 fr:4326/NULL : /NULL : does nothing
hups:/xwservpub.lalin2p3 fr:4326/DISCONNECT : /DISCONNECT : disconnects
hutps:/xwservpub lalin2p3 fr4326/VERSION : /VERSION : retricves server version
hetps://xwservpub lalin2p3 fr:4326/GET : /GET/anUID : retrieves an object
hups:/xwservpub lalin2p3 (r:4326/GETTASK : /GETTASK/anUID : retricves a task
hups./xwservpub Jalin2p3 fr:4326/SEND : /SEND?XMLDESC=an xml description : sends an object
hups:/xwservpub Jalin2p3 fr:4326/SENDAPP : /SENDAPP?XMLDESC=an xml description : sends an application
hups:/xwservpub Jalin2p3 fr:4326/GETAPPS : /GETAPPS : retrieves all applications
hups:/xwservpub lalin2p3 fr:4326 REMOVE : /REMOVE/anUID : removes an object
heps://xwservpub lalin2p3 fr:4326/SENDGROUP : SSENDGROUP?XMLDESC=an xml description : sends a group
hatps:/xwservpub Jalin2p3 fr:4326/GETGROUPS : /GETGROUPS/anUID : retrieves all groups
haps://xwservpub Jalin2p3 fr:4326/GETGROUPWORKS : /GETGROUPWORKS/anUID : retrieves all group works
hups:/xwservpub lalin2p3 fr:4326/SENDHOST : /SSENDHOST : not available
hups:/xwservpub.lalin2p3 fr:4326/GETHOSTS : /GETHOSTS/GETHOSTS : retricves all hosts
hups:/xwservpub Jalin2p3 4326/ ACTIVATEHOST : /ACTIVATEHOST/anUID?PARAMETER =trucifalse : activates/deactivates a host
mmmmmmmmmm /SETWORKERSPARAMETERS : not available

R/ RS : 'GETWORKERSPARAMETERS : not available
m&mmmmmmmm /SETWORKERSNB : not available
hups://xwservpub.lal.in2p3 fr:4326/SENDSESSION : /SENDSESSION?XMLDESC=an xml description : sends a session
hups:/xwscrvpub.lalin2p3 fr:4326/GETSESSIONS : /GETSESSIONS/anUID : retricves all sessions
haps:/xwservpub lalin2p3 (r:4326/GETSESSIONWORKS : /GETSESSIONWORKS/anUID : retrieves all session works
haps:/xwservpub.lal.in2p3 fr:4326/GETTASKS : /GETTASKS : retrieves all tasks

ot s [osnrenes it 141 0™l F- AT IICTATIYTD A . ICEATISTD AT « vt svvaitlabhls
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Under work

® OpenSAML / Shibboleth
® Map reduce

http://www.xtremweb-hep.org
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