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« Components of the Windows application
management activity at CERN
— Application pool
— Deployment tools
— Monitoring tools

— Managing updates and communicating with the users
community

 Case Studies

— Acrobat Reader : responding to vulnerability disclosures
— Microsoft Office : follow up of the product evolution
— Java : how to manage unmanaged?
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* Snapshot of the environment
— ~ 6000 managed Windows machines
e 95% of Windows XP Sp2
* 5% of Windows Vista

— ~40 different sets of computers

» Having different sets of applications
» “Local administrators” can manage them using a delegation

mechanism
— Typical managed computers have access to 20 core
applications
« ~100 applications are available “on demand”
 |n addition: updates, service packs or patches
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« Examples

Installation | Usage | Forced | Optional E-mail
; Updates | Updates | Notifications
Microsoft
Office
Hummingbird % % %
Exceed
Adobe Flash
Y Player X X
80 SunJava X X X

Apple
QuickTime
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Installation | Usage | Forced | Optional E-mail
; Updates | Updates | Notifications

Microsoft

Office

Hummingbird % % X X

Exceed

Adobe Flash

Player A X X

Sun Java X X X X
..... Apple “ y

QuickTime
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Deployment

* CMF
» Group Policy

Monitoring

 CMF Inventory
* Upgrade
Pg e Antivirus Stats

* Uninstall -
i * Security and
Editors Websites

» Warn users » Users feedback

Reacting
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 CMF: Computer Management Framework

— Application deployment system used at CERN
» Address requirements of Control community in context of CNIC
» More flexible than previously used solution (especially for delegation)

— Used to deploy all applications at CERN

* Group Policies
— Used to deploy all settings and preferences
— CMF client is deployed using Group Policies
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« Key components of our monitoring activity
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Statistics Users Feedback

Windows Desktop Applications Life-cycle Management - 8



CERN IT Department
CH-1211 Geneve 23
Switzerland

www.cern.ch/it

Monitoring Tools =T

Department

« Key components of our monitoring activity

R e
Jit I l:I||:
} h [ty i

A
)|

Statistics Users Feedback

Windows Desktop Applications Life-cycle Management - 9



CERN IT Department
CH-1211 Geneve 23
Switzerland

www.cern.ch/it

Monitoring Tools =T

Department

« Key components of our monitoring activity

R e
Jit I l:I||:
} h [ty i

A
A

Statistics Users Feedback

Windows Desktop Applications Life-cycle Management - 10



CERN IT Department
CH-1211 Geneve 23
Switzerland

www.cern.ch/it

Monitoring Tools =T

Department

« Key components of our monitoring activity

R e
Jit I l:I||:
} h [ty i

A
A

Statistics Users Feedback

Windows Desktop Applications Life-cycle Management - 11



CERNIT

Department

Monitorin

o Statistics

=R |
cern alerts ) .“‘

@@'v |€, https://winservices.web cern.ch/winservices/Other/ServerStatus/ServerStatusDetails.aspx?Service= AV

& -

- @ [4]x]

7 Favorites e | Banque Laydemier 2| CERN Support Antivirus £ CSdiv 22| Customize Links & | Forum-Auto.com [(] Google | Home - CERN market 2| PatchReport % Symantec Security Respo...

‘ (& ServerStatus Details

* B - (= @ . pagzv@mulsv@- “ S

CERN Home IT Department

Home > ServerStatusDetails

Antivirus Service (refreshed 13 minutes ago) [ Back to Status Page ]

Wie have 2 servers in total.
Their status: All Servers 0K

rver Name Status
AVIRD1 (&)
ERNAVIROZ @

(%) Click on the status icon to open MOM Console
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Yesterday viruses 71 35 524
Downloader = 23 11.27
Adware.CommonName [ C B
Trojan Horse |
Others [ = 19%72

32.30%
This month viruses 664 52.20%
Downloader O 188
Trojan Horse 3
Trajan.Zlob m W
Others = 43

25.20%
P03%E%
This year viruses 22177 21.11%
Downloader O 15075 1041
Trojan.Vundo B 4682 %
Others 2420
57.95%

() Numbers show how many machines were infected by the virus

Hone

€8 Local intranet | Protected Mode: On #100% ~
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o Statistics (2)
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Upgrade smoothly:

— We group mandatory updates every
month

— Optional updates may be published
anytime

— Progressive deployment

 Send emaill alert and/or schedule
update:

— If an exploit is in the wild for a monitored
software (i.e. Java)

 Block an installed software:

— If a vulnerability is widely exploited and
no update available
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Case Studies
— Acrobat Reader : responding to vulnerability disclosures

— Microsoft Office : follow up of the product evolution
— Java : how to manage unmanaged?
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Acrobat Reader: Reacting to vulnerabllities Department

Deployment
Supported application preinstalled on each Windows computer

by default
* Monitoring
— Arbitration to stay with version 7.0.9 and being able to
upgrade to version 8.0 if required.
* Version 7.0.9 was working fine but:
— 4 critical vulnerabilities since 01-2007
* Version 8.0 solved vulnerabilities but:

— Printing problem with version > 7.0.9
— Only first page of the document printed when Postscript driver

used

* Reacting
Decided to upgrade to version 8 at the end of 2007

* Migrate Postscript drivers to PCL first

Switzerland
www.cern.ch/it
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Microsoft Office (in 2007): Product evolution

Deployment at CERN (2007)
— Office 2003 as default Office suite preinstalled on each new computer
— Office XP still supported and installed widely at CERN

*  Monitoring

— Microsoft released Office 2007 (11-2006)
— Big change in functionality
— Suitable only for powerful computers (> 1GB of memory)
— Increasing user demands for the new version
« “Wild” installations started to appear
* Reacting
— In order to limit number of supported Office suites
— Office 2007 deployment combined with Office XP phase out

— Package for Office 2007 has been prepared and optional upgrade
announced
— New training courses were organized

— After some time (08-2007) Office 2007 became the default Office suite
preinstalled on all computers having at least 1 GB of RAM

CERN IT Department
CH-1211 Genéve 23 . . . i
Switzerland Windows Desktop Applications Life-cycle Management - 17

www.cern.ch/it



Z= Case Studies =

Department

" Microsoft Office (in 2008): Product evolution

* Deployment at CERN (2008)
— Office 2007 default Office suite on new computers (03-2008)
— Office 2003 SP2 installed on 80% of computers

« Monitoring
— Microsoft releases monthly security patches

— Microsoft released Office 2003 SP3 and Office 2007 SP1
(09-2007)

* Reacting

) — Gradual deployment of Service Packs on centrally managed
e it computers

Y — Updates proposed to “local administrators” to schedule them
according to their needs
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Microsoft Office (in 2008): Follow-up evolution Department

« Deployment progression of MS Office

Ll 0ffice 2000 SP3
B Office 2003 5P
M Office 2003 SP2
B office 2003 5P3
& Office 2007

H office 2007 SP1
U office ¥P 5P3

4250

380

2910

1940

arn

=T — — e = a——
T

T
2802007 arrazooy 120702007 2200
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Sun Java: manage the unmanaged

Deployment
— Three branches of Java are packaged by us and made available

for installation (1.4.x, 1.5.x and 1.6.x)

* Monitoring

— Computers very often have multiple versions of Java installed

— We cannot force updates
« Many critical experiment applications require a particular

version of Java
— Vulnerabilities are disclosed almost every month!

* Reacting

| — Packages for each new version are created

T — E-mail notifications are sent automatically to owners of
vulnerable computers

— E-mail notifications are sent automatically to “local
' administrators” encouraging them to deploy new packages
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Add-Ins

= = = . = == —
A i . ﬂJ f _$ Sm- x L3 Move ta Folder £, Block Sender ED v [_3? a4 M
[ Create Rule | €8, safe Lists e
Reply Reply Forward call = || Delete _ g | Categorize Follow Mark as Find Send to
ta All % _ ] Other Actions ~ || [ Not Junk - Up~ Unread | - | OneNote |

Respond || Actions | Junk E-mail | Options | C_JnE_Nu'_te:

This message was sent with High importance,
From: Sebastien Dellabella [zebastien. dellabella@cern. ch] Sent: Mon 10/03/2008 15:56
Ta: Rafal Otto
Cc Sebastien Dellabella
Subject: Creation of new MNICE CMF package *Sun Java Runtime Environment v1.6.0.5 [NICE}*

Dear NSC Administrator,

This message has been automatically generated by the NICE Computer Management
Framework.

A new package, called *Sun Java Rumtime Environment w1.6.8.5 (NICE)*, created by The
NICE Team is available for Locally Managed NSC administrators.

As responsible of the following Locally Managed Named Set(s) of Computers, you can at
any time publish/apply this package by adding it to the Package Collection in your
NSC(s).

NICE Distribution Tests (NICE-DEV)
Test of Rafal (NICE-DEV)

You can also reply to this email to contact the person who has issued the request for
more information.

Best Regards,

The NICE Team
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Sun Java: manage the unmanaged Department

« Malil sent to computer’s owners

i\ @ » |5 Critical security issues in Sun Java have been found on your computer(s) - Messzg. [E=FER=S)
.\' (& ﬂ — - 0 ___—
> | Message | Add-Ins ©
| = — | |
= = - &Y = e =
- i f 3 ! a La ™M~ x I.E Move to Folder % Block Sender Y [5""? 34 gﬁ} |
@- Create Rule @v Safe Lists = . s
Reply Reply Forward call = || Delete : | Categorize Follow Mark as Find Send to
to All % _ 2] Other Adtions = || [ | Not Junk 5 Up~ Unread ~ | OneNote
Respond | Actions Junk E-mail L] Options L] '! || OneMote |
From: nice-security @cern.ch Sent: Thu 17/04,/2008 21:00
To: Paolo Petagna
Cc Ssdb Security
Subject: Critical security issues in Sun Java have been found on your computer(s)
vf en bas A

Dear NICE User,

Critical security issues have been found in versions of Sun Java (Runtime Environment
or 5DK) installed on your computer(s). Please update to the latest version as soon as
possible, or wuninstall Java if you don't use it.

You can install the latest version of Java Runtime Environment from CMF "Add/Remove
Packages' page. Please note that the NICE team does not support SUN Java apart from Ll
providing an installation package in CMF.

Affected computers and programs are:

pcmsw52 J25E Runtime Environment 5.8 Update 11

Please disregard this message in case you upgraded your programs recently and have
already the latest version.

The NICE Team
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* Application lifecycle management
— Application monitoring activity increased over the years

» Statistics, Websites, RSS Feeds, etc.
» Monitoring is now focused on security rather than application

improvement.
— Deployment is easier
» Packaging technologies are now mature
— Our tools allow us to react fast and with modularity
» Making a package and deploying it CERN wide is possible in
30min !
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