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- - CERN
Key Tools when Running Services (LA

Cloud infrastructure (OpenStack):
m  Create VMs
m  Probe, reboot VMs

Server lifecycle management (Foreman):
m  Organise nodes in groups

m  Report on Puppet runs

Configuration management (Puppet):
m  Editing configuration files
m Software installation, daemon management

Monitoring, Notifications (Elasticsearch/Kibana, GNI):

m  Analytics and dashboards
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P ES OpenStack: Creating VMs R

Wrapper around nova making VMs agile:

% ai-bs-vm --nova-flavor ml.large
-g bi/batch/blah
-i "SLC6 CERN Server" foo

Puppetised + Foremanned + Certified + Alarmed
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PES OpenStack: Creating VMs RN

Department

Wrapper around nova making VMs agile:

% for i in {00..99}; ai-bs-vm --nova-flavor ml.large
-g bi/batch/blah

-i "SLC6 CERN Server" foo$i

Puppetised + Foremanned + Certified + Alarmed
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OpenStack: Running VMs B LA

m Reliably getting console dumps

m  Grep for Kernel panic in a console

% for h in foo42 foo043;
(nova console-log $h | grep 'Kermel panic') &&
nova reboot $h

m  Reliably rebooting VMs

m  Removing and creating VMs faster than fixing them
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Foreman: Checking Puppet Runs T

‘ FOREMAN 8 serome Beteman ~

Dashboard ~ Hosts ~ Reports  Facts  Audits  Statistics  Trends More v

Hosts
Qsearen | -

0 Name Operating system ~ Environment  Model Host group Last report Owner

0 @batcho0cemch  E[SLCES production OpenStack Nova  bilbatch/gridworker/as. about1hourago  batch3rd | Ean |+
0 @batchotcemch  E[SLCES qa OpenStack Nova  bilbatch/gridworker/ais. 43 minutes ago batch3rd | Eat |~
0 @batcho2cemch [ SLCES a OpenStack Nova  bilbatch/gridworker/ais. 18 minutes ago batch3rd | Eat |+
O @batchodcemch  E[SLCES production OpenStack Nova  bilbatch/gridworker/ais. about1hourago  batch3rd | Ean |+
0 @batchodcemch  E[SLCES production OpenStack Nova ~ bilbatch/gridworker/ais. 21 minutes ago batch-3rd [ Eat |+
O @batchoScemch [ SLCES q OpenStack Nova  bilbatch/gridworker/ais. 27 minutes ago batch-3rd | Eat |+
O @batchobcernch [ SLCES production OpenStack Nova  bilbatch/gridworker/ais. about1hourago  batch3rd | Ean |+
O B batch07.cem.ch @[sLce5 production OpenStack Nova  bilbatch/gridworker/as. 5 days ago batch-3rd | Eat | v

Displaying all 8 entries - 0 sel
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Foreman: Server Lifecycle (LA

m REST AP| — ai-foreman-cli
m  Shuffling resources

m  Retiring machines

% ai-foreman-cli updatehost
--hostgroup bi/batch/gridworker/terminate foo

m  Change environment

% ai-foreman-cli updatehost --environment qa foo
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. CERN
Foreman: Server Lifecycle (LA

m REST AP| — ai-foreman-cli
m  Shuffling resources

m  Retiring machines

% for i in {00..99}; ai-foreman-cli updatehost
--hostgroup bi/batch/gridworker/terminate foo$i

m  Change environment

% ai-foreman-cli updatehost --environment qa foo
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Puppet: Safer with Environments e

Feature branch — QA — Production

m  Several safety steps
B Better communication
m Incentive to try
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PES Puppet: Fast-Paced Configuration ey VI

m  Grep around for inspiration

1 min 3mintolh
B git push — Puppet run ————— Done

m  Security fixes
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CERN

PES Puppet: Readable Configuration History -

B git rebase -i

B git diff/git log -p

% git log --graph --oneline
Odad8le Add Condor config file
cac33eb add lemon monitoring
4cOdce7 move LSF instance definition one down
00alcd7 Merge branch 'qa'

\
0496b36 Merge branch 'qa'

AYAY

I/

* eb579c7e batchint setup

| 1474105 Merge branch 'qa'
AW

I/

* bl5e545 GGUS #102823 SLC5 only
* 0d1085f Bump osdate

*
*
*
*

|

| * 5189e63 change masters for batchint
* |
|

|

|

*

|

|

|

I
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- - CERN
Monitoring L.

‘ FOREMAN 8 serome Beteman ~

Dashboard ~ Hosts ~ Reports  Facts  Audits  Statistics  Trends More v

Hosts

Q Search |~
O Name Operating system ~ Environment  Model Host group Last report Owner
O Bbachoo.cemch @ SLCES production OpenStack Nova  bilbateh/gridworker/ais. about 1 hour batch3rd | Eat |+
O @bachotcemch @ SLCES q OpenStack Nova  bilbateh/gridworker/ais. 43 minutes ago batch3rd | Eat |~
O Dbatchozcemch @ SLC6S5 q OpenStack Nova  bilbateh/gridworker/ais. 18 minutes ago batch3rd | Eat |+
O @bachos.cemch @ SLCES production OpenStack Nova  bilbateh/gridworker/ais. about 1hourago  batch-3rd | gt |+
O @bachodcemch @ SLCES production OpenStack Nova  bilbateh/gridworker/ais. 21 minutes ago batch3rd | eat |+
O @bachos.cench @ SLC6S5 q OpenStack Nova  bilbateh/gridworker/ais. 27 minutes ago batch3d | eat |+
O @bachoscemch @ SLC6S production OpenStackNova  bilbatoh/gricworker/ais abouthourago  balchdrd  Ear v
O B batcho7.cem.ch sLc6s production OpenStackNova  bilbatch/gridworker/ais. 5 days ago batch3d | Ear |+
Displaying all 8 entries - 0 sel
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6 hours ago to a minute ago ~

QUERY « | FILTERING «

I stosman o o + x| Torwetcs @ © 4 x ||Tor oo + x
[ —
T Count Acton
I T () Q0 Term Count Action
noconactlomon 32 @ @ || 0O 80
Ppuppetd_run_errors 17 Qe eostoraswiy 18 Qe
- . . . Other values % i B Qe
Other valves
I oe
° 010100 1165 avatavi orpging
| E—— honderm_prouser by meldeaicoment < hdorm lplevl hostgrop < bocy . ooy mesita ottt e <y
2014.05147204255000:0200 femon producton " osengrovoreraishre o_otta
201405-147204027000:0200 femon el_srvr_dov vatasauco oatasnucosener_dev s exepton
2014.05.1472039529000:0200 fomon producton e p— o oxepton
2014.05.147203504000,6200 fomon a u » — - cxopton
2014.05.14720951400010200 lomon producion cosorssuty cosorssuty ™ cxopton
2014051472091 44000:0200 femon p——— — S —— - cxepton
201405147203055000:0200 femon producton " oi — o« cxepton
2014.05-147202935000:0200 femon roducion w ST——, - exepton
2014.05.1472025.49000:0200 fomon producion = cosemssiorage w puppets
2014.05.147202527.00046200 fomon a u o grovoreraisnae -

axcopton
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P E S Monitoring ERT et

TOPMETRICS  © & 4 x
Term Count Action

tmp_tul 41
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Monitoring v

Department

TOP METRICS o &« 4+ x

Term Count Action
exception.tmp_full 41 Qo
no_contact lemon 32 Qe
puppetd_run_errors 17 Qe

Other values o9
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P E S Monitoring ERT et
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Monitoring

~a% GNI

QUERY « | FILTERING « %

B orors
I e

©

 [JE—— st sor

2014.05-14T205159.000+0200 lemon

2014-05-14T20:49.08.000+0200 lemon

2014-05-14T202549.000+02:00 femon

14.05-14T20:1401.000:0200 femon

2014.05-14T19:182200040200 femon

2014.05-14T18:46:15.000+02:00 lomon

2014.05-14T18:3359.000+0200 femon

2014-05-14T18:12:14.000+0200 lemon

2014-05-14T15:09:10.000+02.

14.05-14T18:0226.000:0200 lemon

2014.05-14T17:59.58.000402:00 femon

2014.05-14T17:59:

2014.05-14T17:3527 Temon

2014.05-14T17:3251.000+0200 femon

2014-05-14T17:3112.000+0200 femon

2014.05-14T1726:44.000+0200 femon

«body.metadata.onvironment »
production

ebontl

3

monitor

uction

ucio_collector_prod

« hoador.m_toplovel_hostgroup »
bl

playground

ndico

indco

Indeo

atlasruclo

cloud_infastuicure
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6 hours ago to a minute a

01026 o126 available for paging

b » e » < body.metadata.notfication_typo >« body.m
bibatchigriworkeralshare. app puppetd
ap
cosimsisorage ap puppeld
voatastziconirol_dev_baich ap puppel
hadoop estatanode app puppatd_
voatiasruciomontior app puppete
bibatchigricworkeraishare. app puppetd
indcolprod; orkers. app puppe!
Indicolprodndicomorker app puppeld
opradindicoorker app puppele_
bibatchigriawarkeraishare. ap puppatd_
bibatchigriworkeralshare. app puppetd
voatiasruciosserver. app
voatiasrucolcallector_prod ap puppeld
bibatchgriwarkeraishare. ap puppeld
cloud_infastucture/montt. ap puppetd_
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P E S Monitoring ERT et

production
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P ES Monitoring e

bi bi/batch/gridworker/aishare...
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P ES Monitoring

2014.05-14T18:3350.000+02:00 lomon

Viow: Tablo /JSON /Raw

Flld

bodym

ta ety

body metadata environment
body.metadata.e_name
body metadata hosigroup

body metadata metic_id

body meladata.nofficaton_ype
body.metadata siate
body metadata imestamp

bodym

ta.uuid

bodymea:

atavality
body payioad enty
body payload metc_1d

body payioad imestamp.

production

bl bibatchigriawarkeraishare. app

Vale

2014.05.14T16:33:59.0002

production

LXBATCH

workeriashareishare

puppotd_run
400085239

81982238.4085-1103-041-02163000c608

2

33446

400085239
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Monitoring

body.metadata.environment
body.metadata.fe_name
body.metadata.hostgroup
body.metadata.metric_id

body.metadata.metric_name
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production

LXBATCH

bilbatch/gridworker/aishare/share

33446

Q @ m=i puppetd_run_errors
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Monitoring (LA

NI

QUERY « | FILTERING « %

B

TABLE
° o forpaging
 [JEE— hosdarimrociar b mtadat ankman < et gL bosgop < s + ooy mosta ottty sy

200 femon bl bibatc

2014.05-14T205159.0 app puppetd_n.

2014.05-14T18:335¢ 00 lemon bl idworkerialshare.
2014-05-14T17:5956.000+0200 femon bl bibatchgridwarkeraishare, app pu

2014.05-14T17:5939.000+02:00 femon ol app puppetd_r.
2014.05-14T17311200040200 leman bl app puppetd_n.
2014-05-14T17211 200 leman bi ap puppetd_n.
201405147160 200 femon bl app puppeldn.
2014-05-14T15:1940.000+0200 femon production bl bibatchgridwarkeraishare, ap puppetd_n
2014.05-14T15:1425,00040200 leman ol o workeralshare. ap puppetd_n.

0109 o3 avallable for paging
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Listen to a message broker for specific notifications

Catch notifications for unreachable machines

(nova console-log | grep 'Kernel panic') &&
nova reboot
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M Igrated SerVICeS Department

Migrating a Squid service: 1/2 day

m  Argus m FTS

m BDII m Interactive services
m Batch m LFC

m CEs (CREAM) = MyProxy

m CVMFS m VOMS
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PES Indeterministic Node States S

Department

m  New twins aren’t always identical
m Failed Puppet runs
m  Corrupted RPM DBs

— Just create a new one
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P ES Unreachable Nodes e

wassh, parallel-ssh, MCollective, Puppet

% parallel-ssh -H'b6249f0276 b65920827e b61e68bda3
b668c3d4b4 b6f3bf325a b6627e2675 b6b72a3ecf' 'uptime'

[1] 21:20:06 [SUCCESS] b61e68bda3

[2] 21:20:06 [SUCCESS] b6627e2675

[3] 21:20:06 [SUCCESS] b6249f0276

[4] 21:20:07 [SUCCESS] b6f3bf325a

[5] 21:21:05 [FAILURE] b65920827e Timeout, Killed by signal 9

[6] 21:21:05 [FAILURE] b668c3d4b4 Timeout, Killed by signal 9

[7] 21:21:05 [FAILURE] b6b72a3ecf Timeout, Killed by signal 9

m Crashes
m  SSH daemon down
m Heavy load
— Failover method, automatic reboots, replace nodes
CERN IT Department
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CERNlT

P ES Inefficient Queries LI

Need for automation, need for flexibility, need for CLls:

No transparent OpenStack tenancy — Facts, PuppetDB
~> Multithreading

— Next version

]
m  Heavy OpenStack queries

m Inconvenient Foreman queries

CERN IT Department
18 — Challenges y

CH-1211 Geneéve 23
Switzerland 7%
www.cern.ch/it


http://www.cern.ch/it
http://www.cern.ch

CERNlT

P ES Inefficient Queries LI

Need for automation, need for flexibility, need for CLls:

No transparent OpenStack tenancy — Facts, PuppetDB
— Facts, PuppetDB

— Next version

]
m  Heavy OpenStack queries

m Inconvenient Foreman queries
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PES Could Be Faster =

Department
m Capped VM creation rate — Workflows
m  New, Puppetised VM: 30 min — Parallelism
m |/O latencies in VMs — Different scheduler
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P ES History and Insight B E—

Logging:

m  Centralised for all Al components
m  Entities which aren’t there anymore
m  Access control

Documentation:
m  Organise documentation
m Index documentation

m Load speed
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PES  We Need Workflows T et

Fill up OpenStack with VMs
Automatic reboots
Draining

Automatic removals

— Procedures, automation
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Conclusions v

Department

m  Already happy: tools mostly mature enough for services
m Improvements needed to make it all really comfortable

m Agile Infrastructure: a source of inspiration
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PES  Thanks! T e

Questions?
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