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Context A\‘(IT

@ PhD student in computer science at KIT
® |dentification of data stream patterns of WLCG jobs
® Anomaly detection

B Assigned to GridKa Tier1

@ Cooperation with (local) CMS group
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Motivation

® Introduction of remote 10 (AAA, FAX, ...) to WLCG workflows

@ Data can be read from anywhere
® We'd like to know... [Who? What? How?]
® No monitoring of network resource usage via batch system
® Monitoring for batch jobs desired
® Network hardware does not support required details
® Differentiation between internal / external traffic

@ Technological foundation for pilot monitoring

® Pilot vs. job traffic
GridKka _/
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,» Wishlist* A\‘(IT

® Network monitoring per process
B Grouping of processes by batch jobs
@ Integration into batch system
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Implementation S‘(IT

@ Network traffic monitoring tool

5
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Logging of network traffic

Logging of network related processes of jobs

Matching of traffic to processes

Matching processes to parent batch system process
Categorization into internal and external network traffic
Grouping of traffic by connection

[gridkal

intern="10\. ([0-9]{1,3})\. ([0-9]{1,3})\. ([0-9]
{1,3})

extern=,x

splitinternextern=true

format=csv

skipotherpids=false

reducedoutput=true

loginterval=20

detail=connection

Example configuration
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Implementation

® Tool is based on different modules

® Packet watcher
® Inode watcher
® Process watcher

<Thread>

® The logging itself <Thread>
Inode
Watcher
<Thread>
T —
connection unknown
Packet log data
Watcher
e ——
<Thread>
Process
Watcher
e —
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Implementation: Packet Watcher

@ Dependency on libpcap for package analysis
® Portable C/C++ library for network traffic capture

0 8 16 24 31
| | | | _
Version IHL TOS Total Length
Identification Flags Fragment Offset
TTL Protocol Header Checksum ~ |Pv4 Header

Source Address

Destination Address

Options | Padding

Source Port Destination Port

— TCP Header

:—
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Implementation: Inode Watcher

B Repeated search of inodes in
® /proc/net/tcp

® /proc/net/tcp6
® Matching of sockets to inodes

L] 0 cileen — admin@car!-- admin@cark:- ssh 156x46

inode
13501 1 f1E80674204400 99 @
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BODALI0A: 0C38
TEBFE183:2813
4ADBBEER0: 271E
4DBBIERe: 27006
TEBFELS3:2813
BOdALINA: 038
TEBFE183:2813
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4DBSEER0: 2664
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Q10MQTF 8540
TEBFELS3:127064
ABBSEE3R: OFFO
40BBEEAY: 2568
1 28
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Implementation: Inode Watcher

B Repeated search of inodes in
® /proc/net/tcp
® /proc/net/tcp6

® Matching of sockets to inodes

admin@carl:~ admin@cark~ ssh

uld timecut inode
29 0 13501 1 FIfEB0674204400 99 0 0 )
10000 0 4115050402 1 TI1E802415052¢0 B9
14870 0 4114445833 1 TIITEMR02e9104c0 99
14870
o 0 414816 1 FIFFEOO6T42CT0 M9 0
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fEEFEMILOG6aS 2 9
fIIraspliffe2300 9
TIE8002e010040 99
ffEfami7ifcelcd 99
111880200 dadse 9

® 4119952008 2

fEFFE00173FCcfScd 20 3 30 19 -1
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Implementation: Process Watcher

® Monitoring creation of new processes
® CONFIG_CONNECTOR and CONFIG_PROC_EVENTS of kernel

process:
process:
process:
process:
process:
process:
process:
process:
process:
process:
process:
process:
process:
process:
process:
process:
process:
process:
process:
process:
process:
process:
process:
process:
process:
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: 6263 Unimportant (gridka_monitor)-./gridka_monitor (8x2061e70)
: 15857 Groupedprocess
: 18488 Groupedprocess
: 18792 Groupedprocess
: 1 Unimportant (cvmefs2)=/usr/bin/cvmfs2 (0x2062120)
: 1 Unimportant (cvmfs2)-/usr/bin/cvefs2 (8x2062270)
: 20415 [Trarfficoroupsipnrocess | ( sge_shepherd)-sge_shepherd-1054928 (@x2062330)
: 20415 Tratficoroupsiprocess (sge_shepherd)-sge_shepherd-1054933 (0x2062319)
! 15448 Groupedprocess
: 19458 Groupedprocess
: 19506 Groupedprocess
: 19507 Groupedprocess
: 19512 Groupedprocess
: 19521 Groupedprocess
: 19849 Groupedprocess
: 19849 Groupedprocess
¢ 19841 Groupedprocess
: 19841 Groupedprocess
: 15842 Groupedprocess
: 19845 Groupedprocess
: 18538 Groupedprocess
: 20187 Groupedprocess
: 20187 Groupedprocess
: 20202 Groupedprocess
: 1 Groupingfactor (sge_execd)-/opt/gridengine/bin/ \x-amd64/sge_execd (@x2063110)

(python)=-python (@x2061f40)
(1023127)-/bin/bash (@x2062020)
(CREAMO40071419_)-/bin/sh (8x20620e0)

(1854928) ~/bin/bash (8x29624c0)
(1054933)-/bin/bash (9x2962590)
(CREAMBA6G634783_)~/bin/sh (@x2962650)
(CREAMG17249015_)~/bin/sh (ex2062718)
(perl)-perl (8:x20627¢0)

(perl)-perl (9x2062800)

(sh)=sh (8x2062970)

(perl)-perl (@x2062230)

(sh)-sh (9x2062a19)

(perl)-perl (9x2062bb@)
(glidein_startup)=/bin/bash (ex2962c79)
(glidein_startup)-/bin/bash (@x2962d39)
(perl)-perl (9x2062e00)

(sh)=sh (2x2062e00)

(perl)-perl (8:x2062f99)
(glidein_startup)-/bin/bash (@x2963050)

KIT

Process tree with additional information about relevance for monitoring
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Implementation: Logger

IT

Kartrube Wilitute of Technology

@ Accumulation of data regarding log intervals

@ Different output methods

® UNIVA Grid Engine / Command

® CSV, JSON

.8 00

1 1394888071 -traffic.log-20140503

eno | 1394888071-process.
tee,o10,0010,uld nome ,cnd exLL_code  state, gold
1396593466 , 27783 12971 .0, (cur | ) ,usr oin/ourl 0 exit @
1356590479 ,10975 19974 ,11959 ., (log-cp ) s /DIy Leg-cp .0, 0
1750790406, 10975 19974 ,11999, ( log-<p ) s st/ DInv Leg-cp .0
1990790506, 14767, 1165,11999,, ( |cg-get~checksu ), lcg
1390900206, 10767, 13765 11999, ( 1cg-gat-chacksu ), Leg-0n
130690166, 10 794 , 13783, 019990, (cur' | ) ozl 0, . 13657
139699316865 ,11704 , 12783 ,01999, (cur | ), cur | 0 exit 13657
1396990167, 23543 18923 ,11999, (python ), usr /o Lavpython B,
13596593214 17968 17067 11999, ( log-cp ) , Auar /DI Leg-cp 0,
1356590221 17068 17067 11959, ( log-cp ) s /Dinv Leg-cp .0
1350590222 ,180105 , 18100 ,11959, ( log-get.checksu ), Log-pe
1990790229, 10105, 10100 ,11959,, ( |cg-get -check sy ), lcg
1300900223, 18206, 18085 11999, (cur | ) o 1,0, ., 03637
100P0A229 , 18206, 18085 11999, (cur' | ) ,our L 0, 0xit 13657
1396993224 18598 18397 01999, (our | ) oL 0, 13637
1396593225 18598 18397 ,11999 ,(our | ) o L 0 exit (13637
13596593250 , 24799 14348 119599 . (cur | ) ,ourl 7168, , 13637
1356590253 ,223 12766, 0, (setp) ,omtp D, . ,0

1750750270, 20797 ,14240,11999, (our | ) ,our |, 7460 ,ex 1%, 10607
1990 , 24568 , 24565 ,11959,, (g Lobusar L -copy ), | cbus-ur |
LICIIIALTL 24568, 24565 11999 , (g Lobrapax L-Cogry ) g cbus-ur
LIOVIELTS, 245, 24703, 11990, (g lobus—ox L-copy ), G| cbus-url
1396993273, 24705, 24783, 11999, (g Lobus—r L -Cogy ) gl cbus-ur |
13969932 , 24987 ,24973,11999 , (aah) , /Juar /oin/ash B, . 13637
13565903275 , 24507 , 24973 ,11959 . (ash) , lusr /oin/ssh B exit
13563903275 , 25078, 25073 11959, (ssh ) , Ausr /Din/ssh D, . , 13637
1750590275 , 25079, 25073,41959, (s5h ) , st /D in/ssh 0 exit
1390950275 , 1637 ,19721 8, (398 _thepherd ) , 508 _thephards
190HSUTNY) _SMGY 19701 B _(son shackard) _soe shectard
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tee,pid,ppid,uid,in_rate out_rote,in_cnt ,cut_cnt ,conn,gpid

1396993191,0,0,0,0.0347656,0.0406203,4,6,10.1.7.104:1918-10.,65.165.122: 2049 ,0
15628 ,28271,08,0.00957031 ,0.00476516,2,1,10.1.7.104:22-10.33.1.115:44494 0
,28994,3158,0,0.0193359,0.417773,6,6,10.1.7.104 :22-10,33.1.115:48189,0
,3349,3084,14870,0.8193359,8.396924,6,4,10.1.7.104 :39748-131. 225,191,126 :9774, 30433
,0,0,0,0.657373,0.6567402,6,4,10.1.7.194:40638-10.33.1.114 :8684 ,8
,3849,3864,14870,0.8193359,0.396924,6,4,10.1.7.104 :41502-128.142 167 77: 9774, 38493
,19721,1,0,0.9253418,0.4375,4,7,10.1.7.104 :4322
,6751,3852,14870,0.00541992 ,0.00322266,1,1,10.1
,31796,31795,0,0.00322266 ,0.00322266 ,1,1,10.1.7.104:58733-10.97.4.126:3128,0
1398993211,0,0,0,0.102734,0.12168,12, 1.7.104:1018-10.65.165,122:2049,0
1

3.10.97.13.140:15820,0
.7.104:58593-128.142 ,187.77:9774, 30493
1

18,19.1.7
,28994,3158,0,0.02255086,0.,487482,7,7,10.1.7.104 :22-10,33.1.115:48163,0
,6809,3158,0,8.09957031 ,0.02478516,2,1,10.1.7.184:22-10.33.1.115:46204,0
,18398,18397,11999,0.630811 ,0. 735156 ,18,19,10.1.7.104 : 3281 3-158.184 . 149..25: 25443 ,13637
,17063,17967,11939,0.990342,0.911377,33,29,10.1.7.104 :143173-192.108 .46 .62: 2511 ,13637
,24743 23868, 14670 000322266 0. 00322266 ,1,1,10.1.7.104 143996131, 225,191,126 19667 ,13756
184 :46376-128.142.171.211:443,13637
04 :56239-192.108 .45, 69:8443,13637
04 :50248-152.108 .45,69:0443,13637
104 :58241-192..108 .45, 69:8443,13637

1
,18286,18285,11999 0. 755371 ,0.14043,15,15,10.1.7.184
L17068,17067,11999,0. 709668 ,0..6465828,20,19,19.1.7.1
,17063,17067,11999,0.626562,0.639941,19,18,19.1.7.1
,17963,17967,11939,8.695215,0.669322,26,19,18.1.7.1
,17063,17967,11939,8.632324,0.63916,20,18,10.1.7.1084 :50242-192 . 188 .45 .69:8443, 13637
11795317057, 11999 0.642969.8. 644336, 19,17 ,19.1.7.104 150245192, 106 .45.69:8443 13637
,18109,15108,11999 0. 715137,0.649609,20,19,10.1.7.104 150246192 ..108 .45 ,69:6443,13637
,0,0,0,0.121094,9,4877,41,27,10.1.7.104:56076-10 65,79 ..113:24551 ,0

13968993231 ,26994,3158,0,0.028125,08.484375,8,8,10.1.7.104:22-18.33.1.115:48189,8
,6009,3158,0,0 00322266 ,0.00634766,1,1,10.1.7.184:22-10.33.1.115:46204,0
.104:22-19.33.1.115:48212,9

L T

Steinbuch Centre for Computing, GridKa



Batch System Integration S‘(IT

® UNIVA Grid Engine as batch system being used at GridKa
B Worker nodes act as submit hosts
® submission of predefined variables via qalter

galter —ac gridka_network_ext_rate_in=xx —ac
gridka_network_ext_rate_out=xx -ac
gridka_network_ext_volume_in=xx —ac
gridka_network_ext_volume_out=xx -ac
gridka_network_int_rate_in=xx -ac
grikda_network_int_rate_out=xx -ac
gridka_network_in_volume-in=xx -ac
grikda_network_in_volume_out=xx JobID

Example call
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Current State

@ Long-time measurements and evaluations
® Running since mid of march

® 32 worker nodes (1 rack)
® 16 physical cores
® 32 hyperthreaded cores
B 24 job slots

® 1 separate worker node (ALICE)

13 05/21/2014 Eileen Kuehn - Measuring WLCG data streams at batch job level

KIT

Steinbuch Centre for Computing, GridKa



Current State S‘(IT

@ Some facts
® Variables being measured: 16
® Approx. log file size / h with 20 seconds log interval at connection level

B Batch jobs and background load: 302 kB
® Batch jobs only: 208 kB

® Toolbox
B C/C++ implementation
® Preprocessing: Python
B Visualization: R

14 05/21/2014 Eileen Kuehn - Measuring WLCG data streams at batch job level Steinbuch Centre for Computing, GridKa



IT

First Results ey

Total Data Rates of 21 Worker Nodes
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First Results: VO1 g(ll

Total Data Rates for vO1 at 21 Worker Nodes
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First Results: VO2 g(II

Total Data Rates for vO2 at 21 Worker Nodes
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First Results: VO3 ﬁ(“‘

Karsrube Witinute of Technology

Total Data Rates for vO3 at 21 Worker Nodes
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First Results: VO4 S(II,

Data Rate (MB/s)

19

Total Data Rates for vO4 at 21 Worker Nodes
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First Results

Job: 6482551 Uid: 14870
Job: 6482551

Data Traffic (kB/s)

Duration (h) Duration (h)
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Future Improvements

@ Further optimizations

@ Two parallel developments
® Tool for production use integrated into batch system
® Tool focused on PhD work for more detailed information

@ Monitoring cloud environments to predict application runtimes
® Cooperation with University of Applied Sciences Zittau/Gorlitz

21 05/21/2014 Eileen Kuehn - Measuring WLCG data streams at batch job level Steinbuch Centre for Computing, GridKa



SKIT

Karisruhe Institute of Technology

Questions?

Steinbuch Centre for Computing, GridKa

KIT — University of the State of Baden-Wuerttemberg and
National Research Center of the Helmholtz Association



