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Context

PhD student in computer science at KIT
Identification of data stream patterns of WLCG jobs
Anomaly detection

Assigned to GridKa Tier1
Cooperation with (local) CMS group
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Motivation

Introduction of remote IO (AAA, FAX, ...) to WLCG workflows
Data can be read from anywhere

We‘d like to know... [Who? What? How?]
No monitoring of network resource usage via batch system

Monitoring for batch jobs desired
Network hardware does not support required details
Differentiation between internal / external traffic

Technological foundation for pilot monitoring
Pilot vs. job traffic
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„Wishlist“

Network monitoring per process
Grouping of processes by batch jobs
Integration into batch system
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Implementation

Network traffic monitoring tool
Logging of network traffic
Logging of network related processes of jobs
Matching of traffic to processes
Matching processes to parent batch system process
Categorization into internal and external network traffic
Grouping of traffic by connection
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[gridka]
intern=^10\.([0-9]{1,3})\.([0-9]{1,3})\.([0-9]
{1,3})
extern=.*
splitinternextern=true
format=csv
skipotherpids=false
reducedoutput=true
loginterval=20
detail=connection

Example configuration
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Implementation

Tool is based on different modules
Packet watcher
Inode watcher
Process watcher
The logging itself
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Implementation: Packet Watcher

Dependency on libpcap for package analysis
Portable C/C++ library for network traffic capture
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Version IHL TOS Total Length

Identification Flags Fragment Offset

TTL Protocol Header Checksum

Source Address

Destination Address

Options Padding

Source Port Destination Port

...

0 8 16 24 31

IPv4 Header

TCP Header
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Implementation: Inode Watcher

Repeated search of inodes in
/proc/net/tcp
/proc/net/tcp6

Matching of sockets to inodes
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Implementation: Inode Watcher

Repeated search of inodes in
/proc/net/tcp
/proc/net/tcp6

Matching of sockets to inodes
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Implementation: Process Watcher

Monitoring creation of new processes
CONFIG_CONNECTOR and CONFIG_PROC_EVENTS of kernel

Process tree with additional information about relevance for monitoring
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Implementation: Logger

Accumulation of data regarding log intervals
Different output methods

UNIVA Grid Engine / Command
CSV, JSON
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Batch System Integration

UNIVA Grid Engine as batch system being used at GridKa
Worker nodes act as submit hosts

submission of predefined variables via qalter
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qalter -ac gridka_network_ext_rate_in=xx -ac 
gridka_network_ext_rate_out=xx -ac 
gridka_network_ext_volume_in=xx -ac 
gridka_network_ext_volume_out=xx -ac 
gridka_network_int_rate_in=xx -ac 
grikda_network_int_rate_out=xx -ac 
gridka_network_in_volume-in=xx -ac 
grikda_network_in_volume_out=xx JobID

Example call
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Current State

Long-time measurements and evaluations
Running since mid of march
32 worker nodes (1 rack)

16 physical cores
32 hyperthreaded cores
24 job slots

1 separate worker node (ALICE)
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Current State

Some facts
Variables being measured: 16
Approx. log file size / h with 20 seconds log interval at connection level

Batch jobs and background load: 302 kB
Batch jobs only: 208 kB

Toolbox
C/C++ implementation
Preprocessing: Python
Visualization: R
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First Results
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First Results: VO1
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VO1
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First Results: VO2
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VO2
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First Results: VO3
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VO3
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First Results: VO4
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First Results
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Future Improvements

Further optimizations

Two parallel developments
Tool for production use integrated into batch system
Tool focused on PhD work for more detailed information

Monitoring cloud environments to predict application runtimes
Cooperation with University of Applied Sciences Zittau/Görlitz
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