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• Roled Based Access Control (RBAC)
– How to protect equipment properties from unauthorized access

• Management of Critical Settings (MCS)
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– How to protect settings from changes by unauthorized personnel
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Motivation – LSA Security (1)
• Operational errors can lead to magnet quenches → long recovery times 

→ impact on machine performance

• Enormous energy stored in magnets and beams → uncontrolled release 
of this energy can lead to serious damage of equipment → even longer 
down-times

• To cope with this: Machine Protection Systems• To cope with this: Machine Protection Systems

• Plus: the requirement for a cultural change during LHC operation
– We will have to get used to login dialogs
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Motivation – LSA Security (2)
• Need to prevent:

f– Well meaning person from doing the wrong thing at the wrong moment

– Ignorant person from doing anything at any moment

• Need to provide:

– Critical parameters which can compromise the safety of the machine are 
what they are supposed be and can only be changed by an authorized 
person and nobody else
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Role Based Access Control (RBAC)
• LAFS collaboration – S. Gysin

• RBAC works by giving people ROLES and• RBAC works by giving people ROLES and 
assigning ROLES PERMISSIONS to access 
device properties

• So, it provides means for
– AUTHENTICATION

• Interfaces to NICE DB: login with nice ID and password

• The Roles for that user name are allocated

• An RBAC token is issued

– AUTHORISATION
• Access Maps  are built by the equipment 

owners/responsible which are stored on the front-ends
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owners/responsible which are stored on the front-ends

• Access maps contain the Access Rules

• RBAC is part of CMW 



Management of Roles and Rules
• Each role has an administrator 

– Administrator is responsible for keeping membership up-to-date

• Each equipment class has an administrator – equipment owners
– The administrator defines the rules for certain roles
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Management of Critical Settings (MCS)
• Management of Critical Settings provides:

– Critical parameters which can compromise the safety of the machine are 
what they are supposed be and can only be changed by an authorizedwhat they are supposed be and can only be changed by an authorized 
person and nobody else

– needs Authentication

needs Authorization
MCS uses RBAC

– needs Authorization

– …and to be able to verify that value of the critical parameters has not 
changed since the authorized person has updated it  

– Through maliciousness – hacking

– Through data corruption – radiation,…

MCS signs the data with a unique signature

MCS RBAC d bli i t k di it l i t
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• MCS uses RBAC and public-private key digital signatures



MCS – Digital Signatures
• Private key ….is secret. Only the authorized person can use it.  

• Public key…everybody can have it. Stored on the front-end in a configuration file 
with the definition of the critical property.with the definition of the critical property.

Critical setting

• RBAC does the key management for MCS: generation, storage,RBAC does the key management for MCS: generation, storage, 
management

– Concept of Critical Roles: a role associated with a unique public-private key 
pair. Naming convention “MCS-xyz”
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pair. Naming convention MCS xyz

• RBAC extended its original scope to a large extend for MCS
– RBAC signs for MCS



RBAC for MCS

Public key from RBAC for MCS-CNGS:
Sun RSA public key, 512 bits

modulus:
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modulus: 
822051788094408479372688686168452181258355438054036212654155680312497982110513545442424281504918237688
8878842206424573705934510869455619570409135604472299

public exponent: 65537



What is a critical setting?
• A critical setting is an LSA setting stored in the LSA DB with the attribute 

“critical” and with a signature field

• The integrity of a critical setting in the LSA DB can always be• The integrity of a critical setting in the LSA DB can always be 
verified:
– LSA DB is the “TRUE” source for critical settings

LSA
Check done by SIS or sequencer

Anybody can get the 
public key (SIS, sequencer).
Private key only through the
correct role.

• Critical settings in the LSA DB are compared against critical
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• Critical settings in the LSA DB are compared against critical 
settings in the hardware → SIS, sequencer



How do settings become critical settings?
• A critical role has to exist associated to the setting

– Contact a person with the Critical-Property-Admin role

The setting is not automatically critical with a critical role!!
It needs to be set critical in LSA!!

D fi d i i t t f iti l l t dd th

It needs to be set critical in LSA!!
LSA is the master. See Wojtek’s talk…

– Define an administrator for your critical role to add the users

• Define an access rule for your equipment class, device, “critical” 
property (access mode: set)
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Which critical settings are/will there be at LHC 
start-up?

Critical setting Comment

Collimator and passive protection device limit 
functions

Multiplexed, actual settings and functions; FESA 
front-ends; read-writefunctions front ends; read write

LHC BLM applied tables Non-multiplexed, matrices, FESA front-ends; read-
write

LBDS XPOC references Non-multiplexed, 22 critical multi-field (multi-type) 
ti i t l d i ( i ) 1 d iproperties per virtual device (spring server), 1 device 

per beam; read-write

LBDS look-up tables Non-multiplexed, FESA front-end, read, write to DB 
only

Safe machine parameters Non-multiplexed, FESA front-end; read-write

BIS configurations Non-multiplexed, read, write to DB only

MKI injections kickers Non-multiplexed, FESA front-end, delay, kick 
voltage length; read writevoltage, length; read-write

Point 6 interlocked BPMs Non-multiplexed, FESA front-end; read-write

SPS-LHC transfer Multiplexed/Non-multiplexed, FESA front-ends, read-
write: BLMI, BPCEs, power converter current 
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p
references and tolerances 



MCS-Testing (1)
• Each feature of MCS  is associated with a test. A required outcome of 

the test is specified.
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• “Final” overall test after LSA refactoring middle of April. 



MCS-Testing (2)
• We have test FESA devices (MCS_Test, MCS_Test2) and test critical 

roles
• We test any type of data format to be signed, sent via the network and signaturesWe test any type of data format to be signed, sent via the network and signatures 

verified in the DB and the front-ends (JAVA to C++)
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First experience with interlocked BPMs in CNGS
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Documentation
• Documentation

• For users

• For equipment ownersFor equipment owners

• For application developers

– Role Based Access Control
• http://wikis/display/LAFS/Role-Based+Access+Control

– Management of Critical Settings
• http://wikis/display/LSA/MCS+-+Management+of+Critical+Settings
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W jt k’ t lkWojtek’s talk…
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