LSA & Safety - RBAC, MCS
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* Roled Based Access Control (RBAC)
— How to protect equipment properties from unauthorized access

« Management of Critical Settings (MCS)
— How to protect settings from changes by unauthorized personnel
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Motivation — LSA Security (1)

Operational errors can lead to magnet quenches — long recovery times
— impact on machine performance

Enormous energy stored in magnets and beams — uncontrolled release

1 1 1 -

Of th IS energy Car REA Login - Parameter Configuration Application | . . ]ent — even Ionger

d OWﬂ-tI mes Authentication Mode: ) Certificate (@ NICE

Heystore Location:

User Name: |xfkain |

To cope with this

Password: | |

Ok Cancel

Plus: the requirement for a cultural change during LHC operation

javax.security.auth. login.LoginExc... r>__(| Sed to | o) g | n javax.security.auth. login.l oginException El
® Invalid username or password ® No appropriate access rule found: access denied
0K 0K
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Motivation — LSA Security (2)

* Need to prevent:
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Role Based Access Control (RBAC)

LAFS collaboration — S. Gysin

ROLES  DEVICE
RBAC works by giving people ROLES and i PROPERIES

assigning ROLES PERMISSIONS to access
device properties

So, it provides means for
— AUTHENTICATION

 Interfaces to NICE DB: login with nice ID and password
 The Roles for that user name are allocated
« An RBAC token is issued

— AUTHORISATION

* Access Maps are built by the equipment
owners/responsible which are stored on the front-ends

» Access maps contain the Access Rules
« RBAC is part of CMW
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Management of Roles and Rules

« Each role has an administrator

— Administrator is responsible for keeping membership up-to-date

User roles
1-6
Role & Username @ Access Rules
Bl-Expert | EQOISOFT Access Rules
Bl-Expert | JIGRAS Access Rules

Bl-Expert | LIEMNSER Access Rules
Bl-Expert | MFEREYT Access Rules
Bl-Expert | MEFELOY Access Rules
Bl-Expert | ZZAHARIE Access Rules

« Each equipment class has an administrator — equipment owners
— The administrator defines the rules for certain roles

Access rules

1-8
ID& | CLASSNAME | PROPERTY | DEVICENAME DEVICEGROUP @ ROLE APPLICATION | LOCATION @ OF MODE ACCESS MODE
18 | BPMLHC Setting - . LHc- : CCCALHC | - set
- Qperator
19 | BEMLHC Setting - - B-Expert | - AB-BI-TS - set
LHC-

20 BEMLHC ExpertSetting | - - Operator - CCC-LHC - set
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Management of Critical Settings (MCS)

« Management of Critical Settings provides:

— Critical parameters which can compromise the safety of the machine are
what they are supposed be and can only be changed by an authorized
person and nobody else

- ‘ ds Authenticati l
needs Authentica |on?r MCS Uses RBAC
— ‘ needs Authorization

— ...and to be able to verify that value of the critical parameters has not
changed since the authorized person has updated it

— Through maliciousness — hacking

— Through data corruption — radiation,...

MCS signs the data with a unique signature

* [MCS uses RBAC and public-private key digital signatures
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MCS — Digital Signatures

» Private key ....is secret. Only the authorized person can use it.

« Public key...everybody can have it. Stored on the front-end in a configuration file
with the definition of the critical property.

MCS Front-end

‘ ) Authentication L
/v<@" Digest  L—'n 1o Data

| | Digest | Authentication

Functian Functian Code \
Critical setting l Compare
Private Key —»| Doohe Key Public K
rivate Key i ublic Key
Ergcnrﬁtp;:"zn Digital Signature —— | Encryption Authentication /
¢ Algarithm Code
Digital Signature Fublic Key

« RBAC does the key management for MCS: generation, storage,
management

— Concept of Critical Roles: a role associated with a unique public-private key
pair. Naming convention “MCS-xyz”

« RBAC extended its original scope to a large extend for MCS

— RBAC signs for MCS
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RBAC for MCS

User roles
1-5
Role & Username | Access Rules
MC3-CNGE | EDDA Access Fules

MCS5-CNGS | JMETZEL Access Rules
MCS-CNGS | JWEMNNING | Access Rules
MCS-CNGS | VEAIMN Access Rules
MCS-CNGS | WSLIWINS | Access Rules

Access rules
1-1
IDA CLASSNAME PROPERTY DEVICENAME | DEVICEGROUP @ ROLE | APPLICATION LOCATION @ OP_MODE | ACCESS MODE

10025 | BETLOG InterlockSetting | BEGCHNGE - _. - - - set

Public key from RBAC for MCS-CNGS:

Sun RSA public key, 512 bits

modulus:
822051788094408479372688686168452181258355438054036212654155680312497982110513545442424281504918237688

8878842206424573705934510869455619570409135604472299
public exponent: 65537
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What is a critical setting?

« A critical setting is an LSA setting stored in the LSA DB with the attribute
“critical” and with a signature field

 The integrity of a critical setting in the LSA DB can always be
verified:

— ‘ LSA DB is the “TRUE” source for critical settings

Check done by SIS or sequencer

T LSA )
Anybody can get the v _ o
public key (SIS, sequencer). Data > | paest e Auhenticaion \
Private key only through the Compare
correct role. Public Key /

Digital Signature » | Encryption Authentication
Algatithm Code
\‘/ Public Key

« Critical settings in the LSA DB are compared against critical
settings in the hardware — SIS, sequencer
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How do settings become critical settings?

« A critical role has to exist associated to the setting

— Contact a person with the Critical-Property-Admin role

User roles

The setting is not automatically critical with a critical role!!
It needs to be set critical in LSA!!
LSA is the master. See Wojtek's talk...

— Define an administrator for your critical role to add the users

» Define an access rule for your equipment class, device, “critical”
property (access mode: set)

Access rules

1-1
IDA | CLASSNAME PROPERTY | DEVICENAME DEVICEGROUP ROLE = APPLICATION =LOCATION OP_MODE | ACCESS_MODE

MCS- |
CNGS

10025 | BPTLOG InterlockSetting | BEFGCHGE set
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Which critical settings are/will there be at LHC

start-up?

Critical setting

Comment

Collimator and passive protection device limit
functions

Multiplexed, actual settings and functions; FESA
front-ends; read-write

LHC BLM applied tables

Non-multiplexed, matrices, FESA front-ends; read-
write

LBDS XPOC references

Non-multiplexed, 22 critical multi-field (multi-type)
properties per virtual device (spring server), 1 device
per beam; read-write

LBDS look-up tables

Non-multiplexed, FESA front-end, read, write to DB
only

Safe machine parameters

Non-multiplexed, FESA front-end; read-write

BIS configurations

Non-multiplexed, read, write to DB only

MKI injections kickers

Non-multiplexed, FESA front-end, delay, kick
voltage, length; read-write

Point 6 interlocked BPMs

Non-multiplexed, FESA front-end; read-write

SPS-LHC transfer

Multiplexed/Non-multiplexed, FESA front-ends, read-
write: BLMI, BPCEs, power converter current
references and tolerances
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MCS-Testing (1

» Each feature of MCS is associated with a test. A required outcome of
the test is specified.

tested 3
switch
tested 1 |success comment tested 2 success comments to SHA1 comments
[date] [date]
MCS signing mechanismm
irmplernernted within the tim client
and FESA. private key
hard-coded; RBAC not yet
implernented, everyhody can
A2 C1,C8, wotked, madify critical settings from the accepted
T1 a AR CE 1922007 |signatures generated and verified in FESA "right" application. 5.3.2007 hy Jorg 1552007 accented
wotked, Tested for
MCS_Test?_C: could send for scalars from
equipstate, could not send for arays fram accepted
T2 t A2 CH 1922007 |equipstate idern 5.3.2007 hy Jorg
warked. MC3_Test2 C accepted
T3 t AZCE AR (1922007 Jand WMCS Test? A idern 5.3.2007 hy Jorg 15562007 accented
wiotked for
all types in ad_Tests EXCEPT. property with
miked types, need to upgrade FESA 2 9 (huy
fix]: treatrent of floats: did test with additional
server, FESA navigatar needs upgrade on accepted
T4 a A4 AR CE 1822007 |treating characters with 'n idern, see worksheet ad Tests 332007 hy Jorg 1552007 accepted
problems occurred as FOR ALL NEXT TESTS, NEW
expected with floats...used additional FESA  [FESA VERSION TO BE
T5 1922007 |version RELEASED
remove MCS_TestZAccessCanfiguration.xml
MC3_Test2_A: use FESA navigator, can set
any field in properties. Tested for long scalar and
TE F4, A7 1922007 |short array idem
idern, small test APl by Greg, put
in the pararmeter to change, gives
hack haalean for check of
T7 t c3 8.3.2007 accepted signature 7.6.2007 accepted
Ta a Ca 5.3.2007 accepted idem 7.6.2007 accepted
MCS_Test2AccessCanfiguration. xml is
available for all devices on server. Checked with
check_config program. warked. Combines
irfarrnation from LSA and FESA. Files: uratotype only; a program by
hieerfmariaiftamnimeelrhack ronfin tdariai tn werif avictenca nf ranfin




MCS-Testing (2)

We have test FESA devices (MCS_Test, MCS_Test2) and test critical
roles

+ We test any type of data format to be signed, sent via the network and signatures
verified in the DB and the front-ends (JAVA to C++)

: Parameter selection - SPSRING

B RBA Role Picker System MCS_Test2_APropAllButBools ]
Bl MCS_Test2_A/PropAllScalars
SEIECt HﬂIES Yﬂu Want Tﬂ USE: NO SYSTEM MCS_Test2_A/PropArray2DBool
MCS_Test2_A/PropArray2DChar =
Cr“ical_l}ruperw_ndmi“ : MCS_Test2_A/PropArray2DDouble
MCS_Test2_A/PropArray2DFloat
FMCM-Expert MCS_Test2_A/PropArray2DLong —
MCS_Test2_APropArray2DLongLong
HwcEic MCS_Test2_APropArray?DSChar

MCS_Test2_A/PropArray2DShort

LHC-Operator MCS_Test2_APropArrayBool

[ |MCS-CNGS MCS_Test2_A/PropArrayChar
MCS_Test2_A/PropArrayDouble
[ MCS-Collimation MCS_Test2_APropArrayFloat

MCS_Test2_A/PropArrayLong

[ ] MCS_SPSOP | 4 MCS_Test2_APropArrayLonglong
MCS_Test2_A/PropArraySChar

I:l MCS-SPSOP-EXPERT MCS_Test2_A/PropArrayShort

I:l MCS.SPSOP-GURL MCS_Test2_A/PropBool

MCS_Test2_A/PropDouble
@ MCS_Test2_APropFloat

N MCS_Test2_A/PropLong
MCS_Test2_A/PropLonglLong

MCS_Test2_A/PropSChar
Ok Cancel MCS_Test2_APropShort

1]

4]

‘ Hierarchy H Show Field(s)
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First experience with interlocked BPMs in CNGS

MCS for CNGS

* The CNGS beam position interlock
settings (references, tolerances &
active status) were the first OP
setting to be used with MCS. scheme.

* Worked fine after a few iteration.

NS AP bnber borbes
Ineriock Lateh
Latch siius --== Qi L Regetlath—-== Resel
Ne Faulty BPM
Lderlock Setings & Comrs!
| Ganity Checks | Ge: o Trim dettings  Inteclock Tests |
Intlk. Settings
el Sel Active === nilk Ref. || Teim || I csv
Mon. Hare H Bef . mm H Tol./mm W Ref _/fmm
BPI-.400099 1.15 9,00 | -o.88
BRI 400207 -1.52 4.00 | -0.03
BRICA00207 =1.40 .00 I ] o .
BPIc.400407 1.41 4.00 0.43 SRIECTROIES Fouwant Tn His=:
BPG.410107 1.36 4.00 0.58
EP410208 .01 .00 ) ] MCS.CUGS)
or. 410405 1,60 1,00 0.6
BPG.410505 -1.01 4.00 [ o.13 &l MCS-Test
BP3.410705 -1.0% 4,00 -0.66 [ MCS. Test2
BPY.410905 -1.51 9,00 -0.76
oM. 4110085 1.17 “.00 | 1.20
BPE.411105 1.34 4.00 -0.65
BPG.411305 1.95 4.00 0.47
EREXAREL .
BP&.41180
BP.41170
BPEANS0) guthentication Mode O Certificale ) NICE

BFI=.4120 0]

D122 . L

BPG 4+123z] Heystore Location:

PG 41047

et r

HFIS. &7 .24 3 - Wi i
e User Nams: [iwenring

Password: I

—

Cancel

Ok Cancel | i ||
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Documentation

Documentation
* For users
* For equipment owners
* For application developers
— Role Based Access Control
» http://wikis/display/LAFS/Role-Based+Access+Control

— Management of Critical Settings
o http://wikis/display/LSA/MCS+-+Management+of+Critical+Settings
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Wojtek's talk...
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