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Research Unit for Integrated
Sensor Systems

Resonant and inertial sensors
— Viscosity measurement - Thermistoren
— Magnetic field measurement T | N

* Miniaturized thermal sensors l_-§ &P

— Flow measurement =l 8 Rl |
— Thermal conductivity measurement N I m
» Capacitive sensors

» Architectures for smart sensor systems

— Modular FPGA-based system-on-chip / |
a rCh |teCtu reS therfnﬂstor heater diaphlragm

— Signal processing for smart sensors
* Clock synchronization in sensor netwQrks | &
— Hard- and software suppdtt \M“T'* y -
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« Security aspects

.
« Vertical integration d
f — Software agents on RFIDs == -
EE T s ) 02/07/2008
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oF
Who is Oregano Systems ?

« Spin-Off from the Vienna University of Technology

2000/2001 'M"::”j"',‘;'-}‘_{"; --., ....:._.. e
- 12 Design Engineers
* Business Areas

— Design Services

« ASIC, FPGA,
Embedded Systems

— |P Cores

- SYN1588%, 8051, VGA-ControIIer
ADPCM, AES, . o

— Embedded Systems Design
« System Specification
* Module Design and Bring-up

* Transfer to Series Production 3
02/07/2008
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High-Speed Digital Image Processing

« CMOS Image Sensor
— 1024 x 1280 at 500 fps
— 1 x 1280 rd. 500.000 fps '
— 10 Pixel with 10 bit @ 66 MHz

 FPGA image pre-processing

02/07/2008
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Network simulator

« Based on the Omnet++ platform

— Discrete event simulation environment available
under academic pubic license

— Generic and flexible
— Models for IP, TCP, UDP, and Ethernet available

« Advantages

— Simulation of huge networks 2t
with non-uniform topologies
possible

— Monitoring the impact of &y
system parameters (e.g.
network load, aging of oscillators)

— Evaluation of fault models

— Usage of existing software
Is possible 02/07/2008
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Network simulator

« Clock synchronization node
— Oscillator: provides individual time base for each node

— Clock Core: event based model of hardware
functionality

— MIl timestamp unit: C++ representation of hardware

— II%EI%( 1588 Stack: almost unmodified synchronization
stac

— UDP Stack: links OS calls to the simulator kernel

Clock Synichrenization Cell imadging pipnet clack|]
4+

Software model Harg=mamn madal 'ﬁl 4 .@

P17 stask . @ SuneSiED L gyl wld
PTPatack 4o# & r'ﬁ% i T
Oam stack b
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nscillatar
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SYN1588® Clock Synchronization

 IP Cores
— SYN1588®Clock_S, M, L
— Time stamp event FIFO
— Digital and analog clock adjustment
— User 10s (Event, Period, Trigger)
 PCI Ethernet NIC

« SYN1588® 8-port Switch
— End-2-end & peer-2-peer
 |[EEE1588 PTP Stack + Drivers
— Version 2002 & 2008
— Linux & Windows
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Fault tolerance for IEEE 1588 based
networks

. I\/IasterGrou_p *Q& q@b g&

— Democratic group of nodes
— Fault tolerant L @N GPS Receivers
— Some nodes with GPS s
— Backup nodes

« |[EEE1588 Slaves

— Synchronization according to
standard
Fault Tolerant

— Less traffic between Master A #  Switches/Group
Group speaker and slaves / i. / Speaker
3

Master Group

(compared to pure democratic g
approaches)

» Better efficiency with m masters
and n slaves (m<<n)

IEEE1588 Slaves

(m—1)+mn m 4+ n — 1
mo= (m—114+n m2—m+n

Mhybrid =

02/07/2008
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IEEE 1588 Security Implementation

« Approach:
— Security analysis
— Definition of parameters | pe——— >
« Minimum sync cycles @ w M
 Limited set of messages |~ &
T~ é’ l"/ ~

— Implementation (acive Mactor

'_\

_ First published results r / \ / | 3

. / ) W,
 Problems: R J/ AU
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— Security introduces jitter - @ =" ;
— Resource limited devices _J
- : : (<] Ma"";::s sSter (5)‘ (5)
— Handling of intermediate ¢
nOdeS (SW]tCheS, transparent Malicous Traffic Inserter
clocks, mixed secure and Master Newwork Elemert ) Stave
insecure)

9

Packet storm during secure system start up 02/07/2008
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Synchronization Accuracy

n
= * Accuracy depends on I 24 T . 50
1 — Clock frequency, XO accuracy
P — Time stamp resolution ‘.

@) . .
2 — Transmission delay uncertainty STEp
() .
) — Sync-period 0 59
k5 — Algorithm (954 ns) (1.7 as)
g ) IEEE 1588 Clock Core
O Physical Layer I1C
< S 500 MHz
s sender J [ Tx-CLK ! <
:; (" Receiver <> e PL
C Clock i
A ata oc 100 MH

= \ e ‘
§ Q— OCXO % 0 2 4 6 8 10 0 ns
n
& Counter | | | | | | | |

Sync I_:’aket

Received time stamp

o Adder
- f s [
718231282 .675246 ns 718231294 675189 ns 02/07/2008
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Interval Based Re-synchronization

Mechanism

 Interval clocks instead of ordinary clocks
» Local clock values are adjusted
« Accuracy intervals are adjusted

r
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Laboratory experiments

* 100 Mbit/s, peer2peer, OCXO stabilized nodes,
FPGA based added based clock, 1ns output
resolution: 0=900ps
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Measwre PlampliC1) P2ddelay(C1,. P3- - - Pdddelay(Cl,.. T m - P&~ - -
value 13319n=s
1213082 ns
9515ns
M 14717 ns
soey 89211 ps
num 1. 105e+3
_ 12
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Thank You for Your Attention!

Patrick.Loschmidt@OEAW.ac.at
Georg.Gaderer@OEAW.ac.at
Keroe@OREGANO.at

(7))
=
()
]
(2}
>
0p)
—
(@)
(72}
C
()]
7))
©
(O]
-
©
| S
(@)
()
]
=
e
O
Y
-
o
>
e
(@)
—
®©
()
(70}
()
e

02/07/2008




¢
Ofegano Systems

Air Traffic Control Working Position
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Interval Based Clock Sync.
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1 P ..
Node B l ] il

L \ .......... L
Node C I 1 l

Real-Time t T .

Drift Compensation FME Process.

Drift Compensation FME Process.
(Step 4.) (1) (2.3) (Step 4.)

(1) (2.3)

- — -

Round k Round k+1
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Syn1588%® Adder Based Clock Structure

‘ APPLYTIME (96 Bit) |

TIME (96 Bit)

‘ AMORTIZATION WINDOW (96 Bit) ‘

CLOCK (96 Bit)
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)~ STEP PURE PHASE

—D\ STERP AMORTIZATION PHASE

SHADQOW TIME (96 Bit)

SHADOW STEP

PURE PHASE (64 Bit) AMORTIZATION PHASE

64 BIT SHADOW STEP
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