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- Including for LHC data

* Hierarchical Storage

- Disk + tape

- 12K disks, 30K tapes,
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* The CASTOR infrastructure generates a lot of
monitoring/log data
- Up to 20 GB per day — ~10TB per year
- 1.€. up to 100M lines of logs per day

* Structures in dictionaries

[
All logs are { '"TIMESTAMP' : '2012-11-29T04:02:27.515334+01:00" ,
. '"HOSTNAME' : 'c2atlassrv301l' ,
Stores 1n 'DAEMON' : 'stagerd' ,
'PID' : '13958' ,
'LVL' : 'Info' ,
Hadoop/Hbase 10 ;007
'MSG' : 'Invoking prepareForMigration' ,
'REQID' : 'c773540e-2614-4363-b954-73723da69%ec4d"' ,
° And processed 'NSHOSTNAME' : 'castorns'
'NSFILEID' : '12357722%96"' ,
: : 'ChkSumType' : 'AD' ,
live for display Crksumvaiee’ : ‘56796592
. . 'SubReqgId' : '22175639220' ,
ln a Cockplt 'FileSize' : '63913248' }
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[ CASTOR Cockpit - NSC:

Auto-refresh :

last 3 days

5 min v Hide all series Advanced options

MNSCompletedRequestsPerSecond

Monday, Nov 18, 16:54-16:5
c2alice-CounterHz ; IJ?I.'IB

c2atlas-CounterHz : 2.567
c2castor-CounterHz ;. 57.492
c2cms-CounterHz ;. 1.308
c2lhch-CounterHz : 11.267
|:7|J|JS-C ounterHz ; 0,017
ounterHz : 37.733

Builtchartin 198ms
— c2alice-CounterHz
— c2atlas-CounterHz
— c2castor-CounterHz
— c2cms-CounterHz
— c2lhch-CounterHz
— c2pps-CounterHz
= c2public-CounterHz

€« C # [ c2ZadmOl.cern.ch/metric/NSCompletedRequestsPerSecond
Quick data filter : I EETE FELTS last day
>Switch to advanced filter
CA S I O R — Visualization options : Logarithmic scale
CERN Advanced STORage manager
Metrics
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Monitoring 150
Nameserver
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NSCompletedRequesisPerSecondPerSe 100
NSSecErrorTypes
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NSSecErrorsPerServer =
NSSecPerSecond
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Statistics
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Twiki page B =50
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[ CASTOR DLF

<« C M [1c2admOl.cern.chilogviewer/file id/1235772296 ity =
File 1D :_ Request D : Search | Reset
Query : File ID == 1235772296
Show 10 Y cntries  Show/ hide columns Search columns  Treat as regexp : Search FReset
Showing 1 to 10 of 28 entries First Previous 1 2 3 Mext | Last
Timestam Severity Instance : Daemon PID TID Message Request Tape Paylc
P~ Hostname text ID ID Y
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578dd8ab-
2012-12-08 c2aflas : File selected for bhd8-4eds- . _
13°05-35 078887 Info c2atiassnaol stagerd 13858 13968 dilzina 319 Filename=/srvcastor/02/896/1235772296@ castorns. 22175639
G9a2fe5e0h40
bldlad08- A N . .
. ' = Gid=1307 Cwid= Function=unlink ClientHost=voatlas223.ce
2012-12-06 Info czcastor nsd 30901 30911  rocessing cAcE-4B3T- Path=/tastor/cem.ch/grid/atias/DAQ/merge/2012/00215345/physics_Star
11:37:29.7134893 castorsnd 01 complete B0ca- v
= = 8._0001.dataUid=15268 NSHO!
3e7ilb268349 .
bldlad08- 0 o~ . _ T L
2012-12-06 cZcastor: o cacg-4837- wnerGid=1307 FileClass=2005 ParentFileld=1235706529 Ctime=1
11-37-29 GBO4TL Info castarsrd 0l nsd 30801 30811 Unlinking file B0ca- Atime=1354158141 OvwnerUid=17658 Name=datal2 8TeV.002
T e NSHOSTNAME=castorns ChecksumValue=5e7965
3e7ilb268349
aed57ecf- A . .
. ' = = Gid=1307 Cwd= Function=|stat ClientHost=-voatlas223.cer
2012-12-06 Info cacastar nsd 3736 3812  rocessing UB7E-4E 7 Path=/tastoricem.ch/grid/atias/DAQ/merge/2012/00215345/physics_Star
11:37:28.658581 castorsrv402 complete 99da- 8 0001 data Uid=15268 NSHO!
90e2da05404e = ‘ . 1
S012.11.29 C3eastor- Brocessin e Gid=1307 Cwd= Function=Istat ClientHost=pc-tdg-sfo-11-dr0.c
e Info ; nsd 15442 15472 g iy Path=/castor/cern.ch/grid/atias/DAQ/Imerge/2012/00215345/physics_Stan
05:26:31.011383 castorsn203 complete 9715- 8 0001 data Uid=175658 NSHO!
503982a82981 = ‘ - 1
S012.11.28 C3eastor- Brocessin e Gid=1307 Cwd= Function=Istat ClientHost=pc-tdg-sfo-11-dr0.c
e Info ; nsd 3736 3813 g . Path=/castor/cern.ch/grid/atias/DAQImerge/2012/00215345/physics_Stan
04:48:31.296301 castorsnd02 complete ardd- v
e 8._0001.dataUid=17658 NSHO!
9f0336cfed2d =
£337b583-
2012-11-29 c2atlas : f Job finished 844c-45f6- s _
040657 187741 Infa Ikfsrb5803 stagerjob 16296 16296 successtully ey ElapsedTime=3.027304 NSHOSTNAME=castorns SL
1f08ccB62500
c9flaGad-
2012-11-29 cZatlas : Invoking 18ac-468h- _
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What about analytics ? CERNLIpa,tmem

* We mainly have three needs :

- Statistics on old data
* e.g. evolution of the usage of a given protocol

- Expert system helping operator
* To spot and analyze ongoing incidents

- Predictive analysis on current situation
* Predict problem occurrances looking at the trends

* For statistics
- We use Hadoop Map Reduce “by hand”
- Some integrated solution would be welcome

* For the rest

- Stefano started to think about it
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~ Analysis/prediction example Perae

Services

FrocessingTimelnfoFublic

Built chartin 4137ms FReset zoom
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~ Analysis/prediction example Perae

Services

FrocessingTimelnfoFublic

Built chartin 4137ms FReset zoom

1,500
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500

ProcessingTime in seconds

NSCompletedRequestsFersSecond

Feset zoom
Built chartin 2964ms
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CASTOR data analytics T

%

CASTOR data analytics

= Lot of (complex) log data recorded in the past years from
various systems (mainly, time series)

* CASTOR TEAM: Can we obtain useful information from it?

— Performance
Understanding if and how the — Cause of errors
anomalies in the system are — Anomaly detection
correlated with the adverse _ Predictions

events would have great value .
— Early warning systems

CERN IT Department
CH-1211 Geneve 23

wwwciﬁv.#tzﬁﬂaﬁi Stefano A. Russo ~ Nov 20" 2013 Analytics of CASTOR monitoring data 9
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CENTRALIZE and STANDARDIZE data

 Data from various sources
has to be standardized

ORACLE"

DataAnalyticsDB

* Time series must have the
same frequency and

missing values has to be
reconstructed.
Cockpit |
E

(CASTOR log repository)

Stefano A. Russo ~ Nov 20" 2013 Analytics of CASTOR monitoring data 10
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Buconnections * |Busaminer x C3] Gy ows on dbsrvg3205-2 % |Gycastorzsis * [oTesTworkilow * [#EwsTest * [olaTest | Ghyews on dbsrvg3205 x |Edoon OIE)
+@ RQox -] B >

@ Connections
=@ ews on dbsrvg3205 -

-] Test
D i B
8 Anomaly Build

| %ﬁ!:ﬁ“ Filter Rows . O ° °
. racic vata 1ning
o= &
! g s:“':"‘it“ IMPORTEDDATA
=@ odm on dbsrvg3205
B i B 7l
©-ofd TESTworkflow N Y < . - = =
i * Allows to obtain first insights
Join
53 OUTPUT_1_1

5 E % from data, quickly

[y ews on dbsrvg3zos -

Warkflow Project Status All data Apply
Test Test <@ E ]
! B

Filter Columns

uLTS
6 Fle Edit Code View Plols Session Project Buld Tools Help eus ign Ot
e 2 project: (None) * o
5| Ve ity = |

— @ 5 SimponDataserr | cl

Loading required package: WSS Values

Loading required packoge: grlevices retrickare “CASTORPUBLICAMSUSER.: Queued transfers™

Loading required pockoge: graphics e ore.frane(a]

Loading required packoge: OREgraphics B E=

Loading required package: OREeda
Loading required package: OREdn
Loading required package: lattice

Loading required package: (Repredict
Loading required package: ORExal Y
Comecting to ORE

User: ens

o ore. frane(0]

3

s Plots Packages Help =

20

SID:  datest - .
Host: dberg320s 2 200m | Ebpon- | @ Clear Al . .
Loading required package: Rracle

Loading required package: 0BT

Connected to DB:
During startup - Warning nessage:

R 2.15.2 on Oracle R Enterprise client is inconpatible with version 2.15.1 used by server.
The product shall run consistent version of R on client and server.

Dorkspace Loaded from ~/.RData]

ORE> ore.attach("ens™)

ORE> tr<-ore. get("ODRESULTS", "ens")
ORE> ron.nanes(tr) <- trSEPOCH

ORE> plot(tr)

ORE> nanes(tr)

StalusSVALUE
2000 4000 6000 8000
B

[1] "ANOM_SWM_1_3_PRED" "ANOW_SWM_1_3_PROB" "VALUE" “EPOCH"

JEM * Open source engine, code
s s portable, reusable:

no locking-in!

ORE> status <- sub| ,
ORE> plot(statust
oRE>

* Feedback on its limitations
provided to Oracle

CERN IT Department
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“Adverse Events”

* An adverse event 1s a downtime/problem/failure in the
CASTOR system

= The SLS service availability metric identifies in first
approximation the “adverse events”:

CASTORCMS _TITRANSFER - Service availability - last day
100 7 r H

go

(&]E]

g i i H ‘
Mon QQ: 00 Mon 12:00

aver: 9, 25% max: 13030, Ok min: 23, 93% curr:51. 1k

16-09-2013 17:10:56

CERN IT Department
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Correlating adverse events Adverse Event
and metrics' anomalies _ &- ——
E ® ||| ||I
';:E i |
ﬁ _I I I I_\]I T I I I
" Easy to correlate:
o % N : -
- =
g o] - 8 -
§E° - C
. .
o I I I I I I I I
0 10 20 30 40 &0 60 70
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CASTOR data analytics: example

Department

Correlating adverse events

Adverse Event
and metrics' anomalies

100

Availability
60
L1 1 1 |

20

" Not so easy:
: | 4 : /
A AN AEANN S
VWWU“L////

Example algorithm: data to be transferred to tape.
Queue data, then transfer to tape in one-go

400 B0O0 1200

0

600 800
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CASTOR data analytics: example  pepartment

Anomaly detection

Anomaly

0 400 800 12

1) Build a SVM (Neural
Network like) model
- self trained
- NO supervision

0 200 400 800 800

\4

Time
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CASTOR data analytics: example  pepartment

Anomaly detection

Anomaly

1) Build a SVM (Neural j r

Network like) model "

- self train?d. PR ; C ﬂ{/\ ﬂ 2;]0 q 4? /q ﬂ Asoo f .
- N0 Supervision . / | V V 1 / i |
j VYV VTV VT

2) Predict

\4

Time
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‘ CASTOR data analytics: example =T
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Anomaly detection

Anomaly

0 400 800 12 3
i I I I | —

T
600 800

1) Build a SVM (Neural r

Nez‘v;ork like) model -
- self trained — — ) *
- N0 supervision j /ﬂ /\ /ﬂ/ \/ﬂ/ﬂ / Vﬂ/ﬂ VAV/\ / W/l/

2) Predict and compare:

0 400 800 1 =

I
T
20 800

High difference: ﬁ

Real data Vs Prediction e
% Anomaly detected i
. . g J" fa/ |- I
1) Blindly recognize I L P R AV S R PO L«ww-“""ﬁ“w"" bt o,
anomalies C s 5 p a5 56
2) No other information Time >

required (i.e. thresholds)
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Correlating adverse events

Adverse Event
and metrics' anomalies

100

Availability
60
L1 1 1 |

20

" Not so easy:
: | 4 : /
A AN AEANN S
VWWU“L////

Example algorithm: data to be transferred to tape.
Queue data, then transfer to tape in one-go

400 B0O0 1200

0

600 800
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S# CASTOR data analytics: example =T

Department

Z
-

Correlating adverse events Adverse Event
and metrics' anomalies _ 2- - /
5 o | 1 |
% 2 II ||
g N
EIZI 1 IU EIU BIU 4IU EIU ESIU ?IU
dime -
" Becomes now...
Anomaly
g j f] flll 1 4 A ."1 /-':l ,'I / 1 "llll"| /N
= A O B /A ,f‘ / /‘ N/
® / j-“ [ / ,_,r’ _ / | by III f ¥ / |/
g .I' ‘ /;’, f F a2 Vs -/ ‘ | / ‘ / | / ‘ ¥: /
Q . j'l | / /S / {j/ ‘ ;x ((l ] / .fll | 1 | /
(S _— 'I l/ "’j l‘/ / L/ IV! L L? l Lf l.)/ ;f'f
[ | | |
0] 200 400 800 800

Example algorithm: data to be transferred to tape.
Queue data, then transfer to tape in one-go
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§ ‘ CASTOR data analytics: example =T
. Department

Z
-

Correlating adverse events
and metrics' anomalies

Adverse Event

/

100
|

Availability
60
I S

20

0 10 20 30 40 50 60 70

dime -

* Becomes now...

-1@o0 4p 8800 12800

] 200 HOo BO0 8OO

Example algorithm: data to be transferred to tape.
Queue data, then transfer to tape in one-go
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S# CASTOR data analytics: example =T

o
Department
oy

Correlating adverse events Adverse Event

and metrics' anomalies  2- - /
: o 1 |
E 2 ] III ||
© g LJ
" Becomes now...
Anomaly

300 '-500
S

100
|

|
:
—
1
~
—
b
—
L
—
k }
_\_=a_—._
-<A'!
=
—_——

'8
__T—
—_—

%

-100
|
P

0 200 400 600 BOD

Example algorithm: data to be transferred to tape.
Queue data, then transfer to tape in one-go
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S# CASTOR data analytics: example =T

Department
4
Correlating adverse events Adverse Event
and metrics' anomalies _ 21 - /
= o 1 |
E 2 ] III ||
© g LJ
EIII 1 IU EICI EICI 4IU EIU EIU T-"IU
Lime -=
" Way easier:
o Anomaly
. : I / }
S - i3 .I' N .’Il I | | b’
& = "'qw‘“l'h‘f"w -VHJM.‘I"'.‘J‘J'..U‘J'I-I(’ I_.-l”'*v'\y,.-""”‘,/btf Nh,a“n,wb_w-f’h . wf‘m'u\,.ww"l..'ﬁ'-fl L Lt #I.f"\—».m..,a-'“'ﬁ" im'\fu"w ',f‘m m,,,r”ﬁi]jrr*-w,.ﬁ"‘hd PI'"‘MJ’

[ I | I I
0 200 400 600 800

Example algorithm: data to be transferred to tape.
Queue data, then transfer to tape in one-go
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Availability

100

80

20

- ,‘:
] /’ CASTORPUBLIC_AMSUSER:service_availability - Thu, 21 Mar 2013 09:40:00 +0100
|

AN
f

» & : ’F\V : 2
% o 7 I|JI |'r %
s [M / ~orac
TR C
= | [~ L
2 1 _f ‘_\,—J =]
= T T T T o
0 20 40 60
Correlation: -0.47
metricName: CASTORPUBLIC_AMSUSER: Active-+ransfers
S N =
L w [ Y - =
& B f | =
5 g \ Fecz
CRA | \\\ L2
/ (=1
e T | E— T o
0 20 40 60

Correlation: -0.90
metricName: CASTORPUBLIC_AMSUSER: Queued+transfers
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CASTORPUBLIC_AMSUSER:service_availability - Sun, 21 Jul 2013 22:25:00 +0200

CERNlT

Department

Availability

Stefano A. Russo

40 80

o

Nov 20™ 2013

80

[ ] F 8 =
2] L=
g ﬂ\\ I TV [
= 2F
2 e - \\\“f' [
o
= T T T T T e
0 20 40 50 80
Correlation: 0.36
metricName: CASTORPUBLIC_AMSUSER: Active-+transfers
L o ) _\‘\ F 8 =
F S ) L=
3 ° .8
sl — L o

Correlation: -0.72

metricName: CASTORPUBLIC_AMSUSER: Queued-+transfers
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CASTOR data analytics: next steps pepartment

What's next

* Infrastructure ready, data being analysed

* Correlations over time and betweend different
anomalies to build models

* Early warning systems to be evaluated
..CEP?

Thank you!

Stefano A. Russo ~ Nov 20" 2013 Analytics of CASTOR monitoring data 25



. CERNIT
CASTOR data analytics: approach  peament

CENTRALIZE and STANDARDIZE data

Home made ETL process

. Extract
DataAnalyticsDB ° T ran Sfo 'm
« Load

S (CASTOR log repository)

CERN IT Department
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