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• Mass Storage Solution
of CERN

– Including for LHC data

• Hierarchical Storage
– Disk + tape
– 12K disks, 30K tapes,

350M files, 80PB data
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• The CASTOR infrastructure generates a lot of 
monitoring/log data

– Up to 20 GB per day → ~10TB per year
– i.e. up to 100M lines of logs per day

● Structures in dictionaries

• All logs are
stores in
Hadoop/Hbase

• And processed
live for display
in a cockpit

{ 'TIMESTAMP' : '2012-11-29T04:02:27.515334+01:00' ,
  'HOSTNAME' : 'c2atlassrv301' ,
  'DAEMON' : 'stagerd' ,
  'PID' : '13958' ,
  'LVL' : 'Info' ,
  'TID' : '14007' , 
  'MSG' : 'Invoking prepareForMigration' ,
  'REQID' : 'c773540e-2614-4363-b954-73723da69ec4' ,
  'NSHOSTNAME' : 'castorns' ,
  'NSFILEID' : '1235772296' ,
  'ChkSumType' : 'AD' ,
  'ChkSumValue' : '5e796592' ,
  'SubReqId' : '22175639220' ,
  'FileSize' : '63913248' }
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• We mainly have three needs :
– Statistics on old data

● e.g. evolution of the usage of a given protocol

– Expert system helping operator
● To spot and analyze ongoing incidents

– Predictive analysis on current situation
● Predict problem occurrances looking at the trends

• For statistics
– We use Hadoop Map Reduce “by hand”
– Some integrated solution would be welcome

• For the rest
– Stefano started to think about it

What about analytics ?
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 Lot of (complex) log data recorded in the past years from 
various systems (mainly, time series)

 CASTOR TEAM: Can we obtain useful information from it?

9

CASTOR data analytics
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CASTOR data analytics

– Performance
– Cause of errors
– Anomaly detection
– Predictions
– Early warning systems
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CENTRALIZE and STANDARDIZE data

• Data from various sources 
has to be standardized

• Time series must have the 
same frequency and 
missing values has to be 
reconstructed.

APPROACH:APPROACH:

DataAnalyticsDBDataAnalyticsDB

SLSSLS Castor
Cockpit
Castor

Cockpit

(CASTOR log repository)

CASTOR data analytics
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 Oracle Data Mining

• Allows to obtain first insights 
from data, quickly

 Oracle R Enterprise

• Allows to analyse data more 
in depth and systematically

• Open source engine, code 
portable, reusable: 

       no locking-in!

 
• Feedback on its limitations 
provided to Oracle
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CASTOR data analtics: tools
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“Adverse Events”
 An adverse event is a downtime/problem/failure in the 

CASTOR system
 The SLS service availability metric identifies in first 

approximation the “adverse events”:

CASTOR data analytics: def.
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 Easy to correlate:

Adverse Event

CASTOR data analytics: example 
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 Not so easy:

Adverse Event

Example algorithm: data to be transferred to tape.
      Queue data, then transfer to tape in one-go

Anomaly

CASTOR data analytics: example
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Time 

Anomaly

REAL DATAREAL DATA

1) Build a SVM (Neural 
Network like) model
- self trained
- no supervision

Anomaly detection

CASTOR data analytics: example
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Anomaly

REAL DATAREAL DATA

PREDICTIONPREDICTION

1) Build a SVM (Neural 
Network like) model
- self trained
- no supervision

2) Predict

Anomaly detection

CASTOR data analytics: example
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Anomaly

High difference:
Anomaly detected

REAL DATAREAL DATA

PREDICTIONPREDICTION

DIFFERENCEDIFFERENCE

1) Build a SVM (Neural 
Network like) model
- self trained
- no supervision

2) Predict and compare:

  Real data Vs Prediction

1) Blindly recognize 
anomalies

2) No other information 
required (i.e. thresholds)

Anomaly detection

CASTOR data analytics: example
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 Not so easy:

Adverse Event

Example algorithm: data to be transferred to tape.
      Queue data, then transfer to tape in one-go

Anomaly

CASTOR data analytics: example
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 Becomes now…

Adverse Event

Example algorithm: data to be transferred to tape.
      Queue data, then transfer to tape in one-go

CASTOR data analytics: example

Anomaly
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 Becomes now…

Adverse Event

Example algorithm: data to be transferred to tape.
      Queue data, then transfer to tape in one-go

CASTOR data analytics: example

Anomaly
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 Becomes now…

Adverse Event

Example algorithm: data to be transferred to tape.
      Queue data, then transfer to tape in one-go

CASTOR data analytics: example

Anomaly
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 Way easier:

Adverse Event

Example algorithm: data to be transferred to tape.
      Queue data, then transfer to tape in one-go

Anomaly

CASTOR data analytics: example
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Thank you!

What's next
● Infrastructure ready, data being analysed

● Correlations over time and betweend different 
anomalies to build models

●  Early warning systems to be evaluated
...CEP?
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                                               ETL                                               ETL

DataAnalyticsDBDataAnalyticsDB

SLSSLS Castor
Cockpit
Castor

Cockpit

(CASTOR log repository)

CENTRALIZE and STANDARDIZE data

APPROACH:APPROACH:

CASTOR data analytics: approach

Python 
backend
Python 
backend
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