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OUTLINE

m Monitoring distributed systems
m Complex Event Processing

m Esper

® Summary
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MONITORING DISTRIBUTED SYSTEMS IS COMPLICATED

m Information scattered: value not in
the single event, but in the overall

system behaviour over time
m Operators have to manually o

correlates and aggregates
monitoring data

m Monitoring tools are focusing on
specific system aspects

m Fault diagnosis requires strong
competence and experience

m Repetitiveness of checks and
controls
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|
m Make sense fast of the overall system
status

m automation of error detection, diagnosis
and root cause analysis

HAL 9000

m Reduce and simplify operators task

m more detailed and pertinent information
just when is needed

m Pro-active reaction in case of a problem
B minimize human intervention

m knowledge formalization from experts

Not a new idea: Operational intelligence,
real-time business intelligence...
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QUEST FOR FAST AND INTELLIGENT
PROCESSING ENGINE

m Process streams of information at high rate with low
latency
m financial analysis
m wireless sensor networks
m business process management
m Cloud platforms need tools to collect real-time information
from highly distributed applications
m S4 from Yahoo!/Apache
m Storm from Twitter
B new entry - Kinesis from Amazon

m Quite surprisingly, not much from monitoring world
m recent exception: Riemann
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COMPLEX EVENT PROCESSING (CEP)

m A set of technologies to process and discover complex
patterns among streams of events

m Event Stream Processing (ESP)

m A cross between DBMS and Rule Engines (formalized by
Prof. D.Luckham (Stanford) ~ 2002)
m specialized system for special purpose
m Dr.Stonebraker founded StreamBase

m Several vendors (many commercial, few open source)

m Oracle, IBM, SoftwareAG (CERN seminar), TIBCO

(StreamBase), Drools Fusion, RuleCore, Esper

m Functional properties

m Domain Specific Language (SQL-like or custom)

m Stream-oriented query processing model
m Filter, Aggregation, Correlation and Pattern Matching

m with temporal logic
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THE CEP PROCESSING MODEL: A DB UPSIDE/DOWN

m move from a traditional pull-based store-and-analyze
model

m data stores grows permanently, search becomes expensive
m to a data-driven, in-memory, on-the-fly analysis
m continuous query evaluation model

Event streams
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Continuous processing
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ESPER FROM ESPERTECH

m Esper [...] provide a highly scalable, memory-efficient,
in-memory computing, SQL-standard, minimal latency,
real-time streaming-capable Big Data processing engine
for historical data, or medium to high-velocity data and
high-variety data.

m Open source CEP/ESP engine

m detects pattern among stream of events

m open source and GPL, with commercial extensions
m strong community, support and documentation

m long list of big customers: PayPal, Accenture,more
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ESPER - ARCHITECTURE SKETCH

m Simple/Flexible APls I -
m Java-based engine, standalone or AA streams
embeddable

m input-output adapters: Java API, _m R
HTTP, JMS, DB, F|Ie Java obj / XML / JSON

m data format: JSON, XML, custom

B schema-less

m strong performance (500000
events/s with 3us latency)

m SQL-like Event Processing
Language (EPL)
m Event aggregations, Statistical
analysis, Timer actions, much
much more...

Application domain

Esper

Esper 1/0 optional adapters

m Runtime query management
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http://esper.codehaus.org/esper/performance/performance.html
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EPL DATA WINDOWS

message:{messageID:"...", severity="...",
applicationID="...", messageTxt="..."}

m Length window
B select » from Message.win:length (100)
m Sliding time window and filtering
B select % from
Message (severity='Error’) .win:time (30 sec)
m Batch time window and aggregation
B select messagelD, messageTxt, count (*) from
Message.win:time batch (30 sec) group by
messagelD, messageTxt
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EPL PATTERNS

m Single event

B every Message (messagelD=xyz)

m Value holds for X seconds

B select » from pattern [ timer:interval (60

sec) and not Sensor (CPU_Load < 1)
m Correlate/Join different streams

B select m.applicationID
from Message (severity="ERROR’) as m,
NagiosHost as n
where m.host = n.host and n.status = 'UP’;

m Detect outlier (no more -¢ 90,90,90...)

B select applicationID, sum(numOfMessages)
from Message.win:time (30 sec) group by
applicationID having sum(numOfMessages) >
avg (numOfMessages) *x0.75
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EPL PATTERNS CONTD.

m Aggregated/time-based summary (i.e. errors per
application in the last 1 hour, reported every 10 min)

B select applicationID, count (*)
from Message (severity=’ERROR’) .win:time (60

min) as m
group by applicationID output every 10 min ;
m Call Java method
B select applicationName, info from
method:ISReader.getISInfo (test.RunParams.XYZ)
as info, Message.win:time batch (5 sec) group

by applicationName
m Use SQL into EPL to fetch data from DBMS
m Detect sequence of events: A —>B -> C
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FRAGMENT FROM ESPER QUERY FILE

[...]
@Name (' Query to detect dead applications’)

@QListeners (classNames=’'ch.atdag.Email’,
ch.atdag.JMS)

select app.adminMail, app.controller, app.name,
Problem$STYPE.APPLICATION.DEAD, from
Application(status is (ABSENT, EXITED), restarting

is false) as app
[...]

CERN-Openlab ksh dat lyti
Pemab Viee Cashe " ¢ata andytics L.Magnoni - 13



TOWARDS INTELLIGENT MONITORING EVENT PROCESSING ESPER SUMMARY
(e]e] 000 0O00000e [e]e]
. .

WITH GREAT POWER... COMES RESPONSIBILITY

m trivial to detect simple

patterns
m well, quite advanced if
compared on classical
approaches

m allow to detect very
complex scenario
m start from the manual
m add unit tests to
validate query
m use external
time-source to replay
historical data
m tune Esper threading
model

P(make it wrong)

many interesting
things

Complexity of the pattern
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LESSONS LEARNED

m CEP: a powerful and versatile technology
m technology, not tool
m consider CEP when time is a key feature in your analysis
m Intelligent monitoring, log analysis and correlation, anomaly
detection, continuous computation and aggregation
m continuous query: dimension your system to make
analysis, not to store data
m Esper: open source CEP/ESP engine
m CEP made easy (SQL-like plus temporal logic)
m schema-less / event-format agnostic
m extensive support for testing and validation
m easy to integrate into existing infrastructure
m develop solid solution out of it with limited effort
m To keep in mind:
m Learning curve to get into the event-driven mindset
m Scalability
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THANK YOU! ANY QUESTION?
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