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= Current “production” state

» Use-cases under analysis

= GAS alarms breakdown
= Control System Health
= Statistical Analysis of Alarms

= |ssues and Current limitations

Summary
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ket Current “production” State
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openlab . Control and Monitoring system = Huge data volume:
= Alerting and reporting system * OS logs, performances metrics,
- Manually configured g?a\llrlr%%Status’ Measurements,
* Based on threshold trespassing = but not efficiently exploited yet
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=  GAS system breakdown: system fault analysis and pattern extraction
. Events sequence pattern matching
. Post-mortem analysis so far
. Fault prediction based on recognizable trails of events

. Control Systems Health
. Pattern matching and correlations of multivariate time series
. Structured (i.e. measurements) and unstructured (i.e. logs) data

. Alarms statistical analysis
. Extract statistical indexes from the list of raised alarms
. Pragmatic approach: automatic threshold discovery and learning

=  Strategy:

. Use and extend the Siemens WatchCAT and other open-source analysis tools
to extract possible patterns and discover new insights hidden in the control data

. ]'cl'akle advantage of the huge amounts of control data produced by CERN
acilities
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Ay iy Gas System Analysis
XML
) Extraction conversion
(Pvss 1 Events List
Complex Diagnostic:
= Alarm flooding, “domino effect” Siemens
= A single fault can stop the whole process WatchCAT
= The 18t alarm is not necessarily the most
relevant for the diagnosis Pattern Extraction:
= The alarm list depends on the system = Fault Signature
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a knowledge-based model is not sufficient! equence

Alignment

Simulation of Physical Control System:

Complex System: more than 9000 equations to model all the system
Validated against the real system

Includes fault model!
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= [nitial impact on the Pump module,
then on the Distribution

m Exhaust

m Distribution m Analysis 1 = The Distribution seems to not have
alarms yet

» The Entire Control Process collapses

CAMSCSC_Di_YC60995 | Auto On/Open Request Status | Rising
CRSCSC_DN_YCR0995 | Off/Closed Status | Falling
CAMSCSC_Di_VCa0995 | OnfOpened Status | Rising
CRSCSC_Di WCe0995 | Output Order Walue Status | Rising

5:52.13.370  |CMSCSC_Di_B10utPresFA#PTxx26 - Rack B1 far out|CSC_Details] PTyx26 - Rack B1 far output
5:52.13.370  |CMSCSC_Di B10utPresAl |PTxx25 - Rack B1 autpul| CSC
5:52:32. 110 |CMSCSC_Di_AlarminRackBl| Some alarms in rack 66 |CSC
5:52:32.110  |CMSCSC_Di AlarminRackB|Some alarms in rack 61 |CSC
5:57:47130  |CMSCSC ¥h AtrPrSensAll|PTO01 - Atmospheric pr|CSC

PTix25 - Rack B1 output pre|
Rack 66 alarm
Rack 61 alarm
PTO101 - Atrmospheric press|

Short | Local Time Alias Description Domain Nature | Name Valug SEqUEI’IIE: Confidence: 100.0 %,:’Appearance count: &
W [2013.09.27 15:49:37.810  |CMSCSC_Di_B1InPresAl PTux24 - Rack B1 input [CSC PTux24 - Rack B1 input pres|FALSE . L.
W/ |2013.09.27 154942600 |CMSCSC D BBInPresdl  |Pho2d - Rack B8 input [S5C P24 - Reack 56 input pres|FALSE ChECEC_Di_62PRegal | Alarm Unacknowledged | Rizing
W [2013.09.27 15:43:42.890 |CMSCSC 70InPresAl PTux24 - Rack 70 input |CSC PTyx24 - Rack 70 input pres|FALSE H p e
W/ |2013.09.27 15:49.42.090 |CMSCE0 DI BOInFresAl  |FTiodd - Rack 69 input [0S0 Pl - Rack B9 input pros|FALSE ChSCEC_Di_62PRegal | Position Status (HH-LL) | Rising
W [20130927 15992 690 |OMSCSC_Di b7 InPresAl P o2 - Rack 7 input [0S0 Pl - Rack 67 input pros|FALSE . .
Wi [2013.09.27 15:49.43.090 |CMSCSC_Di BalnFresAl |Fhod - Rack 63 input [CSC PTyx24 - Rack 63 input pres|FALSE CRASCEC_Di ¥CE0995 | Auto Offf/Close Request Status | Falling
W/ 20130997 1529430890 |OMSCSC_Di_baInFresAl [P hodd - Rack B input [0S0 F T4 - Rack B4 input pres|FALSE i Lei
W/ [2013.0997 152543 080 _|OM=CB0_Di_BaInFresAl [P o2 - Rack BB input [0S0 PTycx24 - Rack B% input pres|FALGE CMSCSC—D!—YCSDQBS | &uto OnfCpen REQUESF atus | Rising
W/ [2013.09.27 15:5209900 |CMSCSC_Di_ B0 PresFAZ PTx25 - Rack B9 far oul|OSC, PT025 - Rack 89 far outpot [TRUE CRSCEC_Di YCa03495 | OfffClosed Status | Falling
Wi/ |2013.09.27 155209000 |CMSCEC._D|BE0WPresAl |Phos - Rack B8 outpul CEC, FTycxs - Rack B8 ouiput pre| TRUE ; e
Wi/ |2013.09.27 15:52.09.000|CMSCSC_D|BI0mPresdl |Phods - Rack B9 outpul CSC Pyt - Rack B9 autput pra|TRUE CMSCSC—D!—YCSDQBS | On/Opened Status | Rising o
W/ |2013.09.27 15:52.09.900 |CMSCSC_Di_700utPresAl |PTyx25 - Rack 70 outpu|CSC, PTxx25 - Rack 70 output pre|TRUE CASCEC_Di_YCe0985 | Qutput Order YWalue tatus | Rising
W/ [2013.09.27 15:52.09.900 | SMSCSC_Di 7000 PresPad Podh - Rack 70 far out|SSC PTycx2B - Reack 70 far outpt [TRUE
W/ [P013.0897 155209 800 |SMSCEE_Di_B7 OtPreskad Fhodh - Rack 67 far out| S50 FTycxb - Rack b7 far outpot [TRUE
W/ [P013.08 97 155209 800 |SMSCSC_Di BROUPreskad Fhodh - Rack B far out| S50 FTycxB - Rack B far outpot [TRUE
W [2013.0927 155209 900 |OMSCSC_Di_B7 OutPresAl |F o5 - Rack B outpu] S0 FTh - Rack 67 output pra| TRUE
/(o013 09,27 15:52.08.900_|CMSCSC D/ BB0uPresAl [PTo25 - Rack 63 oulpuCSC PT,0:25 - Rack o8 oulput prelTRUE Sequence: Confidence: 83,3 %/ &ppearance count: §
W/ 20130997 155205 000 |OMECEC._DI_BBOUPTesFAZ P ok - Rack 66 far ol D50 FTycx6 - Rack B8 far outpot [TRUE
W/ [2013.09 97 1550 1) 44D _|CMECE0_Di_BA0UPTesFAZ P o2 - Rack B4 far out| D50 PTycxB - Rack B4 far outpit [TRUE ; i
W/ [2013.09.7 155010 440 _|CMECB0_DL_BA0WPesAl [P To25 - Rack B4 outpu] D50, FTds - Rack B2 output pre| TRUE CMSCSC—D!—QPREQAI | Alar."-_' Unacknawledgec_l |_ Rising
Wi [2013.09.27 155210440 |CMSCSC_D|B50uPresal |Phods - Rack 65 outpu] C5C P25 - Rack 85 output pre| TRUE CMECEC_Di_62PRegal | Position Status [H-1] | Rizing
WY [2013.09.27 15:52:10.440 |CMSCSC E50utPresFA# PTxx26 - Rack B5 far out|CSC PTux26 - Rack B5 far output |TRUE R e e
W |2013.09.27 15:52.10.440 [CMSCEC.Di_b30uPresAl [PTuxz5 - Rack 63 outpu] GEC, PTxi25 - Rack 53 output pre| TRUE CMECEIC_Di_62PRegal | Position Status (HH-LL) | Rising
W/ [2013.09 27 155210 440 |SMSCSC_Di B100Presal |Phodh - Rack il utpu] S50 Py - Rack 51 autput pra|TRUE . .
W/ [2013 09.27 16:52:10 440 _|CMSCBG_Di BA0UPYesFAZPT 06 - Rack B3 far out| 05C P2 - Rack 53 far outpon |TRUE ChSCEC_Di_AlarmInRacka2 | Alarm Unacknowledged | Rising
Wi/ [P013.09 97 155210 440 |SMSCSC_Di 51 OutPreskd Fhodh - Rack 61 far out| S50 FTyxb - Rack B1 far outpot [TRUE i it iai
201309 27 1562 12880 |OMSCSC_0i BROWFesAl |F o5 - Rack 65 outpu] 0SC_Details] Pl - Rack 66 output pra| TRUE CMECEC_Di AlarmInRacki2 | Position Status | Rising
2013.09 27 155212 690 _|OMSCSC_DI_BROUPTesFAZ P o2 - Rack B far ot 0SC_Details] F Ty - Rack BA far outpot [TRUE . .
3013.09 27 155212 50 _|OM=CEC_Di_DiRackBRPCO| Distribution rack 56 PCO|05C_Details Full Stop Alarm Status RUE CMSCSC_Di ¥CA0995 | Auto Off/Close Request Status | Falling
[2013.09.27 1552 12 650 _|CMECS0_DI_DiRackBl PCD rack B1 PCO|CEC_Details| Full Stop Alarm Status RUE
2013.09.27 RUE
2013.09.27 RUE
2013.09.27 RUE
2013.09.27 RUE
20 7 RUE
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= Goal: control system faults/anomalies detection and diagnosis

ALICE 100

ATLAS 130 12

CMS 90 10

LHCb 160 10
Accelerator Complex 120 10

= System architecture under analysis:
= 16 Control Applications
= QPS, nQPS, CRYO, CIET, CIS, PIC, WIC, LHC-CIRCUIT, PSEN ...
= Linux control PCs : ~120
= PLCs: ~300
= FECs: ~100
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Offline Control System Health Analysis

Pre-Data Analysis

long term storage « Data Extraction

diagnostic data, alarms,
devices status

« XML-Conversion

Performances metrics
Exceptions

Status information " « Data Cleaning / Completion

w Repository

WinCC OA logs
Sys logs

Unified Control

System

Alarms

FECs logs (from Siemens
Splunk) WatchCAT
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Offline Control System Health: Status

Issues:
= Huge amount of data [~130GB + LHC]
= Different data types:
= Structured/Not Structured
= Numerical / Boolean / Plain-text
= Gaps, missing some metadata
» Unsynchronized data sources -2
= Different relationships among the subsystems e

Initial conclusions

= no single framework out of the box to analyze numerical data and
not (next version of WatchCAT)

= Necessary a combination of tools for a complete data analysis (log
processing, statistical analysis, pattern recognition...)

= Split this use-case into smaller ones:

= signal analysis use-case (next version of WatchCAT wiill
provide predictive trending capabilities)

= gutomatic extraction of statistical metrics and thresholds
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Filtering &
Aggregation
| MOON |
@ Alarms List POJOs
Extraction Conversion
Injection
wowo 1Drools
= CEP engine

= Open-source rules engine

= declarative paradigm
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Necessary actions:
= Access to the data (i.e. sensible or protected information)

= Deal with data heterogeneity: file formats, units of
measure, date formats, data structures

= Data synchronization
= Several different data sources

= Data enhancement: data classification, data
completeness, improve time resolution ...

= Data selection / filtering
= Data input/output representations
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Any Questions

Thank you for attending!
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