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What are 

hardware tokens?

Hardware tokens are so-called 
smartcards with a USB form 
factor. At Nikhef we use Aladdin 
SafeNet Gemalto eToken PRO 
tokens to generate private keys 
and to store grid certificates. 
These tokens are supported on 
Linux, Windows and MacOS 
using proprietary driver software. 
They contain a miniature 
operating system, which can 
crypt and hash data. This allows 
us to generate an RSA key   on 
the token itself. 

+ =

Using an Intel Galileo board as a 
Hardware Token Server

Using an Intel Galileo board as a 
Hardware Token Server
aka Internet of Secure Things

What is an

Intel Galileo Board?

The Galileo board is Intel's entry 
into the Arduino market. Current 
specifications are:

●- Quark X1000 SoC cpu 
(Pentium class @ 400 MHz)

●-  256 MB RAM

●- 2 USB 2.0 ports

●- 100Mbps Ethernet

●- mini PCIexpress slot

●- slot for micro-SD card

●- power usage: maximum 15 W, 
typical 4 W

●- runs a Yocto Linux 3.8.7 kernel

The result

By plugging an eToken into the 
Galileo board we obtain a 
low-power platform for securely 
generating certificates and/or 
(robot) proxy certificates.

For this, we run a 32bit i586 build 
of CentOS 7 on the board. The 
eToken driver software runs fine 
on this platform, as well as grid 

tools such as voms-proxy-init 
and myproxy-init

By using the Ethernet connector 
we can upload robot proxy 
certificates to a MyProxy server, 
allowing for fully automated and 
unattended operation.

CentOS 7 i586 build

Rebuilding CentOS 7 for 32bit was fairly trivial, as Princeton University hosts the Springdale project                                 
     (http://springdale.math.ias.edu/)

The Galileo is an i586 chip, so an extra rebuild had to be made to exclude i686 specific instructions. This led to 
interesting problems with statically linked libraries

When Intel states that the Quark X1000 is a “Pentium class CPU” they mean it: they also ported over some of the 

original Pentium bugs. One bug is particularly annoying, involving the CMPXCHG instructions, which is heavily used 

in the glibc libraries. Special work-arounds had to be written in assembly.

The result is a fully functional i586 port of CentOS 7.0

Future work

Intel Edison: dual-core Atom @ 500 MHz, drawing < 2 W

http://springdale.math.ias.edu/
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