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Trend in Volunteer Computing

* Get free resources and increase your visibility

* At CERN new projects joining lately
— ATLAS@Home
— CMS@Home
— ATLAS “Find the higgs”
— CERN Open Data

Refer to 7" track presentations
on Tuesday 14/4 (CHEP)
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Trend in Volunteer Computing

e Used in HEP for Monte-Carlo Simulations
— No need for high bandwidth
— No need for real-time communication

* Problem:
— Simulation packages specialized for Linux
— Volunteers with diverse OS distributions
— Huge effort to cross-compile
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Virtualization in V/C

* Solution? Virtualization
— Cross-platform support out of the shelf
— Simplified packaging & deployment

* In 2011 LHC@Home 2.0 (Test4Theory) was the
first BOINC project to use virtualization
— Using CernVM for the base OS
— Co-Pilot for job distribution

e Became the reference
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Problems of Virtualization

X Extra work for the end-user
— Install BOINC agent
— Install & configure a hypervisor

X Manual intervention required in some cases
— Misconfigured network
— Improperly allocated resources
— Improperly configured BIOS

X A burden to non-technical users
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CernVM WebAPI

v’ Offload all possible work from the users
v’ Assist them with manual interventions
v’ Eliminate switching between windows

v’ Provide a standard for interfacing with

the application inside the VM
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CernVM WebAPI

* Development effort?
1. Include the cvmwebapi.js library
2. Use the following code

// Request API Access
CVM. startCVMWebAPI(function(plugin) {
// Open Session
plugin.requestSession("http://domain.com/vmcp?id=1", function(session) {
// Start VM
session.start();
});
})s

3. EVERYTHING else is taken care of
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CernVM WebAPI

Contacting CernVM WebAPI

Even’ = °

> (© CernVM WebAP!

You need to install the CernVM WebAPI app to get started.

Install app

Version 2.0.12 for Macintosh

Learn more information about the CernVM technology

Guided installation of WebAPI
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CernVM WebAPI

Contacting CernVM Wee S48 ______‘elnstallCernVMWebAPl

Welcome to the CernVM WebAPI Installer

© Introduction

@ Destination Select You will be guided through the steps necessary to
install this software.

@ Installation Type
@ Installation

@ Summary

Go Back Continue |

Start &

Installation in a pop-up window
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CernVM WebAPI

Contacting CernVM WebAPI

Event Rate Progress Jobs Completed Ranking

170

4 0% « ) 0 « ) 0 4

4 0 4

© Hypervisor required

For this website to work you must have a hypervisor installed in your system. Would you like us
to install VirtualBox for you?

Ok

Cancel

Install Hypervisor if missing
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CernVM WebAPI

« N
‘ N
_—

ealing exe L% VirtualBox Personal Use and Evaluation License (PUEL)

. VirtualBox Personal Use and Evaluation License (PUEL)
Even

fow many €

License version 9, December 13, 2010 HY

virtual machi number of
mil gtea

-1 ORACLE CORPORATION ("ORACLE") IS WILLING TO LICENSE THE EXTENSION PACK (AS
DEFINED IN § 1 BELOW) TO YOU ONLY UPON THE CONDITION THAT YOU ACCEPT ALL OF THE
} ( TERMS CONTAINED IN THIS VIRTUALBOX PERSONAL USE AND EVALUATION LICENSE <
AGREEMENT (“"AGREEMENT"). PLEASE READ THE AGREEMENT CAREFULLY. BY DOWNLOADING
OR INSTALLING THE EXTENSION PACK, YOU ACCEPT THE FULL TERMS OF THIS AGREEMENT.

-

IF YOU ARE AGREEING TO THIS LICENSE ON BEHALF OF AN ENTITY OTHER THAN AN [ .
INDIVIDUAL PERSON, YOU REPRESENT THAT YOU ARE BINDING AND HAVE THE RIGHT TO BIND

W THE ENTITY TO THE TERMS AND CONDITIONS OF THIS AGREEMENT.

§ 1 Subject of Agreement. “Extension Pack”, as referred to in this Agreement, shall be the
binary software package “Oracle VM VirtualBox Extension Pack”, an extension of the open-source
VirtualBox virtualization software. VirtualBox allows for creating multiple virtual computers, each
with different operating systems ("Guest Computers”), on a physical computer with a specific
operating system (“Host Computer”) and for installing and executing these Guest Computers
simultaneously. The Extension Pack consists of executable files in machine code for the Solaris,
Windows, Linux, and Mac OS X operating systems as well as other data files as required by the
executable files at run-time and documentation in electronic form. The Extension Pack includes

=l Aamiimankakian and tindakac nrauidad Fa VAo b Neacla comdas Fhic Aavanmant and dtha Faveae

Accept License Decline License

Install Extension Pack if missing
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CernVM WebAPI

Session is new, asking user for confirmation

Event Rate Progress Jobs Completed Ranking

70

0 < ) 0% <« ) 0 <) 0
© New CernVM WebAPI Session

The website test4theory.cern.ch is trying to allocate a virtualbox Virtual Machine
"VirtualLHC_Challenge". This website is validated and trusted by CernVM. Do you want to

W continue? ]e

Ok

Cancel

Confirm Website Request
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CernVM WebAPI

The Virtual Machine is ready Log-in and keep track of your progress N

Event Rate Progress Jobs Completed Ranking
How many events (particle collisions) What fraction of the current job is How many simulation jobs your virtual Your ranking among the volunteers in
your virtual machine is simulating per completed. (Typically, 1 job = 100,000 machine has processed. this challenge, by number of jobs

minute.

JUuU

0

events)

170

0%

completed.

0

You are now ready to start computing

By clicking the Start button below, we are going to start a Virtual Machine in your computer,
which is going to start performing virtual collisions and sending the statistics back to CERN.
Click Log-in to track your progress on top right corner keep track of your progress!

Ready to start computing
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WebAPI Components

Hypervisor

Installer
CERN
\\:
uCernVM Domain i
Images Whitelist i
A
_________________________________ S

Application -
Webserver
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ED - CernVM WeDbAPI

/ Application \ WebAPI
Website Daemon

Web
S Webserver
cvmwebapl.js (Mongoose)

/

L

Application APl Channel
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Hypervisor
(VirtualBox)

uCernVM
Instance

~




&) cvmwebapi.js

2.

* High-level abstraction API
— Takes care of CernVM WebAPI installation

— Takes care of initiating and maintaining a
connection with the daemon

— Provides interface with the app inside the VM

— Injects discreet Ul elements in the DOM when
user interaction or instructions is required

<!-- Include the WebAPI library -->
<script src="http://cernvm.cern.ch/releases/webapi/js/cvmwebapi-latest.js">
</script>
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&) cvmwebapi.js

.\ K
Contacting CernVM WebAPI %16\

\
N\
N,

Even” = ' ‘ ting

. (D CernVM WebAPI < Embedded Ul

} You need to install the CernVM WebAPI app to get started.
§ —.l
Install app

W femen a0 E e 1. Click the file at the lower-left of your browser

window cvmwebapi-2.0.12.pkg.

Fi rSt-ti me insta I I in stru Cti ons > 2. Follow the on-screen instructions to install the
CernVM WebAPI app.

Learn more information about the CernVM technol

Click here to retry the download if it failed.
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En @ libCernvM

e —"

e Stand-alone C++ library for interacting with a
local hypervisor

— Detect or install hypervisor (currently VirtualBox)
— Fix misconfigurations (ex. missing extension pack)
— High-level session based API interface

Create Start Save
.. Power I :
Missing Off Runnig Saved
[— [— [—

. _~ Destroy ~_ __“ Stop
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Application Webserver

* You need an endpoint to serve the VM
configuration information (VMCP)

— Signed with your domain’s private key

"name": "MyAwesomeVM",

"secret": ”s3cr3tk3y",

"vcpus": 1,

"ram": 512,

"version": "1.5",

"flags": 8,

"userData": "[cernvm]\nusers=user:users;password"
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Use Cases

* CernVM WebAPI is already in usein :
— CernVM Online
— CERN 60 Computing Challenge
— Citizen Grid
* Thereis interest for use in:
— CERN Open Data
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The CernVM Online Interface

Dashboard

Your context definitions

Name Operations WebAPI
& CopilotvM (4 Clone . Withdraw (3~
& CopilotVM-Agent 4 Clone || ' Withdraw || (5 | 1CPU/1GBRAM/10 GB disk
- 1CPU/2 GB RAM/ 10 GB disk
& LXCv5 (4 Clone = £ Withdraw (3~ | 2 CPU/2 GB RAM /20 GB disk
& TAT-Client-23 %4 Clone | % Withdraw (G~
& TA4T-Client-44 (‘4 Clone L Withdraw (3~ ] Launch now ~
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The CERN60 Challenge

Starting virtual event generator I a John Charalampidis  Progress details

The Virtual Machine is booting .
Event Rate Progress Jobs Completed Ranking

How many events (particle collisions) What fraction of the current job is How many simulation jobs your virtual Your ranking among the volunteers in
Eve nt Rate your virtual machine is simulating per completed. (Typically, 1 job = 100,000 machine has processed. this challenge, by number of jobs
minute. events) completed.
How many events (particle collisions) I 70 1
your virtual machine is simulating per

minute.
JUU 0%

0

Learn more: Collisions analyzed with:
Generator: pythia8

Introduction to high . ATLAS_2011_59131140
energy physics "'

—

N \‘:X,::;"—’ \ |
simulations \ ‘ I

See the simulations Beam
produced by your
computer / E

. mem——

Learn about the
software that does the
simulations

http://test4theory.cern.ch/vihc
“Let’s reach the LHC Event Rate”
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The CERN60 Challenge

HALL OF FAME

Here is a name cloud of all the volunteers who signed in and contributed at least one job, Thanks to you, and t 1 6 N OOO SGSS'OnS
arsten 8.000 users

. Ryder Bluhm 108 countries — 90 languages
Wade Gillingham ]
Avg. of 400 sessions per day
Marek — S
thomas noé Joe Tursi
Andrew Smith Sylvai : popwi
Manazi Erick Erickson
BidemaEx CoollFrancois Grey Jim 'Artless' Merrill 5’400 people bOOted a VM
Adrian Ellingsgaard 1,100 had problems
Matthew Gregg (about 80%: slow network)
Poe lvan Koeff - o7
Steve Kuntz
Mike Wilkinson Bernie Telalovic

Efi Psomopoulou

“"During the challenge detailed analytics
were collected




® Sessions (All Sessions) @ Sessions (Sessions - VM:running) @ Sessions (sessions- Userdogin) @ Sessions (sessions - user-apply_conf)
3,000

B New Visitor W Returning Visitor

Sessions Users Pageviews Sessions - VM:running
All Sessions All Sessions All Sessions
18,756 10,085 34,627
PR S ) o S R
Sessions - VM:running Sessions - VM:running Sessions - VM:running
5,403 1,591 12,886
sessﬂl;sr-/User' Iogmh\‘\— ses;|;v;joser Iogn"\ o sess/n:;nksiujser log r-lr o
4,850 1,456 12,573
— T T el T — sessions- User:login sessions - user:apply_conf

sessions - user-apply_conf sessions - user:apply_conf sessions - user-apply_conf

1371 983 6167
PR, N _—, N B AN

Pages / Session Avg. Session Duration Bounce Rate

All Sessions All Sessions All Sessions

1.85 00:08:06 52.07%

—_—— ST —




Questions ?

Hands-on step-by-step tutorial:
https://github.com/wavesoft/cernvm-webapi/wiki/Tutorial-Intro

Offline questions: icharala@cern.ch



Spare Slides



{o Security & Trust

CERN
? WebAP| Private Key Private Key
domain.com
l Sign

App

Sign
/ | _ \ Get
% Public Key VMCP Response
S domain.com
\ / Validate

WebAPI Daemon
Validate
[% WebAPI Public Kea




VMCP Handshake

gﬁ Private Key
1) Open Session domain.com
, . 4 )
Referrer: domain.com
VMCP: vmcp.domain.com/vm2 2) Contact VMCP
Web Server
WebAPI ..} vmp.domain.com
Daemon
3) Validate & Handle
4) Respond
libCernVM

Session ID: #123456
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