
Computer Security in 2015: 
  

Where are we? What to expect? 
How does it affect science / HEP? 

 

Sebastian Lopienski 

CERN Deputy Computer Security Officer 

 

CHEP 2015 



Congratulations! 

•   
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Delete any               video 

1. Send this: 
POST live_events_edit_status_ajax?action_delete_event=1 

Host: www.youtube.com 

 

event_id: ANY_VIDEO_ID 

session_token: YOUR_TOKEN 
 

2. Receive this: 
{ 

   "success": 1 

} 
 

3. Report to Google and get $5’000 bounty 
http://kamil.hism.ru/posts/about-vrg-and-delete-any-youtube-video-issue.html  
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Blunders happen to everyone 
 

… but better to be ready to react fast 
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Security on the Internet? 

 

https 
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Apple’s “goto fail” SSL bug (late 2012 – Feb 2014) 

6 



Heartbleed bug (OpenSSL) 
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8 From http://xkcd.com/1354/ 



Software and protocols  

we all rely on  

are vulnerable 
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A simple mistake…  
but honest or intentional? 
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Software and protocols  

we all rely on  

are sometimes made or kept vulnerable 
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Code from 2004, running as root 

foreach my $f (<$_[0]/*.out>){     

   [..] 

   my $nf="$f.cut";       # files are in /tmp 

   system "  

      head -100 $f > $nf;  

      echo \"----CUT----\" >> $nf;  

      tail -100 $f >> $nf”; 
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      head -100 $f > $nf;  

 

 
 

Two root privilege escalation vulnerabilities: 

– $f tainted (name of user-created file, can include shell commands )  

– $nf controlled by user (can be a symbolic link to system files) 



Code from 2004, still running as root 

 

 

 

 

Reported by a user:  

“I was in a usual boring meeting  

and just did ps aux in lxplus :)” 
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We often rely on very old code 
 

… but who knew secure coding  
back in 2004? 
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15 
Source: Dick Thomas Johnson/flickr (CC BY) 

 



DRAM rowhammer bug => kernel exploit 

Access repeatedly a row of DRAM memory  
    code1a: 

      mov (X), %eax    // Read from address X 

      mov (Y), %ebx    // Read from address Y 

      clflush (X)      // Flush cache for address X 

      clflush (Y)      // Flush cache for address Y 

      jmp code1a 

This can cause bit flips in neighboring rows 

Proof-of-concepts: privilege escalation exploits 

– e.g. modifying page table entries (PTEs) 

– goal: gain write access to its own page table 

– result: gain read-write access to all of physical memory 
http://googleprojectzero.blogspot.fr/2015/03/exploiting-dram-rowhammer-bug-to-gain.html 
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Attack techniques are highly sophisticated 
 

… and they only get better 
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Exploit kit infection chain 
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Source: Trend Micro 



Attacking is so much easier  
than defending 

 
… and cheaper, too 
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Ransomware: 3 BTC to decrypt your data 
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Bitcoin mining: 

$250 K / month 
Click fraud: 

$2.8 M / month 



Opportunistic attacks 

Criminals are just after the money, 

so they usually chose the “easy targets” 
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Sony Pictures Entertainment breach 
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Targeted attacks 

Much harder to protect against, 

much more devastating 
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27 
… but who is really behind this attack? 



8 months 
 

 

 

 

 

“Average time between intrusion and detection” 
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29 
Source: Evan Long/flickr (CC BY-NC) 



Two types of organisations: 
 

those that know they’ve been hacked  
and those that don’t know  
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March 2015: Largest DDoS in GitHub history 

 

 

 

 

 

“We are currently experiencing the largest DDoS attack in 

github.com's history [..] we believe the intent of this attack is 

to convince us to remove a specific class of content.” Mar 27 
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Source: Bruce Williams/flickr (CC BY-SA) 



Target: BBC and NYTimes on Github     
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Man-on-the-side attack 

1. A web site you visit loads http://hm.baidu.com/h.js  
(Baidu analytics) 

 

2. Your browser requests this JavaScript file from Baidu,  

but gets a response from elsewhere (!) 

 

 

 

 
From http://netres.ec/?b=153DB4E  

 

1. The injected, malicious script hammers two github projects 
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Github didn’t give in… this time. 
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“Superhuman” espionage malware 

•   
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Reprogramming HDD firmware 
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From: Kaspersky Lab 



What else is out there,  
that we don’t know about yet? 
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Is it possible to repel  
government-sponsored attacks? 
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What to do when  
criminals or hacktivists of tomorrow  

use the same attacks techniques  
as governments of today? 
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40 
How is HEP affected? 



Resources, assets 
41 



Motivations 

42 

criminals 
 

motivation:  

profit 

hacktivists 
 

motivation:  

ideology, 

revenge 

governments 
 

motivation:  

control, 

politics 



“ OK, so can someone make money  

from hacking HEP? ” 
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Bitcoin mining by a rouge sysadmin 

 

Inspired (issue 18, Feb 2015) 

http://www.egi.eu/news-and-media/newsletters/Inspired_Issue_18/cryptocoin.html  

 

“[..] substantial amounts of mining jobs were submitted 

over the 2013 Christmas holidays before being discovered 

in early January. The user had attempted to masquerade 

the mining activities as legitimate production jobs and also 

tried to hide his traces by planting false evidence of 

external attacks on the job submission machine.  

He failed and was caught.” 
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Computing power == money 
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“ We just do fundamental research 

– how can this motivate an attacker? ” 

46 



CERN, “a fun real-world example” 

http://blog.securitymouse.com/2014/07/hacking-cern-exploiting-python-lz4-for.html  
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LHC start-up? Death threats 

•   
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“ But black hole fears aside,  

why would someone  

specifically target HEP? ” 
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CERN Internet Exchange Point 
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The URL? 

https://unosat.web.cern.ch/unosat/unitar/publications/UNOSAT

_GAZA_REPORT_OCT2014_WEB.pdf  
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The URL? 

https://zenodo.org 
 

 

 

 

 

 

 

 

     From https://zenodo.org/policies  
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We never do “just HEP” 
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Windigo operation 

54 Source: ESET 



Educational/research labs as relays 
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Watering hole attacks 
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Source: pjah73/flickr (CC BY-NC-ND) 



We may be not the primary target 
 

… but we may still be attacked 
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Security - it’s just as with earthquakes  

Risks are there, whether we like it or not 

Addressing them means investing in protection and preparation 

Including security early is the only option 

We need awareness and education on all levels 

Additionally, our systems and outside threats constantly evolve 

58 
From Masahiko OHKUBO/flickr CC-BY 




