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Motivation for EOS CERNPL (20

Department

e separate hot- and cold storage

e storage for analysis use-cases

e a storage system with dynamic life-cycle
management

e simplistic deployment and operation
model

CERN Y
IT Department

Thursday, March 6, 14 2



CERN Use Case CERN|T (03

Department

CERN disk-only file storage for (non-)LHC derived data targeting
physics analysis use cases:

e five multi-PB installations
(few thousand disks per instance)

e simplified life-cycle management workflows for on-going replacement/repair of hardware
e JBOD disks (no RAID controller) using software RAIN

e low-latency file access with in-memory
namespace (ms) - 174M files

e multi-user platform

e T2/T3 user/group areas with fine-grained access control and quota management e.g.
shared space for the Higgs analysis group etc.

e GRID storage element

e secure LAN & WAN access

® accessed from thousands of CERN-local and remote
batch nodes with Kerberos and GSI| authentication

e accessible via XRootD, GridFTP, HTTP(S) & WebDav
protocol - and as a FUSE filesystem

CERN y
IT Department
<7
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EOS Architecture

R P P
»

) XRooTD
CLIENT

) XRooTD

?) XROOTD
S

CERN
IT Department
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Conceptual Configuration CERN|T [0

Space,Node,Group & Filesystem View Department

EOS organizes filesystems in views by spaces, nodes, groups and filesystems. By design there can
be an arbitrary number of spaces. There should be at least as many groups as filesystems per node.

Space
P E— R R TSRS RSN
Group Flesystem l). ! ! ! )

CERN Y
IT Department
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Da//

soge  EOS Deployment at CERN i | JEOS

Services Department

Raw Space 64.36 PB Harddisks 29.4k
B ATLAS B CMS B ATLAS B CMS

LHCB B LHCB
PP 70 PB

PUB PUBLIC B PPS 30000
52.5 PB 79500
35 PB
18.4
12. 10 - 15000
arias e Bl 12.6 Y 8665 4458

ALICE

| o .
LHCB™ oo 184 & D R 042 J 650 ZyA- 750C

CMS
PPS ALICE
ALL LHCB SRS 8665

PPS T

Used Space 42.1 PB Stored Files 174 Mio.
B ATLAS B CMsS B ATLAS B CMms
LHCB
LHCB N

150 Mio.
|00 Mio.

e Ny

PUBLIC

*EOSPUBLIC started 4.6.2013

Thursday, March 6, 14



EOS Deployment outside CERN S | IEOS

Department

1st external instance of EOS at FNAL for CMS

as Lustre/Bluearc-NFS replacement

e mainly accessed via FUSE
e single replica (RAID disks)
e 16PB

2nd external instance of EOS at SASKE

(Martin Vala)
e 161TB
e CAF output into volume based scratch directory

e Nanofluid/Cosmics department starting usage
e FUSE mounted on SASKE Ixplus
e FEvaluating PROOF on top of EOS

Other instances in Taiwan
(2 instances: AMS 0.4 PB, HPC as Lustre replacement 0.6PB),

CERN Kurchatov T1 Gy

IT Department
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Data & CERN| T

Storage EOS Production Version

Services

Department

)
AN UPDATE iS AvaiLAse |
ForR Your Comeurer :

FREe Sr T

/ «;' l/‘\” ( N
- 6% &

x yindows via

BERYL v.0.3.0 - 0.3.21

Summer 2013 - today

EOS & future Storage
Thursday, March 6, 14 8



coo:  Addressed by EOS Beryl peni [

Services .- Department

® cover accidental deletions < i\l

recycle bin N Z
x\«, m \/x <
® improve reliability/high availability == S
Master/Slave namespace B
® decrease cost, increase reliability -

ECC erasure encoding/RAIN e.g. (4,2) : 50% space overhead
LRU cache & policy based file conversion e.g. after | month from 2 replica to
(8,2) : 25 % space overhead

® client for multithreaded applications
new XRootD client

® integrate remote CC according to IT planning
GEO replication support Wigner/CERN

® add standard interface
WebDAV/HTTPS support with KRB5 + X509 authentication

EOS & future Storage
Thursday, March 6, 14 9



Data & CERN| T

sorage — SACAIESSEd DY EOS Beryl

Department

Services

® provide/improve POSIX-like client
FUSE reimplementation/multi-threading/stability improvements

® provide XRootD interoperability
third party copy support - today can copy
@CERN: EOS <=> CASTOR

® project quota
shared quota in a namespace subtree e.g. restrict the ALICE quota ;-)

® provide generic usable GSI interface for XRootD
gridFTP DSI plugin for XRootD - not for ALICE!

EOS & future Storage
Thursday, March 6, 14 10



baizs— SEOS Beryl Deployment Model  CeNT

Storage )
Services - High Availability Namespace Setup Department

XRooTD
CLIENT

MGM
ALIAS

redirect writes

fe - <ot MGM read-only namespace

< Sdirect clients ) XRooTD
SERVER

read-write namespace

- Namespace deployed as RW-RO
pair

- RO->RW transition instantaneous
[ HA failover without service interruption ]

- RW->RO transition requires NS reboot

SERVER
[ — T——

100-350 nodes / 2k-8k disks

EOS & future Storage
Thursday, March 6, 14 11



228 EOS Beryl Scalability CERN| T

Storage
Services - Expected 2015 capacity in largest instance Department

The performance indicators ...

O MD & Managerment

64k

tested

15k clients #tcp msg memory
500M files
avg. < 1 ops in 30s h‘:""‘ 70k c'“';""
kHz-MHz ops

from Ixbatch

n.n.

400 nodes
10k disks
15k active clients

40 PB raw capacity
(assuming 4 1B/disk) 2.3x today

LD S

STORAGE FST - | * 200 GB/s read 10
(10% for background scan 3w)
* 500 M files

#files (MD Inmemory)
(>40 MB avg size) 5x today

CC scale-up in 2015 x2 @l

_—

300 nodes
10k disks

690 MB/sread  6MFiles | 35disk 1-8Mbillionreplicas

Thursday, March 6, 14 12



bata&  EOS ALICE Availability & Usage [T

Storage
Services - One year view including scheduled downtimes Department

EOSALICE - Service availability - last year

100 °
-1 99.66% availability
80 - two updates
- several times reverse DNS
60 | errors originating from
indian site
40 | -two headnode software
20 _ crashes
~ | - 30 hours total downtime/
0 - . : . : . : . . : . _ year -
Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb @
aver: 99, 66% max: 100, 008 min: 69, (% curr: 100, 008

05-03-2014 01:34:35

EOSALICE - - last year

400
300
200

100

0 - — . : . . . —_ . . . . '
Apr  May Jun Jul Aug Sep Oct Nov Dec Jan Feb ¢z

B eos_xrootSmin_Ls W eos_xrootSmin_OpenDir W eos_xrootSmin_OpenRead
W eos_xrootSmin_OpenWrite eos_xrootSmin_OpenWriteCreate
W eos_xrootSmin_OpenWriteTruncate W eos_xroot5Smin_Redirect

© eos_xrootSmin_RedirectENJENT eos_xroot5min_RedirectENINET

eos_xroot5min_RedirectR B eos_xrootSmin_RedirectW B eos_xrootSmin_Rm

eos_xrootSmin_Stat
05-03-2014 01:36:23

Thursday, March 6, 14 13



baiat — EOS ALICE Usage CERN| T

Storage
Services .- ONeyearview Department

Aggregated network traffic per SE

=

5 9766 Mels

% 488.3MB/s | ' ‘
= 0B/s

12.4 GB/s
11.92 GB/s
11.44 GB/s
10.97 GB/s
10.49 GB/s
10.01 GB/s
9.537 GBJs

9.06 GB/s
8.583 GB/s
8.106 GB/s
7.629 GB/s

5 7.153 GB/s

O 6676 GB/s

Eg Y P IH IH| H

3.815 GB/s
3.338 GB/s
2861 GB/s
2384 GB/s
1.907 GB/s
1431 GB/s

976.6 MB/s P
488.3 MB/s
0B/s
Mar  Apr  May  Jun Jul | A | Sep = Ot  Nev = Dec  Jan F

|A CERN::EOSI

Traffic IN Traffic OUT

E O S Series Last value Min Avg Max Total Series Last value Min Avg Max Total
1. M CERN::EOS 175.1 MB/s 6.587 B/s 202.4 MB/s 7.057 GB/s 5.937 PB 1. W CERN::EOS 7.511GB/s O0B/s 4.125GB/s 31.98GB/s 123.9PB
Total 175.1 MB/s 202.4 MB/s 5.937 PB Total 7.511 GB/s 4.125GB/s >50%

of ALICE
read 10 by
Al L Total 1.17 GB/s 940.8 MB/s 27.37 PB Total 11.82 GB/s 8.01GB/s CERN::EOS

Thursday, March 6, 14 14



st EOG ALICE Usage CERN|T

Storage
Services 4 Internal & External Traffic Department

[root@lxbrf39c@1 ~]# eos -b io stat -d

#
# I0 by domain/node name: EOSALICE - domain_io_out_chSminavgrate - last year
# 8.
io domain 1min 5min 1h 24h 7.
# 6.
ouT . ro 1.38 G 6.91 G 187.49 G 10.55 T 5.
ouT . ru 53.71 M 223.72 M 40.94 G 16.86 T 4.
ouT fr 14.55 G 76.06 G 1.04 T 61.85 T 3.
ouT . No 0.00 0.00 0.00 100.61 k 2.
ouT .Cz 4.06 G 14.85 G 305.72 G 22.88 T 1.
ouT uk 948.71 M 3.97 G 79.49 G 750.35 G 0.0
Apr May Jun Jul Aug Sep Oct Nowv Dec Jan Feb
ouT -Su 63.77 M 535.22 M 23.83 G 874.20 G aver:2.476 max:7.61G min:25.82k curr:3.416
ouT eos 6.64 G 27.34 G 371.87 G 17.99 T 05-03-2014 09:48:38
ouT .dk 36.10 k 348.58 k 1.34 G 94.06 G
ouT .org 689.93 M 7.48 G 170.42 G 9.69 T 1
ouT 1xplus 0.00 0.07 . oot Tl’affIC at CERN
ouT 1xb 30.19 G 173.57 ! Lo .
ouT m 1.45 K 1.45 . EOSALICE - domain_io_out_deSminavgrate - last year
ouT Lit 20.38 G 90.76 ' GO0 M
ouT other 15.03 G 115.40 ! 500 M
ouT pb-d-128-141 0.00 0.0
ouTt .se 0.00 0.0 400 M
ouT .ch 48.38 G 273.58 |
ouT .edu 0.00 429.67 300 M
ouT .de 1.35 G 11.25 ¢
200 M
100 M
o]
Apr May Jun Jul Aug Sep Oct Now Dec Jdan Feb
aver:140.55M max:582.67M min:720.78 curr:20.53M
05-03-2014 09:46:18
EOSALICE - domain_io_out_frSminavgrate - last year
600 M+
500 M Traffic to Germany
400 M
300 M
200 M
100 M
0 -
Apr May Jun Jul Aug Sep Oct MNow Dec Jan Feb
aver:85.63M max:571.72M min:0.00 curr:472.73M
05-03-2014 09:47:38

Traffic to France
Thursday, March 6, 14 15



gf‘otf‘;;‘e EOS Storage Content Validation ~ CERN|T

Services < Load-aware File Scanning Department

Example of weekly file scanning in EOSATLAS

EOSATLAS - aggregatediskreadrate - last 2 months . .
. All data on EOS is read once a week using

direct 10 and block and file checksums are
verified and errors reported. In ATLAS

200 k

130k scanning is synchronized over all disks (in
ALICE it is smeared) peaking at 100-200

100 k GB/s.

50 k

Week 03 Week 05 Week 07 Week 09
aver:26.79% max:183.52k min:7.06k curr:11.71k
05-03-2014 02:21:58

EOSATLAS - TimetocopyafileoutviaXRDCPinseconds - last 2 months
.

3.0 There is no correlation(degradation) of file
access latency or IO rates with the file
background scan.

2.0

1.0

Week 51 Week 01 Week 03 Week 05
aver:348.78m max:2.55 min:215.56m curr:319.35m
05-03-2014 02:21:37

Thursday, March 6, 14 16



szt NEO)S Storage Content Validation =~ CERN|T

Storage
Services - FOCKResults & Disk Probe Department

EOSALICE - - last 2 months
-
1.0M
0.0 3
Week 03 Week 05 Week 07 Week 09
W eos_fsck_m_mem_sz_diff W eos_fsck_d_mem_sz_diff W eos_fsck_m_cx_diff
W eos_fsck_d_cx_diff eos_fsck_orphans_n W eos_fsck_unreg_n
W eos_fsck_zero_replica eos_fsck_rep_diff_n eos_fsck_rep_offline
eos_fsck_file offline m eos_fsck_rep_missing_n
05-03-2014 08:13:05

FSCK tool reports scan reports: unavailable files, inconsistencies etc.
EOS probes filesystems on ten physical locations every 5 minutes writing

and reading a bit pattern. In case of errors filesystems get automatically
disabled and if configured drained after a grace period.

Thursday, March 6, 14 17



Current problems ... S | IEOS

Department

We have identified two GBLIC bugs by now

- although it has biggest namespace - EOSALICE is
one of the most stable instance

e this is due to the authentication configuration

e there is only UNIX (=no) authentication configured in
combination with ALICE token authorization

e e identified the major reason for instabilities in ATLAS/
CMS instances in the past week
e KRB5 and GSI Authz in XRootD uses seteuid/gid calls
e dead locks if a thread is created/destroyed at the same time
e reduces auth/s performance by factor 10!
e thisis a (known) GLIBC bug

e XRootD 4.0 does not use anymore seteuid, there is only a local patch
for XRootD 3.3.6 available

we validated that UNIX semaphores are not thread safe
(bug filed to RedHat)

e  XRootD 4.0 (client) avoids semaphores

CERN e local CERN patch for XRootD 3.3.6 available y

IT Department
<L~

Thursday, March 6, 14 18



CERN| T 5]

Current problems ... Department

Currently observing socket leaks introduced by

clients running on virtualized batch nodes

® reason is not understood
e MGM/FST has established connection
e there is no connection on client side visible anymore

e work-arounds
e configure keep-alive in XRootD
e configure idle timeouts for connections

xrd.network keepalive
xrd.timeout idle 120

CERN y
IT Department
<72/

Thursday, March 6, 14



Datirs CERN|T

~Storage EOS COming Releases

Services .- Department

Future Releases/Bundle

CITRINE v.0.4.0 DIAMOND Bundle

2014 2014/15

EOS & future Storage
Thursday, March 6, 14 20



Roadmap it ]

Department

&

Inter Group & Geo Balancing 0

Z Scale-Out authentication 0

PSR X RootD 4 @

*ReadV support with RAIN files

*Thread-private authentication protocol list

will allow to distribute a transfer sss keys to do authenticated third-party
transfers from any XRootD 4.0 storage (probably not dCache)

e Topology aware Scheduling & Placement

CERN IT Department
CH-1211 Geneva 23 y
Switzerland

www.cern.ch/it e
Thursday, March 6, 14 21



Geo Balancing st [ ]

Department

“improve service resizing & data access efficiency in distributed CC” &

® Inter Group Balancing

steady pool expansion requires to add placement groups

® Geo Rebalancing
optimize access in distributed CC (CERN/Wigner)

e — BB
/T

CERN IT Department
CH-1211 Geneva 23 y
Switzerland

www.cern.ch/it e
Thursday, March 6, 14 22




Scale-Out Auth CERNI

Department

“improve scalability when increasing the number of clients (batch virtualization)” &

® Front-end Authentication

scale-out X509/KRB5 authentication, multiplex sockets

XRootD Clients O O O O

XRootD Auth Server Scal e-out

‘ oOMQ
‘0\‘\‘:“\"
SEIXRootD MGM Server
. \

CERN IT Department
CH-1211 Geneva 23 y
Switzerland

www.cern.ch/it e
Thursday, March 6, 14 23
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ReadV Support s ] ]

Department

“improve analysis data access efficiency with reduced storage costs” &

 As of today RAIN adds additional LAN latency
(RT between disk server) to analysis (readV)
- Two options for high performance analysis support

« XRootD 4.0 exposes readV call in OFS plugin
the gateway server can read asynchronous from several
remote disks boosting performance involving more disk

spindles ./"s\ Donel

The new XrdCl provides a plugin interface allowing EOS 10: readV
calls are asynchronously fetched from several remote server

.< ~3 month

CERN IT Department
CH-1211 Geneva 23 y
Switzerland

- ~/”
www.cern.ch/it
Thursday, March 6, 14 24




CERNIT

Topology-aware placement & scheduling Department

“reduce failure modes & improve data access efficiency” &

. CERN St
‘evzay —>
CERN Wigner IR AR LT R

i bbb i Rack
GEO Scheduling e
today BERYL TR TN SN N Doooot D000 TOOa

CERN IT Department
CH-1211 Geneva 23

Switzerland
www.cern.ch/it
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Roadmap Schedule tb.d.  “MNT

Department

today ﬁ‘

Beryl 0.3.21

---q

Merge new EOS shell

Merge LevelDB FST MD

Log Format Streamlining

),
~
\) Merge ReadV + XRootD 4 (pending release)
) :
J
J

Citrine 0.4 i March 2014

Topology Aware Scheduling

Refactored Draining
- Strong Auth in FUSE ;

. FUSE Evolution June 2014
CERN IT Department , . .
Cr-1211 Geneva 23 C 1trine EOS & future Storage y

www.cern.ch/it /
Thursday, March 6, 14 26




S Archive Interface e

Current Discussion Department

« Currently drafting a proposal (orig. request from CMS) to add &
archiving functionality from EOS to CASTOR

- for non-GRID use cases (analysis groups, small VOs)

{,

A%

- archive subtree of EOS namespace

« no direct user access to CASTOR anymore - only via
archiving service integrated into EOS shell

- archiving of files + meta data

e
E f}s €---rmmsmmmmmmmmmmmsmem- > g CASTOR
! 3rd party transfer St
by service account orage
S Storage Y 9
CERN IT Department
CH-1211 Geneva 23 Y
SW|tzerIan_d <7/
www.cern.ch/it

Thursday, March 6, 14 27



| ooking beyond EOS
DSS R&D

Thursday, March 6, 14
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S

Diamond R&D - Why do we do that?

* things we didn’t achieve ( by design ) with EOS or DPM
* scale-out meta data
* SPOF/DPOF-free
* fully organic self-healing storage - plug & forget
* AFS-replacing storage system anytime in the future ...

 things we didn’t achieve ( by design ) with CASTOR
* scale-out meta data
* modular & decoupled disk/tape stack
* exportable/simple community software
* based only on free software

* things we didn’t achieve ( by design ) with EOS/DPM & CASTOR

* share the disk storage and namespace implementation
* have a large (non-HEP) community product

Thursday, March 6, 14
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Uf‘v' -r;{r‘.

vy

Diamond Rs&D - Why a BUNLE?

e dea iIs to provide building blocks to customize storage
infrastructure

e few examples

XRootD / EOS Beryl today’s building blocks
e Scalable Meta Data Server (Namespace) with a parallel Query Engine

e Scalable Storage System with File & Directory Interface based on common
object storage interfaces (CEPH is placeholder)

e XRootD + HTTPS interface for secure WAN access to object stores, local and
network filesystems

e POSIX FUSE interface with strong security

e |arge community product

Thursday, March 6, 14 30
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& Storage
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Diamond RgD Infinity O

- trivial idea: store a namespace in a scalable object store

e we can represent data in a hierarchical structure using directories and files and we don’t need to group an
infinite amount of files into a single directory

* each file is a change-log entry in a directory object
e each directory is represented as an object in an object store as a change-log file

® these change-logs require compacting after many create/delete operations
¢ a change-log file is perfect to cache remotely: if file size changed fetch the appended piece, if file size shrinks copy the whole file

/

directory represented by object

dir.attributes

T "N i . - + filel.root

" e N o N il + file2.root

3 1T A ..é é + file3.root
= file changelog
é + file4.root

- file1.root

- file 2.root

Thursday, March 6, 14 32



An existing Object
Store ...



Uf‘v' _r;i‘.

S

D Iamon d R& D Scalable Object Store/Namespace using CEPH

e @ceph is an open source implementation of an
object store providing features like dynamic resizing,
self-healing, guaranteed consistency, low read latency,
async object 10, extended attributes + key-value map per
object, object notifications

® [T-DSS provides now a @ceph (rados) object store
service with | PB capacity |x3] (~50 nodes) -
initially for VM hosting

| |
(=== :Jm::J =j|=j|l= 1=

e (e J{ e J R e e )| [ e { e { s J{ e N { s} { s J (s Y e J e o]
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D Iamon d R& D Scalable Object Store/Namespace using CEPH

® @ceph provides a filesystem - it is based on the
paradigm to trust each client e.g. there is no server
side authorization

® non-trivial to add server side authorization

® FS has (still) performance/stability/feature issues

® prototyping XRootD plugin using the object store
implementation RADOS adding Auth+Authz to
provide namespace and file storage

® asa CEPH gateway running on front-end machines

® as a CEPH overlay gateway on CEPH OSDs

® RADOS low-latency read, high-latency write

~25-40m:s if not |O limited on hard disks
(transaction ACK when synced in OSD journal - CEPH@CERN ~25k wOPS)

Thursday, March 6, 14
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D 1IAMOon d R& D Scalable Object Store/Namespace using CEPH

GATEWAY SETUP

o) XRooTD
CLIENT

XRootD Protocol

v K
auth+authz  @’RS9Ie  @O’R8ore @Rese Scale-Out Frontend

RADOS Protocol

= easy deployment O
P 2 ceph
/ ~ double 10 traffic Q p
double latency

/ ~ loosing parallel 10

Thursday, March 6, 14
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D 1IAMOon d R& D Scalable Object Store/Namespace using CEPH

OVERLAY SETUP
Gateway on CEPH OSD O optimized 10

/ ~ more complex
6 deployment

Scale-Out Redirector Frontend
o) XRooTD o) XRooTD o) XRooTD

SERVER SERVER SERVER using RADOS API to compute
location of a named object

XRootD Protocol

XRooTD XRooTD XRooTD XRooTD
aUth+aUch 2) SeErvER ~ 2) Server 2) ServeEr ™ 2) Server

wosormma | € ? ~ @®ceph

0sD1 0sSD2 0sD3 OSD4

Thursday, March 6, 14
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D 1IAMOon d R& D Scalable Object Store/Namespace using CEPH

OVERLAY SETUP
Gateway on CEPH OSD G optimized 10

/ ~ more complex
e deployment

Scalability Optimization
No auth on OSD!

Scale-Out Redirector Frontend
auth o) XRooTD =) XRooTD ™\ XROOTD

SERVER SERVER SERVER using RADOS API to compute
location of a named object

XRootD Protocol

\Z
authz Q )é.r‘é?asé.? ~ (@) XRooTD o) XRooTD =) XRoOTD

SERVER SERVER - SERVER
RADOS Protocol l O h
& E E E ®) Cep
0sD1 0sD2 0sD32 0SD4

Thursday, March 6, 14
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o

Diamond R&D - Some Components ...

XRootD Auth Change Plugin

Plugin uses XRootD Authentication structure to set a per thread filesystem user/group ID.
Allows an XRootD to act like an NFS server storing and serving files with the uid/gid of the client connected e.g. can use the permission system
of a local filesystem => allows AFS-like volume storage!

libRadosFS

IO library abstracting change-logfile object-based directories and object-based files

XRootD libRadosOSS

XRootD OSS plugin using libRadosFS to interface XRootD to the RADOS based pseudo-filesystem

XRootD libRadosCMS

XRootD CMS plugin to locate the primary location of RADOS objects for front-end redirection

XRootD libCephfsOSS

XRootD OSS plugin using libcephfs to interface XRootD to the CEPH Filesystem without a local mount

XRootD XrdCl Plugin

Plugin-in implementation allowing user transparent data management and parallel 1O

Server-side implementation as OFS plugin - client side as XrdClI plugin

Refactor lI-FUSE implementation and XrdCl plugins to provide fully asynchronous file & dir operations and file & meta data caching

Thursday, March 6, 14

39



Diamond RgD - RadosFS

g - -’;fl.

4

S

RadosFS

Optimizations:

- File Access does not involve Directories
- Files are named objects with full path
- File location computed by object name
- Directories cache ‘Is -la’ related meta data
- Directories store query related attributes
- Renaming however is expensive (copy)

/d/1

Thursday, March 6, 14

Directory Object /d

persistent in-memory cache™"
Fil8 MD
Cache

size/perm |

size/perm |

size/perm |

i
======================

3 type of attributes:

<key,val> on dir object
(attributes related to the directory)

<key,val> on file object
(attributes related to the file)

<key,val> on entry in dir object
(query attributes related to files)

/d/A

/d/B

EOS & future Storage

40
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Diamond R&D - RadosFS - Current State

- File, Directory implementation complete

- XATTR on file and directories implemented

- ATTR on directory entry in progress

- ‘Is -I' meta-data cache optimization in progress

- FSCK tool available

- Directory Object Compaction prototype implemented
- not implemented yet

- not implemented yet

Tests so far:

- Prototype setup as ATLAS small log-file storage (few initial tests done)

- Test with Single-Core VM in OpenStack with RadosOSS-XRootD and CEPH service =>
[4k files] creation 300 Hz open-read 1kHz

- Tested 250 x 3 Mio objects in CEPH

EOS & future Storage
Thursday, March 6, 14 41



Diamond RgD - CEPH - Features

Current version of CEPH provides

- Object storage (rados)

- S3 storage (radosgw)

- rados block device (rbd) [ VM hosting - ephemeral VM storage |

- 100% posix filesystem (CephFS) [ main limitation: clients are trusted ]

Next versions of CEPH (Firefly/Giant) contains
- storage tiering

- erasure encoding (currently alpha state)

- key-value store backend

SSD

FUSION FUSION FUSION replicated objects

I LRU based migration

HDD
Pool

erasure encoded objects

Thursday, March 6, 14 42



Diamond R&D - What can we build ... one example

NFS Service with WAN & WebAccess

o) XRooTD

CLIENT
ee

v4

-
secure®s secure | .
.......................................................................... e e
.~ : .
. 1 ¢'
-------------------- D P Ty
A4V L
o) XRooTD ¢
SERVER'¢
X Server
v4
¢3~
""""""""":;'J"'""*;’; """"""""""
P ~
e AR
. o
"' N
L d .
,.-” rbd/cephfs *+._local disk
¢" hRS
g S
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Diamond R«D - What can we build ... another example "
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A Namespace for an Experiment Catalog or the successors of EOS and CASTOR
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Diamond R«D - What can we build ... 3"9example
A secure global or cloud data management and storage system
-
@ g = XCRDDTD I_‘U ‘T -
LIENT <€---- \
€ o : rYIE
PR x*‘u( .........................................................................
| () xRooro Globkal/Cloud Namespace
infrastructure-aware
9)R9%Ie  Local Storage °) SiRvir Local Storage

any XRootD enabled storage
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DIAMOND Bundle

o~ mm—

D I A M O N D VST %~:«% “one Jofugin to rule them all ...”
W) XRootD
® XrdCl |O Plugin
VST
root ><r|O|FCI >|<rr1?|§]| "'
—} read/write hook s
/global ‘
close hook
/s
% ® Gobal File Placement
® Global File Access
xrdcopy
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e UUID generation
® Checksumming
® Access Error Reporting

EOS & future Storage
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identical software

%) CASTOR

Storage
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Plugins
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Self-contained & Simple |
HTTP/XRootD enabled
Storage System

Diamond R&D

CITRINE

5% XRootD

Storage

«trivial idea: store a namespace in a scalable object store
* we can represent data in a hierarchical structure using directories and files and we don’t need to group an

infinite amount of files into a single directory
« each file is a change-log entry without meta data in a directory object

« each directory is represented as an object in an object store as a changelog file

* these change-logs require

ing after many

«+ a change-log file is perfect to cache remotely: if file size changed fetch the appended piece, if file size shrinks copy the whole file

/

fa o e
/ala | falb | i e
diratibutes
N ’\
‘=s§ 3
file changelog
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directory represented by object

root

userx

root oz sys.y
+ file2.root ]
+ file3.root
+ filed.root l I
- file1.ro0t

DIAMOND

@ ceph

# ceph

radosFS (C) CERN

Global
DM

Storage

Global Namespace &
Metadata Catalog

................................

Data Distribution Hybrid XRootD

Policies Storage
DIAMOND
D IA M O N VST Q "one}qugin to ru[e t‘ﬁeﬂl a[T..."
@ ceph
&5 XRootD
1O Plugin
?’ poicy-awe
VST
root xr.ldF.Cl ﬁ(}:ll -
FUSE open hook
read/write hook
[citrine
close hook
,% g
= e Gobal File Placement
e Global File Access
xrdcopy

eUUID generation
e Checksumming
eAccess Error Reporting
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Diamond RsD - Timescale & Expectations

CEPH

- very appealing product as lowest storage layer - serves many use cases
OpenStack/FileSystem/Object-Storage - Object Storage implementation very stable
- new interesting features like Tiering & ErasureEC probably give 6-12 month
before production proven and ready

- integral part of OpenStack - OpenSource, backed by company Inktank

- CASTOR 2.1.15 will use parallel 1O of CEPH to reach high-bandwidth tape
streams

Caution: a fundamental concept of CEPH is to write small objects. A GB-sized file cannot be written as a single object.
CephFS implements this chunking into 4 MB objects. CephFS is not yet considered production quality ... e.g. there is no
FSCK check & repair utility and no support offered by Inktank. CEPH creates a strong coupling between hardware and
failures. If the redundancy level is too low a node failure on the level of the default replication policy can make many or all
files unavailable. Standard recommendation is three replica. Erasure EC will help improve this in the future. CephFS has to
be run with XRootD in gateway mode e.g. CephFS is mounted on XRootD gateway nodes.

DIAMOND R&D

- nothing decided yet - still all R&D

- start performance & scalability testing now of RadosFS

- afterwards look at implementation of global DM tools

- intention to make a R&D package available soon for the Firefly release for
interested people ‘to play’ and gather some experience
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