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Preamble

“Freedom, security, convenience ---
choose two” (Dan Geer)

Consequently:

“Security will always be exactly

as bad as it can possibly be

while allowing everything to still function.”
(Nat Howard)
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(2014/5) EU right to be fogotten

Court of Justice of the European Union

PRESS RELEASE No 70/14
Luxembourg, 13 May 2014

Judgment in Case C-131/12
Google Spain SL, Google Inc. v Agencia Espafiola de Proteccién de Datos,
Press and Information Mario Costeja Gonzalez

An internet search engine operator is responsible for the processing that it carries
out of personal data which appear on web pages published by third parties

http://curia.europa.eu/jcms/upload/docs/application/pdf/2014-05/cp140070de.pdf

» Google provided webform for EU and CH citizens:

https://support.google.com/legal/contact/Ir eudpa?product=websearch

» But now:
How to avoid that information of common interest, historical data
or other important information goes down the drain??!

http://www.nzz.ch/aktuell/digital/google-setzt-recht-auf-vergessenwerden-um-1.18312335
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WARNING: Using TrueCrypt is not secure as it may contain uniizg
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The development of TrueCryvpt was ended 1n 5/2014 afjes?
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http://grahamcluley.com/2014/06/truecrypt-hidden-message/

spanish Latin Detect language ~
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(2014/6) Facebook Re

Experimental evidence of massive-scale emotiop#
contagion through social networks

Adam D. I. Kramer™', Jamie E. Guillory®?, and Jeffrey T. Hancock®©

http:

/ informed
ghnection with the re-
ZZd in their paper, “[The
, s Data Use Policy, to which
A0 an account on Facebook, con-
g4 for this research.” When the authors
For publication in PNAS, they stated that:

» Manipulating 300k News F
Can FB influence moodz

C eriment was conducted by Facebook, Inc. for

gooses, the Cornell University IRB [Institutional Re-
] determined that the project did not fall under Cor-
F uman Research Protection Program.” This statement has
ce been confirmed by Cornell University.
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Hospital Networks Are Leaking Data, Leaving

Cnritical Devices Vulnerable

BY KIM ZETTER 06.25.14 | 6:30 AM @ PERMALINK .
http://www.wired

How Hackable Is Your Car? Consy#

Chart ,. /

BY ANDY GREEMBERG 08.06.14 | 6:30 AM

7014/07 /tesla-model-s-hack-reportedly-controls-locks-horn-
headlights-while-in-motion/

http://www.wired.com/2014/08/car-hacking-chart/

our accelerators & experiments?
https://indico.cern.ch/event/21745
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(2014/7) ”BadUSB‘

» Many USB firmware chips are
unprotected

» “BadUSB” mal-firmware can
take over PCs via keystrolz

y 4

gLCESSORIES

, USB thumb drives can be
eprogrammed to silently
infect computers

i 3 Lucian Constantin iz
& Jul 31,2014 246 PM | B8 | =

Now Anyone Can Get the Malware That
Exploits USB's Fundamental Flaw

f Adam Clark Estes

\
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(2014/8) More hacking o
//

UPDATE 1-All at sea: global
shipping fleet exposed to hacking
threat

Jeremy Wagstaff
Wednesday, 23 Apr 2014 | 9:54 PM ET

i % REUTERS http://www.reuters.coz

Hacker say
risk of cyb: 7

Hacking Traffic Lights is Amazingly 2

[} Wednesday, August 20, 2014 & Swati Khandelwal

® U Nebraska
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(2014/8) Cybersecurity as Realpolitik

» Keynote of Dan Geer to BlackHat U.S.A.
http://geer.tinho.net/geer.blackhat.6viiil4.txt

» Source code liability for whatever damage your software causes
when it is used normally unless you allow disabling any unwanted

funCtlonaIIty, If a builder builds a house for someone, and does not construct
it properly, and the house which he built falls in and kills=s
itz owner, then the builder shall e put to death.
—— Code of Hammurakbi, approx 1750 B.C.

» Any unsupported software must become public domain, e.g.
WinXP w/o updates...

» Mandatory reporting regime for cybersecurity failures as with
CDC disease reporting (and with a similar medical privacy) or
(near-miss) aviation accident reporting?

» Overpay bounty hunters to increase talent pool of vulnerability
finders and devaluate findings by making them public.
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(2014/9) Shellsho

C
7

7

/@U Nebraska

» “Heartbleed on steroids”: Vulnerability of .
remotely bypassing access restrictions ag#
system commands (CVE—2014-6

https://securityblog.redhat.com/2014/09/24# #Zbhles-code-
ction—attack/

env x="(} { :;}; eche wvulnerable' bash -c /
;o0 {7} <3y }

(b £ _# } =_[5(8())] { echo hi mom;

http://en.wikipedia.g | % Tftpd64: Settings

GLOB&L | TFTP  DHCP l SYSLO0G ]
[ DHCP Pool definition
it IP poal start address (10100102

; Size of pool 200
1| Lease [minutes] 2880
Boot File |
DHCP Options
Dief. router [Opt 3) 1010101

Mask (Dpt 1] [256.26652660 I
DNS Servers (OptE) [ -
WINS zerver (Opt 44]
MTP zemver [Opt 42

EE—

h S|P gepver [Opt 120 I

‘ http://support.apple.com/kb/HT6495 . DomsinName(5 |
I Additional Option — [114 ][} {ignored.}; echo fod' N
U

# to PerfSonar experts for updating)
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7z

Y7014 @ U Nebraska

compromised and “selfies”
disclosed

» (2014/10) Snapchat
(i.e. “Snapsave”!) follow

- HEPixF\a‘

» Lawyers threatep?

S u e G OO I G2 om,-'chTszB, I would like to inform the public that

/ SnapChat has not been hacked, and these images do not originate from their
database.
. i - ]

#7-dieb-per-twitter-gesucht-rechtlich-
fragwuerdige-suche-a-994020.html
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(2014/9) Run for the cleanest TLD

= =W SWISS : . .
EWERNET Swiss economy makes online security
LQ SECURITY . ..

ALLIANCE ItS priority
11/09/2014

) . Switzerland is one of the safest countries in the world. To make also
by Michael Hausding
| eave a comment the Internet a secure place in Switzerland, the Swiss online economy

has started the Swiss Internet Security Alliance (SISA). The goal of the
alliance is to make Switzerland the “cleanest” Internet country in the

wnrld! The nronanizatinn laninched an nanline csarnritv rheck tnrlav

1400

» Registrar allowed to block | -
malware hosting domains for i
up to 5 days

Na Salutions

http://securityblog.switch.ch/2014/09/11/swiss
-economy-makes-online-security-its-priority/

=
"
a oo o
EF B
2
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» Backed up by Swiss law

» Start of a competition between I
P A R RER B
TLDS ! ! ! ! . 2010-04 2011-01 2011-02 a3 2011-04 2012401 2012-Q2 201203
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JPMorgan

By JESSICA SILVER-(
N 524 Commenis

Here's What Hc
Do If You Find F
Credit Card
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SEP. 8, 2014, 746 PM A6

4 DROPBOX.COM HACKED First Teaser

BY: A GUEST OM OCT 13TH, 2014 | SYNTAX: NONE | SIZE: 13.84 KE | 2

DOWNLOAD | RAW

$$$$$

EMBED | REPORT ABUSE | PRINT

Loss from

Kl 8 EN [

0-banks-in-major-
|I=56074816& r=0
epot-hack-2014-9

-data-breach-loss/
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(2014/10) One Last Thin

Nasty SSL 3.0 vuiln to be revealed so 7
sources Q
So worrying, no one's breathing a word w2 4 o

By Darren Pauli, 14 Oct 2014

37 Gird your loing // ‘\sz #7 has learned that news of yet another security
5 probably imminent.
RELATED
STORIES / =1 about the vulnerability in the lead-up to a patch release,
OpenVPN opsg e the late European evening, or not far from high noon Pacific

http://www.theregister.co.uk/2014/10/14/nasty ssl 30 vulnerability to drop tomorrow/
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3566
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Conclusions

If we want to win/keep up with this marathon, we should/must(!)
» More often choose “security” instead of “convenience”
» More often consider “privacy” instead of “freedom”;

» Have deep direct ties with the community to learn quickly about
the bad (and where it affects us);

» Have good traceability & logging in place to figure out
whether/where(!) we are affected;

» Have good configuration management for prompt and agile
patching (data center and control systems!);

» Accept that we do not and cannot control the full phase-space.
Protection is often difficult/impossible.
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Bonus: Failsafe

CirdaCityCon com PR @FE@ Trongesk com
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