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“Freedom, security, convenience --- 
choose two” (Dan Geer) 

 

Consequently: 

“Security will always be exactly 
as bad as it can possibly be 

while allowing everything to still function.” 
(Nat Howard) 

Preamble 
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(2014/5) Heartbleed Ripples 

 Password resets initiated by e.g. eBay, Doodle, CERN 

 Avalanche of copy cats looking for similar vuln’s (still today!)  

 Failure of review process in OpenSource community 
(what is responsibility of software houses using OpenSource?) 

 

 

 

 

 

 

http://www.bloomberg.com/news/2014-04-11/nsa-said-to-have-used-heartbleed-bug-exposing-
consumers.html  
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(2014/5) EU right to be fogotten 

http://curia.europa.eu/jcms/upload/docs/application/pdf/2014-05/cp140070de.pdf  

 Google provided webform for EU and CH citizens: 
https://support.google.com/legal/contact/lr_eudpa?product=websearch 

 But now: 
How to avoid that information of common interest, historical data 
or other important information goes down the drain??!  

http://www.nzz.ch/aktuell/digital/google-setzt-recht-auf-vergessenwerden-um-1.18312335 
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(2014/5) R.I.P. Truecrypt 

http://truecrypt.sourceforge.net/  

 Unclear why. Initially suspicion: Defacement hack 

 Current version with good reputation and few weaknesses… 
http://opencryptoaudit.org/  

 

http://grahamcluley.com/2014/06/truecrypt-hidden-message/  
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(2014/6) Facebook Research 

http://www.pnas.org/content/111/24/8788.full.pdf+html 

 Manipulating 300k News Feeds: 
Can FB influence mood of users? 
(they can only to a minor extend) 

 Perceived misuse as Guinea Pigs  
FB AUP adapted 4 months later 

http://www.forbes.com/sites/kashmirhill/2014/06/30/facebook-only-got-permission-to-do-
research-on-users-after-emotion-manipulation-study/  

 Irish data protection authorities 
embarrassed but fail to act  
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(2014/6 & 7) Hacking the IoT 

http://www.wired.com/2014/06/hospital-networks-leaking-data/ 

 

 

 

 

 
http://arstechnica.com/security/2014/07/tesla-model-s-hack-reportedly-controls-locks-horn-

headlights-while-in-motion/ 

http://www.wired.com/2014/08/car-hacking-chart/  

 What about our accelerators & experiments? 
https://indico.cern.ch/event/21745 
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(2014/7) “BadUSB“ 
 Many USB firmware chips are 

unprotected 

 “BadUSB” mal-firmware can 
take over PCs via keystroke 
injection or pretend being a 
network card (and sniff traffic) 
http://www.pcworld.com/article/2460540/most-

usb-thumb-drives-can-be-reprogrammed-to-
silently-infect-computers.html  

 Source code published recently 
http://gizmodo.com/now-anyone-can-get-the-
malware-that-exploits-usbs-funda-1641821985 

 No detection means   
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http://www.reuters.com/article/2014/08/04/us-cybersecurity-hackers-airplanes-
idUSKBN0G40WQ20140804 

http://www.cnbc.com/id/101608644 

 

 

 

 

 

 

 

http://thehackernews.com/2014/08/hacking-traffic-lights-is-amazingly_20.html 

https://threatpost.com/researcher-discloses-wi-fi-thermostat-vulnerabilities/108434 

 In an IoT world: How prompt and agile must patching be done? 

(2014/8) More hacking of the IoT  
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(2014/8) Cybersecurity as Realpolitik 
 Keynote of Dan Geer to BlackHat U.S.A. 

http://geer.tinho.net/geer.blackhat.6viii14.txt  

 Source code liability for whatever damage your software causes 
when it is used normally unless you allow disabling any unwanted 
functionality. 

 

 Any unsupported software must become public domain, e.g. 
WinXP w/o updates… 

 Mandatory reporting regime for cybersecurity failures as with 
CDC disease reporting (and with a similar medical privacy) or 
(near-miss) aviation accident reporting? 

 Overpay bounty hunters to increase talent pool of vulnerability 
finders and devaluate findings by making them public. 
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(2014/9) Shellshock 
 “Heartbleed on steroids”: Vulnerability of BASH allowing for 

remotely bypassing access restrictions and eventually execute 
system commands  (CVE-2014-6271,6277,6278,7169) 

https://securityblog.redhat.com/2014/09/24/bash-specially-crafted-environment-variables-code-
injection-attack/  

 

  

http://en.wikipedia.org/wiki/Shellshock_(software_bug)         

 Affecting MacOS & Linux since 1992! 

 Easy to detect vuln’, but not compromize… 

 Mac update a disaster for non-nerds 
(as it didn‘t come via „Software Update“) 

http://support.apple.com/kb/HT6495      

 (Thanks to PerfSonar experts for updating) 
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(2014/9) Selfies & Naked Teddy Bears 
 iCloud accounts of celebrities 

compromised and “selfies” 
disclosed 

 (2014/10) Snapchat  
(i.e. “Snapsave”!) followed… 

 Lawyers threatening to 
sue Google on $100M 
(but not Apple?!) 

http://pagesix.com/2014/10/01/lawyers-for-
hacked-celebs-sue-google-for-failing-to-

removing-nude-pics/  

 What about taking photos of 
alleged iPhone thieves? 
http://www.spiegel.de/netzwelt/gadgets/ha

ndy-dieb-per-twitter-gesucht-rechtlich-
fragwuerdige-suche-a-994020.html   
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(2014/9) Run for the cleanest TLD 

 Registrar allowed to block 
malware hosting domains for 
up to 5 days 

http://securityblog.switch.ch/2014/09/11/swiss
-economy-makes-online-security-its-priority/ 

 Backed up by Swiss law 

 Start of a competition between 
TLDs!!!! 
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(2014/10) Accounts lost, again… 

http://dealbook.nytimes.com/2014/10/03/hackers-attack-cracked-10-banks-in-major-
assault/?_php=true&_type=blogs&emc=edit_th_20141004&nl=todaysheadlines&nlid=56074816&_r=0 

http://www.businessinsider.com/fix-your-identity-from-home-depot-hack-2014-9 

http://time.com/3086359/target-data-breach-loss/   

 Enable 2-factor authentication like at Apple (new), LinkedIn 
(fairly new?), Dropbox, Google (since long), CERN (since a while) 
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(2014/10) One Last Thing 

http://www.theregister.co.uk/2014/10/14/nasty_ssl_30_vulnerability_to_drop_tomorrow/ 
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3566   
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Conclusions 

If we want to win/keep up with this marathon, we should/must(!) 

 More often choose “security” instead of “convenience” 

 More often consider “privacy” instead of “freedom”; 

 Have deep direct ties with the community to learn quickly about 
the bad (and where it affects us); 

 Have good traceability & logging in place to figure out 
whether/where(!) we are affected; 

 Have good configuration management for prompt and agile 
patching (data center and control systems!); 

 Accept that we do not and cannot control the full phase-space. 
Protection is often difficult/impossible. 
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Bonus: Failsafe 

http://www.irongeek.com/i.php?page=videos/circlecitycon2014/211-doge-safes-very-electronic-much-fail-wow-jeff-popio  
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