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Agenda

0 Origins of CernVM WebAPI
Components of CernVM WebAPI
e Running multiple projects in the same VM

° Hands-on CernVM WebAPI
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CernVM WebAPI Origins

2011 : LHC@Home 2.0 — BOINC Project
First time where virtualization is used



CernVM WebAPI Origins

Conceived as an additional burden to
some volunteers
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0 CernVM WebAPI Origins

oy

~
el Want TS
\
J/ to volunteer “\
; \\
4 \
4 \
! \
\
Mostly with good computer skills ':
1 BOINC I
\\ Users !
\ [I
\\ /
\ U4

Can we also target the rest of the
audience?
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CernVM WebAPI Origins

Web apps are simple, run everywhere and
require no manual installations
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CernVM WebAPI Origins

Virtualization is widespread: Code it once,
deploy it everywhere
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CernVM WebAPI Origins

boost st/type_traits/remove_cu.hpp’,
"command’ => ’have_getJob’
H
¥,
to > "agent_challenge-f-712143852167036_1_7_59%bf6db-fefc-4ee9-9c13-8bebdafcIf2d_-g@t4t-xmpp.cern.ch
7b9dbaBaadbhos’ ,
"from’ => ’ jmboinc-1b@t4t-xmpp.cern.ch/ jnboinc- jn-2’

10 10:01:37 2015] [debug] Got msg with ID: d3416ec5-1d6e 29-9a25-7ec0a02efecZ from jmboinc-1b@t4t-xmpp.cern.t

> Feb 10 10:01:37 20151 [debugl Sending ACK me age to jmboinc-1b@t4t-xmpp.cern.c mboinc- jn-1 (from agent_challenge-f{

2167036_1_7_59%ebf6db-fefc-4ee9-9c13-8bebdafc9f2d_-g@t4t—xmpp.cern.chs/31dd863e56a3ef844be?bIdbaBaadb05) for the messages
9a25-7ecOal fec2)

> Feb 10 1 1:38 20151 [debug] Got msg with ID: f4c99a9e-7ace-4ce5-8a0e-d528c732530b from jmboinc-1b@t4t-xmpp.cern.ch/ jnbo

> Feb 10 1¢ 1:38 2015] [debugl Sending ACK me wge to jmboinc-1b@t4t-xmpp.cern.ch/ jmboinc- jn-3 (from agent_challenge-f-?712
67036_1 59ebfbdb-fefc-4ee9-9c13-8bebdafcIf2d_—g@t4t—xmpp.cern.chs/31dd863eS6a3ef 4be?b9dbaBaadb05) for the mess
99a9%e-7ace-4 8a0e-d528c732530b)
[Tue Feb 151 [infol Got have_getJob from jnboinc-1b@t4t-xmpp.cern.ch/ jmboinc- jn-1
[Tue Feb 10 1f A [infol Job manager ( jnboinc-1b@t4t-xmpp.cern.ch/ jnboinc-jn-1) requires unfs/sft.cern.ch/lcgrexter
1/Boost/1.44.0_python: 686-s1c5-gcec43-opt/includesboost-1_44/boo type_trait move_cu.hpp to be present. Doing the check
> Feb 10 10:01:38 20151 [infol The file is present. Proceeding with the job reque
15] [debug] pected runJob but got have_getJob. Doing nothing
151 [infol Asking jmboinc-1b@t4t-xmpp.cern.ch/ jnboinc-jn-1 for a job
151 [debug]l Will wait for runJob for a minute.
20151 [debugl Sending message to jmboinc-1b@t4t-xmpp.cern.ch/ jnboinc-jn-1 for the component (Msg
301868114)
20151 [debug] Got ACK for 1b6092cH-e3: 4828-af?5-c9 30188114
20151 [debug] Got msg with ID: 38a54754-bcba-4d42-¢ [-3a4e€11030f73 from jmboinc-1b@t4t-xmpp.

> Feb 10 1¢ At [debug] Sending ACK me wge to jmboinc-1b@t4t-xmpp.cern.c mboinc- jn-1 (from
67036_1_] - 4ee9-9c13-8bebdafcIf2d_-g@t4t—-xmpp.cern.chs/31dd863e56a3ef844be?bIdbaBaa0bt
bcba—+ POt Ja4e11030173)
> Feb 10 10:01:36Q@015]1 [infol Got rundJob
» Feb 10 10:01:38@015]1 [infgl Got job to run with ID 181cSe 0ae9-49e4-9cBe-cbadd4c9094:

BOBE® @m0 @[3 Left 3
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CernVM WebAPI Origins
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Raw computing power available to
web apps
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CernVM WebAPI

Virtualization

Start and Control Virtual Computing
Resources through your web browser
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G CernVM WebAPI

Does all the heavy-lifting for the user :

v’ Missing hypervisor? Install it!

v Improperly configured hypervisor? Fix it!
v’ Missing resources? Download them!
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0 CernVM WebAPI

// Request API Access
CVM. startCVMWebAPI(function(plugin) {
// Open Session
plugin.requestSession("http://domain.com/vmcp?id=1", function(session) {
// Start VM
session.start();

})s
})s

Javascript code for starting a VM
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Under the Hood

System Daemon

/
2, (3) ®
WebSocket

Javascript WebAPI libCernVM
Library Daemon Library

<

CernVM WebAPI components
https://github.com/wavesoft/cernvm-webapi
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Under the Hood - libCernVM
<

Session { config } »

libCernVM Session { config } wﬂf@
Library N
VM
Instance

libCernVM interfaces with the Hypervisor
https://github.com/wavesoft/libcernvm
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2 Under the Hood - libCernVM

Power

Off

Each session is implemented as an FSM
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Under the Hood — Javascript

Install
Logic
Javascript
High-level Library
calls
Lower-level

ws:// protocol

cvmwebapi.js provides the higher-level
abstraction
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Under the Hood — Javascript

Contacting CernVM WebAPI

Even’ =

(D CernVM WebAPI | Embedded Ul

You need to install the CernVM WebAPI app to get started. N -
j — .
Install app
Jemen s e 1. Click the file at the lower-left of your browser

window cvmwebapi-2.0.12.pkg.

First-time insta I I instructions / 2. Follow the on-screen instructions to install the
CernVM WebAPI app.

Learn more information about the CernVM technol

Click here to retry the download if it failed.

Micro-Ul injected in the website for
guiding the user
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Under the Hood — Daemon

- N ([ =
Lower-level WebServer
ws:// protocol (mongoose) -
N %
WebAPI libCernVM
p ~ Daemon
Auth “
Logic
N / \_ )

The daemon is just the glue between the
javascript interface and libCernVIV|

18 loannis Charalampidis - CernVM WebAPI



Security & Trust

Be secure, or you are a potential
botnet node ...
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Security & Trust

Private Key
domain.com

domain.com Sign l

WebAPI Private Kea

l >ign CERN

N

% Public Key -
* domain.com

Validate \ ( WebAPI Daemon

g WebAPI Public Key

VMCP Response

Validate
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Security & Trust - VMCP
_ = Private Key j
1) Open Session - N [E domain.com
4

Referrer: domain.com
VMCP: vmcp.domain.com/vm2 2) Request Config

Web Server
WebAPI vmp.domain.com
Daemon

3) Sign response

5) Respond

libCernVM

4) Forward request
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Interaction with the VM

Setup port forwarding / ST \

4 I
/ Virtual Machine \

Check
4 I

: WebAPI
Browser N Ot'fy

Application /
- / WebServer

/
R \_ Y,
Connect to API Port \\ /
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WebAPI in Production

Starting virtual event generator I a John Charalampidis  Progress details

The Virtual Machine is booting .
Event Rate Progress Jobs Completed Ranking

How many events (particle collisions) What fraction of the current job is How many simulation jobs your virtual Your ranking among the volunteers in
Eve nt Rate your virtual machine is simulating per completed. (Typically, 1 job = 100,000 machine has processed. this challenge, by number of jobs
minute. events) completed.

How many events (particle collisions) 1 70 1 I
your virtual machine is simulating per

minute.
JUU 0%

0

Learn more: Collisions analyzed with:
Generator: pythia8

Introduction to high .. ATLAS_2011_S9131140
energy physics ————— = '

simulations \\"_ 1 '

See the simulations ’ Starting virtual event generator

produced by your .
computer / —W | —— | — ~~~-_‘t_\‘ 7
s T ——— _&//"
Learn about the
software that does the éwmle waiting... wanna help ATLAS look for Higgs?

simulations

http://test4theory.cern.ch/vlhc
CERN 60 — Public Computing Challenge
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WebAPI in Production

HALL OF FAME

-
Here is a name cloud of all the volunteers who signed in and contributed at least one job, Thanks to you, and t 1 6 . 000 SeSSlonS
arsten 8.000 users

o it 108 countries — 90 languages
Wade Gillingham .
Avg. of 400 sessions per day
Marek Cy reunme—
thomas noé Joe Tursi
Andrew Smith Sylvai| ‘ o
Manzi Erick Erickson
BidemaEx CoollFrancois Grey Jim 'Artless' Merrill 5’400 people bOOted a VM
Adrian Ellingsgaard 1,100 had problems
Matthew Gregg (about 80%: slow network)
Poe lvan Koeff g -
Steve Kuntz rederil
Mike Wilkinson Bernie Telalovic

Efi Psomopoulou

During the challenge detailed analytics
were collected
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WebAPI in Production

~_

* Used in cernvm-online.cern.ch
For testing your contextualization image directly
from the browser

* Used in Virtual Atom Smasher game
For starting the worker nodes (simulation agents)
that players need
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a Multiple projects with WebAPI

A VM can be easily booted from the browser

* However, starting a VM per project can
consume resources

 Why not use lightweight virtualization (Linux
Containers) inside a single VM?

A ‘dumb’ scheduler: DumbQ
https://github.com/wavesoft/dumbqg
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6 Multiple projects with WebAPI

# Server configuratioﬁ\\\\//
projectl:50:sft.cern.ch:sft.cern.ch/bootstraps/pjl/init.sh
Project2:30:sft.cern.ch:sft.cern.ch/bootstraps/pj2/init.sh

sosae

4 )

cernvm-fork

,1/, it <h Free CPU Slot Free CPU Slot
pJL/INIt.S ! |
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a Multiple projects with WebAPI

Very simple integration with your current setup

* Your script runs in a standard CernVM
environment

* This is not a scheduler, you have to use your
own (as your current set-up perhaps)

* DumbQ provides the information required to
identify the volunteer
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0 Hands-on (?)

Step-by-step tutorial:
https://github.com/wavesoft/cernvm-webapi/
wiki/Tutorial-Intro
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