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CernVM	  WebAPI	  Origins	  

2011	  :	  LHC@Home	  2.0	  –	  BOINC	  Project	  
First	  Kme	  where	  virtualizaKon	  is	  used	  
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Ioannis	  Charalampidis	  -‐	  CernVM	  WebAPI	  3	  



CernVM	  WebAPI	  Origins	  

Conceived	  as	  an	  addiKonal	  burden	  to	  	  
some	  volunteers	  
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CernVM	  WebAPI	  Origins	  

Want	  
to	  volunteer	  

BOINC	  
Users	  

Mostly	  with	  good	  computer	  skills	  

Can	  we	  also	  target	  the	  rest	  of	  the	  
audience?	  	  
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CernVM	  WebAPI	  Origins	  

Web	  apps	  are	  simple,	  run	  everywhere	  and	  
require	  no	  manual	  installaKons	  
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CernVM	  WebAPI	  Origins	  

Virtualiza;on	  is	  widespread:	  Code	  it	  once,	  
deploy	  it	  everywhere	  
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CernVM	  WebAPI	  Origins	  

Raw	  compuKng	  power	  available	  to	  	  
web	  apps	  
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CernVM	  WebAPI	  

Start	  and	  Control	  Virtual	  CompuKng	  
Resources	  through	  your	  web	  browser	  

Web	  

VirtualizaKon	  
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CernVM	  WebAPI	  
Does	  all	  the	  heavy-‐li[ing	  for	  the	  user	  :	  
ü 	  Missing	  hypervisor?	  Install	  it!	  
ü 	  Improperly	  configured	  hypervisor?	  Fix	  it!	  
ü 	  Missing	  resources?	  Download	  them!	  
	  

One-‐click	  soluKon	  to	  desktop	  virtualiza;on	  
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CernVM	  WebAPI	  

//	  Request	  API	  Access	  
CVM.startCVMWebAPI(function(plugin)	  {	  
	  	  //	  Open	  Session	  
	  	  plugin.requestSession("http://domain.com/vmcp?id=1",	  function(session)	  {	  
	  	  	  	  //	  Start	  VM	  
	  	  	  	  session.start();	  
	  	  });	  
});	  

Javascript	  code	  for	  starKng	  a	  VM	  
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Under	  the	  Hood	  

Javascript	  	  
Library	  

libCernVM	  
Library	  

WebAPI	  
Daemon	  

WebSocket	  

CernVM	  WebAPI	  components	  
h^ps://github.com/waveso[/cernvm-‐webapi	  	  

2	   3	   1	  

Web	  Browser	   System	  Daemon	  
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Under	  the	  Hood	  -‐	  libCernVM	  

libCernVM	  
Library	  

Session	  {	  config	  }	  

Session	  {	  config	  }	  

VM	  
Instance	  

libCernVM	  interfaces	  with	  the	  Hypervisor	  
h^ps://github.com/waveso[/libcernvm	  	  
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Under	  the	  Hood	  -‐	  libCernVM	  

Missing	   Power	  
Off	   Runnig	   Saved	  

Create	   Start	   Save	  

Destroy	   Stop	   Resume	  

Each	  session	  is	  implemented	  as	  an	  FSM	  
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Ioannis	  Charalampidis	  -‐	  CernVM	  WebAPI	  15	  



Under	  the	  Hood	  –	  Javascript	  

Javascript	  
Library	  High-‐level	  

calls	  

cvmwebapi.js	  provides	  the	  higher-‐level	  
abstracKon	  	  

Install	  
Logic	  

Lower-‐level	  
ws://	  protocol	  
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Under	  the	  Hood	  –	  Javascript	  

Embedded	  UI	  

First-‐Kme	  install	  instrucKons	  

Micro-‐UI	  injected	  in	  the	  website	  for	  
guiding	  the	  user	  
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Under	  the	  Hood	  –	  	  Daemon	  

WebAPI	  
Daemon	  

WebServer	  
(mongoose)	  

Lower-‐level	  
ws://	  protocol	  

Auth	  	  
Logic	  

libCernVM	  

The	  daemon	  is	  just	  the	  glue	  between	  the	  
javascript	  interface	  and	  libCernVM	  

2	  
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Security	  &	  Trust	  

Be	  secure,	  or	  you	  are	  a	  potenKal	  
botnet	  node	  …	  

2	  
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Security	  &	  Trust	  

…	  

Public	  Key	  
domain.com	  

Private	  Key	  
domain.com	  

WebAPI	  Public	  Key	  	  	  	  	  	  

WebAPI	  Private	  Key	  

Sign	  

Validate	  

VMCP	  Response	  

Sign	  

Validate	  

WebAPI	  Daemon	  

CERN	   domain.com	  
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Security	  &	  Trust	  -‐	  VMCP	  

WebAPI	  
Daemon	  

1)	  Open	  Session	  
Referrer:	  domain.com	  

Web	  Server	  
vmp.domain.com	  

VMCP:	  vmcp.domain.com/vm2	   2)	  Request	  Config	  

3)	  Sign	  response	  

Private	  Key	  
domain.com	  

libCernVM	  

4)	  Forward	  request	  

5)	  Respond	  

2	  
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Hypervisor	  

Interac;on	  with	  the	  VM	  

Virtual	  Machine	  
WebAPI	  

Setup	  port	  forwarding	  

Check	  
NoKfy	  

WebServer	  

Browser	  
ApplicaKon	  

Connect	  to	  API	  Port	  
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WebAPI	  in	  Produc;on	  

h^p://test4theory.cern.ch/vlhc	  
CERN	  60	  –	  Public	  CompuKng	  Challenge	  

2	  
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WebAPI	  in	  Produc;on	  

During	  the	  challenge	  detailed	  analyKcs	  
were	  collected	  

2	  
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WebAPI	  in	  Produc;on	  2	  

• Used	  in	  cernvm-‐online.cern.ch	  
For	  tesKng	  your	  contextualizaKon	  image	  directly	  
from	  the	  browser	  
•  Used	  in	  Virtual	  Atom	  Smasher	  game	  
For	  starKng	  the	  worker	  nodes	  (simulaKon	  agents)	  
that	  players	  need	  
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Mul;ple	  projects	  with	  WebAPI	  
A	  VM	  can	  be	  easily	  booted	  from	  the	  browser	  
•  However,	  starKng	  a	  VM	  per	  project	  can	  
consume	  resources	  

•  Why	  not	  use	  lightweight	  virtualizaKon	  (Linux	  
Containers)	  inside	  a	  single	  VM?	  

	  
A	  ‘dumb’	  scheduler:	  DumbQ	  
h^ps://github.com/waveso[/dumbq	  	  
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Mul;ple	  projects	  with	  WebAPI	  
#	  Server	  configuration	  
project1:50:sft.cern.ch:sft.cern.ch/bootstraps/pj1/init.sh	  
Project2:30:sft.cern.ch:sft.cern.ch/bootstraps/pj2/init.sh	  
	  

cernvm-‐fork	  
pj1/init.sh	  

Free	  CPU	  Slot	   Free	  CPU	  Slot	  

50%	  Chance	  

30%	  Chance	  
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Mul;ple	  projects	  with	  WebAPI	  
Very	  simple	  integraKon	  with	  your	  current	  setup	  
•  Your	  script	  runs	  in	  a	  standard	  CernVM	  
environment	  

•  This	  is	  not	  a	  scheduler,	  you	  have	  to	  use	  your	  
own	  (as	  your	  current	  set-‐up	  perhaps)	  

•  DumbQ	  provides	  the	  informaKon	  required	  to	  
idenKfy	  the	  volunteer	  
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Hands-‐on	  (?)	  

Step-‐by-‐step	  tutorial:	  
h^ps://github.com/waveso[/cernvm-‐webapi/
wiki/Tutorial-‐Intro	  	  
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