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Technical

 How to implement a QA process for S/W development

and a secure S/W development life-cycle?

 The fallout of Windows XP's death

 Pros & cons of virus scanning on control PCs and other cyber 

security tools (e.g. firewall, IDS/IPS, white listing software, 

patch management, system hardening)

 Implementing multi-factor authentication

 Reduction of "privileged users" on controls devices

 Maintaining private networks with consumer-grade equipment



5th Control System Cyber-Security Workshop

Dr. Stefan.Lueders@cern.ch

October 18th 2015, Melbourne (AUS)
Managerial

 CS2-specific policies, standards and governance:

Who has them at the control system level?

Or should one use IT ones instead?

 Cyber security audits / KPI / metrics:

Who has/does? 

 Are security incidents being logged or tracked?

Are we experiencing an increase over the last few years?
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Political

 The buying and selling of 0-day vulnerabilities, with the 

participation of governments

 Governments sabotaging good standards (e.g. encryption)


