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This is achieved by focusing on the business needs of
the application (what it does and protects), on
understanding threats and exploit communities (what an
exploiter gains), and on uncovering potential
vulnerabilities (what defects can be exploited). The
desired outcome of the process is an improvement of the
quality of the software artifact and an enhanced
understanding of possible mitigation strategies for
residual risks.

organization. His/her input
is useful to
weigh the
sensitivity of the issues
exposed by the review.
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The Software Inspection Process

Abuse case analysis is discussed in [2]
and [3]. "Abuse cases" are malicious

This poster describes the inspection process and lessons

This step is useful to familiarize the
Reviewers with the software artifact. The

learned on applying it to Grid middleware.
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and abuse cases

Remember to talk to the Authors, as they

might be already aware of potential
. abuses of the software.

Architectural Risk Analysis

This work defines a process to assess the security issues of
a software artifact. The goals of the process are to identify
the technical risks associated with the application and the
iImpact of these technical risks. The focus is on studying the
security issues within the code itself, rather than with the
operations of the software.
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Architectural risk analysis is discussed in
[3] and [4]. Reviewers can loosely follow
the following process.

Appoint

To achieve these goals, the reviewers should study the _
Scribe

software artifact with the following in mind:
 What are the business context and risk? What does the
software do and protect?

1.Build a one page architectural
overview of the software system, if not
available.

2. Analyze the architecture, focusing on
the following properties.
« Attack resistance: how resilient is
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3.ldentify and rank architectural risks.
Focus on what the application protects.
Understand what would an exploiter gain
with a successful attack (threat) and what
defects can be exploited (vulnerability).
/ e e R
product of threats x vulnerabilities.

4.Define possible mitigation strategies
for each risk.

Analysis
These are a few of the lessons learned from our y

experiences.

* Not all reviews require the same level of formalism. For
small software components, it may be sufficient to focus
on the code review only.

« The running of application tests is the most useful
technique to show software problems to Authors

Architectural Risk
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Inspection Code Review

Report See [3] and [4] for
recommendations. In general, it is
best to use automated tools to
guide the reviewers toward portions
of the code more likely to have
problems. Some of these tools,
have advanced analysis features
but are expensive to use. There are
various resources on the web that

discuss free tools [5].

Application Tests

References
[1] The Fagan inspection process at Fermilab: m : :
http://ods.fnal.gov/ods/www/process/faganinsp.html Follow up % @ Seculgteypsgwew '
[2] Hoglund, G. and McGraw, G. “Exploiting Software: How to Meeting
break the code”, Addison-Wesley
[3] McGraw, G. “Software Security: Building Security in”,
Addison-Wesley
[4] Viega, J. and McGraw, G. “Building Secure Software”, J
Addison-Wesley
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reading the code, the Reviewer
should especially look for the
following properties: Input validation
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Potential concerns are often one of
the following:

1. An area of the artifact that the
Author is uncertain about

2. An area that in the past has
shown to be problematic

3. A special quality that the
deliverable must contain (i.e. be
memory efficient, incorporate all
revious requirements etc.)

The deliverable of the process
is an Inspection Report. This
report consists of the Security
Review Report from the
Reviewers and documentation
of relevant discussions
between Authors and
Reviewers, as compiled by the
Moderator using the notes
from the Scribe.

4. A mitigation analysis for the highest impact risks.




