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Incident Primary 
Cosmic Ray Cosmic Ray radiation at 

‘Ground Level’ 

Cosmic Ray radiation are a major problem in 
electronic devices and systems 

 
Cosmic Rays generate radiation at ground level 
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Schaerbeek, Belgium 
 May 18th 2003, 22:30 

4096 “worried about the influence of Martians on these elections…. 
unless the cosmic rays affect our lists in a positive way!” 

4096 (212) votes added to an electronic voting machine 



 
7th October 2008  at 04:40:26  
Flight  Qantus  QF72 – Singapore to Perth 

‘Real-world Incident’ 
 
 
ATSB TRANSPORT SAFETY REPORT Aviation Occurrence Investigation 
 AO-2008-070  
Final (Table 26 ;p 150) 



 
 
ATSB TRANSPORT SAFETY REPORT Aviation Occurrence Investigation 
AO-2008-070  
Final  



 
 
 ATSB TRANSPORT SAFETY REPORT Aviation Occurrence Investigation 
AO-2008-070  
Final  

“There were significant logistical difficulties 
in obtaining access to appropriate test 
facilities and developing test software and 
procedures.....” 



 Cell phone with one 4-Mbit, low-power memory with an SER of 
1000 FITs per megabit 
One soft error every 28 years  

 High-end router with 10 Gbits of SRAM and an SER of 600 FITs 
per megabit 
One error every 170 hours 

 Router farm that uses 1 Tbits of same memory 
One potential networking error interrupting proper operation 

every 1.7 hours  
 Person on an airplane over the Atlantic at 35,000 ft working on a 

laptop with 256 Mbytes of memory 
At this altitude, the SER of 600 FITs per megabit becomes 

100,000 FITs per megabit 
One potential error every five hours  

Mastipuram and Wee, -- EDN, 9/30/2004 

Soft-Error Impact 



 SIA Roadmap has listed soft errors as one of the major reliability 
issues going forward; data from advanced technology nodes 
support this conclusion 

 Semiconductor companies will need soft error characterization 
for advanced technologies 

Bank Of American: Network products #1 problem 
is soft failure 

Single-Events (Soft Errors) 



• Natural background radiation is one of the primary sources 
of soft errors 

• Particle sources 
– Cosmic ions from deep space 

• Usually heavy ions 
– Ions from solar activity 

• Protons, heavy ions 
 

 

Cosmic Rays 



 Cosmic ray showers include 
neutral particles (neutrons) as 
well as charged particles 
(protons, pions, muons, …) 

 Single event upset cross 
section from neutron 
interactions dominate 
terrestrial single events   

(eg. n + Si -> Mg + α) 
 How much will muon particles 

contribute to overall SER? 

Cosmic Rays 



1 hour at ISIS = 100’s years in real environment 

Commissioning 

100-1000 million times 
more intense 

CHIPIR @ ISIS 



 Neutron and Muon spectra in the terrestrial environment are 
very different 

Muon Spectra 



 Neutrons may cause an upset through nuclear interactions 
 Muons may cause an upset through coulombic reactions 

Particle Interactions with Si 
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Motion of an ion through Si<110> 






ISIS: UK’s Neutron and Muon Source  

Rutherford Appleton Lab 



Muons at ISIS 



riken 



Meson hall, TRIUMF, Canada 



 Variable momentum positive muons at TRIUMF and ISIS 
RIKEN-RAL 

 Lower momenta available through magnetic selection 
 Beam further degraded by air and scintillator 
 Pulse-height analysis with surface-barrier detector 

performed to characterize incident beam energy 
 Dosimetry determined by positron decays 

Facilities 



 Commercial 28 nm bulk CMOS static random access 
memories and test support provided by Broadcom and 
Marvell Semiconductor 

 Packages were delidded to reduce beam energy straggle 
 One lidded memory used for comparison 

Devices Under Test 



 Exposures at 28 MeV/c (TRIUMF) resulted in countable, but 
few upsets 

 Decreased muon momentum lead to increased number of 
upsets down to 21 MeV/c 

SRAM A1 
V = 500 mV 

Depth Dependence 



 Metric to assess the relevance for future technology nodes 
 Assume that technology scaling can be approximated by 

decreased critical charge through reduced bias 
 65 nm SRAMs did not show significant numbers of muon-

induced upsets at nominal voltage 
 45 nm SRAMs demonstrated strong bias dependence of 

muon-induced upset probability 
 
 

 

Reduced Bias Operation 



 Exposures at peak SEU cross section (21 MeV/c) conducted 
over bias 

 Cross section increased by two orders of magnitude at 
lowest bias 

SRAM A1 
P = 21 MeV/c 

Bias Dependence 



 Exposures at the highest momentum 28 MeV/c resulted in 
countable, but relatively few upsets 

 At 750 mV, critical charge threshold is reduced and allows 
muons with slightly higher momentum to upset the cells 

SRAM B1 

Bias Dependence 



 The beam was tuned to the highest momentum to penetrate the 
additional packaging material 

 Elevated cross section due to ionization from stopping muons 
 Demonstrated potential to test lidded parts 

SRAM B1 

Range ~ 1 mm 
plastic 

Testing Lidded Parts 



 Muons can causes upsets in electronics 
 

 Industry is taking notice! 
 

 Experiments have shown that the muon-induced single 
event upset cross section increases due to reduced 
operating voltage over the range of muon momenta tested 
 

 Reducing the size of the active component increases the 
error rate 

Conclusions 
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