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. CERN
Computer Security L-!-pa,tmem

* The present of computer security
— Bugs, Vulnerabilities, Known exploits, Patches

— Desktop Management tools, anti-virus, anti-
spam, firewalls, proxies, Demilitarized zones,
Network access protection, ...

* No longer enough. Two additional aspects:

— Social Engineering / Human factor

* Require corporate training plan, understand the human
factor and ensure that personal motivation and
productivity is preserved

— ldentity (and Access) Management
™~ Discussed now
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Definition T
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* |dentity Management (IM)

— Set of flows and information which are (legally)
sufficient and allow to identify the persons who
have access to an information system

— This includes
 All data on the persons

* All workflows, processes and procedures to
Create/Read/Update/Delete records of persons,
accounts, groups, organizational unit, ...

« All tools used for this purpose
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More definitions SENITTE
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- ldentity and Access Management (IAM)

* Access Management

— The information describing what end-user can do
on the corporate computing resources. It is the
association of a right (use, read, modify, delete,
open, execute, ...), a subject (person, account,
computer, group, ...) and a resource (file,
computer, printer, room, information system, ...)

— The association can be time-dependent, or
location-dependent

— Resources can be physical (room, a door, a

Internet _ _
Services terminal, ...) or a computing resource (an

application, a table in a database, a file, ...)
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IAM Architecture e 1]
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The AAA Rule. Three components, independent

Authentication

— Unequivocal identification of the person who is trying to connect.
— Several technologies exist with various security levels (username
/ password, certificate, token, smartcard + pin code, biometry, ...)

Authorization

— Verification that the connected user has the permission to access
a given resource

— On small system there is often the confusion between
authorization and authentication

Accounting

— List of actions (who, when, what, where) that enables traceability
of all changes and transactions rollback
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. CERN
More on IAM Architecture L-!-partmem

* Role Based Access Control (RBAC)

— Grant permissions (authorizations) to groups
Instead of person

— Manage authorizations by defining membership
to groups
« Separations of functions
— granting permissions to groups (Role creation)

— group membership management (Role
assignment)

 RBAC should remain a simplification
— Keep the number of roles to a minimum
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: : : CER
Motivations for Identity Management ; NLIpartmem

* Legal obligation
— In many areas traceabillity is required
— Sarbanes Oxley Act (SOX) in the US
— 8th EU Privacy Directive + national laws in Europe

 Cost reduction
— Reduce multiple authentication mechanism to a single
one.

— Offload qualified staff from administrative tasks (user
registration, password changes, granting permissions, ...)

* Increased Security
— Simplification of procedures, increased opportunity
— Centralized global overview of authorizations / accounting

@)

~/L”



Internet
Services

CERN IT Department
CH-1211 Genéve 23
Switzerland

www.cern.ch/it

IAM Architecture components (1/6) CERNLIpartmem

« The ldentity Management Database

— (web) application for person and account registration, used
by the administration to create identities
— Multiple workflows and information validation depending

on the type of data:

« Example: last name, passport info modifications require a
workflow with validation/approval by the administration.

« Example: password change, change of preferred language is
available in self service to end-user

« The public part of the database must be accessible
— Directories, LDAP, ...
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IAM Architecture components (2/6) CERNLIpartmem

« Automate account creation

— What are the “administrative” requirements to be
“known” to the information system
« Do not confuse with: “authorized” to use service “xyz”

— “administrative” means that you have all
iInformation in the 1AM database, you can define
rules, you can implement a workflow.

* If you can’t answer this question, you can't

automate

— Putting an administrative person to “manually
handle” the answer to that question won't solve

the problem in large organizations
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IAM Architecture components (3/6) T
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« Authentication Service

— You can have multiple technologies (Kerberos,
PKI, Biometry, ...), and multiple instances of the
same technology, all generated from the same
IM database

* |deally: Single-Sign-On (SSO) services
— Authentication portal for web-based applications

— Kerberos services for Windows and/or AFS
users

— Certification authority for grid users
— aware of group memberships (described later)
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|AM Architecture components (4/6) CERNLIpartmem

« Service-specific interfaces to manage
Authorizations
— This is typically platform and service dependent

— Allows assignment of permissions to groups or
accounts or persons

— Authorization can be made once to a specific
group and managed using group membership
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IAM Architecture components (5/6) CERNLIpartmem

* E-Group management (RBAC)
— Indirect way to manage authorizations
— (web) application to manage group memberships

— Must foresee groups with manually managed
memberships and groups with membership
generated from arbitrary SQL queries in the IAM

database
— Must support nesting of groups
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* Default E-groups
* Custom E-groups
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- Accounting
— Entirely service specific

— What you account is the result of your “risk
analysis” for that service to understand how far
you may want to rollback your transactions.

— Good accounting have large cost (eg: backups,
archiving)

— Not discussed further
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 CERN has an HR database with many records
(persons)

« 23 possible status
— Staff, fellow, student, associate, enterprise, external, ...

- Heavy rules and procedures to create accounts

— Multiple accounts across multiple services
* Mail, Web, Windows, Unix, EDMS, Administration, Indico,
Document Server, Remedy, Landb, Oracle, ...
— Multiple accounts per person
— Being migrated towards a unigue identity management
system with one unique “CERN account”, valid for all
services
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CERN Yesterday / Today

UNIX
Services
&i/ HR Windows
= 77| Database Services
Identity _
Management \ Indico
Services
&. ( — Account -
D Database —> Web v
Authorization Services >
M | |_ / Mall Au’glenticcellteddand
i allin ISt . authorized end-user
&“ { > Datag ase Services receiving services
Group/Role i , Administrative
Membership 5 - Services
Management o
Resource owner Document

Authorizes

Management
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UNIX
Services

Cgi N HR Windows
>

- Database Services
Identity _ ;
Management Unique account Indico
For all services Services
e Account \
Integration ~_* Database —> We_b ‘
Author| | i iR - Services
is donéd—
resource owner
/ Mail Authenticated and
{ Global S . authorized end-user
—_> E-Grou P ervices receiving services
'\_8
management A
Group/Role ~ i , Ad énlnls_tratlve
Membership - ervices
Management o
Resource owner Document
Custom E-groups Authorizes Management
Managed by resource owner
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Computing Services at CERN:

Identlty Acdsunts Mail, Web, Windows, Unix, EDMS,
Management N Account Administration, Indico, Document Server
(Made by CERN Nomated Aug Uthg Remedy, Oracle, .

A Noodros Database nf,cah
Administration) P ® Access granted

Global rou =
eTS
E-Group
management gl:::ao ';g:;onrl Authenticated and
authorized end-user

receiving services

%ﬁ\
Unique account S 3 i
Unique set of groups / roles

(for all services) Resource owner or Service manager
Authorizes using
» User Accounts
 Default E-groups
» Custom E-groups




CERN Plan summary =T

Department

Internet
Services

CERN IT Department
CH-1211 Genéve 23
Switzerland

www.cern.ch/it

Central account management

* Only one account across services
— synchronize UNIX and Windows accounts

« Multiple login-id per person possible but
many services will accept only the “primary”
one

« Use Groups for defining access control to
resources

— No more: “close Windows Account, keep Mail
account, block UNIX account”

— But: “block Windows access, allow Mail access,
block AlS access”. Y
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/= CERN Authentication - Windows Internet Explorer provided by CERN EE|X]
@.i; - |:_jJhttps:,l',l'login.cern.ch,l'adFs,V| ﬁ | 4| X | | -

- § 5 Username / Password
W [EjJCERN Authentication ] ‘ - B - = - [hpage - (0 Tools -

>

NN N\

@ CERN - European Qrganization for Nuclear Research

v S

SSO using Windows Credentials

CERN Authentication

Please enter your Credentials /

Username or Email Address: || |

SSO using Grid Certificate

Password: | |
. )
[Login using your current Windows cr?entials] DO It yourself demo.
[Mo Account ?] [Forgot your password ?] ® Open a WIndOWS hOSted Slte:

— https://cern.ch/win
- — Click login, check user information

How to automate your authentication

[Get your CERN Certificate]

ol sk @cemch o thone 44125 76 70038~ » Open a Linux hosted site:
Done ‘i-iLocal intranet HA00% v » —_ httDS//ShlbcernCh

— Check various pages
* Go back to first site
— Click logout
— go back to the second site
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File and Folder Tasks

,_J 'J Open

Review Meeting Properties
n Cerkificati Identit Levie —
{ﬁﬂ Rename.thls Folder ELI:II':;?H:IE” Man:;e:%nt Explore / | General | Sharing| Securty |I:ust|:umize|
@ Mowe this Folder Sharing and Security..
Copy this Folder . Group or uger hames:
52 Share this Folgas Send Tao — 7 {denize [Denize.Heagerty@cem. ch)
o emaitnstol Predefined persons il %F‘TE e e dens
: . ) t-dep-is- . t-dep-
X vttt from central identity management | Jm_.fep.@mm I
(ALL persons — pre deflned) rhcut / itfa-rota-iz-members@cern. ch | infa-rota-iz]
. Y/
Other Places T HEname i /
gl SysEem {C::l 1 Pronertiss / ,I':'l.gd EEIT":I'-.-'E
A D menk Predeflned Group (rOIe) Permizzions Allo Dery
from central identity management Full Cortrol €
(several roles are pre-defined) oadiy
FRead & Execute
Ligt Folder Contents
Read
Custom Group managed by the Wiite =
. L v
resource owner - ':“““'_“'ln”"“'_“”_“““ o - -
th b
Ci?élfiedc\iaanizrglssmns or for advanced settings
0k, l [ Cancel ] [ Apply ]
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{= SIMBA++ User interface - Windows Internet Explorer, provided by CERN

- @.\—/J; - |@, https:f fwebsv03 cern, chilistboxservices/simbaz/listeditor . aspx V| QJ 2| X |
/= SIMBA++ User interface - Windows Internet Explorer provided by CERN & q*}} [@SIMBAH — l_l B- 5 & - [ Pege ~ G Tooks -
@.\—_/J; - |E, https: fiwebswc03, cern.chflistboxservices/simbaz/listeditar . aspx |——
S List Confi
@ - Last Modified 5/8/2007 8:06:42 AM

Pace Alberto - IT/I5 <Alberto.Pace@cern.ch=

bl

'ﬂ? ake [@SIMBA++ User interface

' CERN Home  IT Department = IT/IS Group

Slinnize - (Lisdsiers Sarviees 9 - Owners

Search &Manage  List Archives Subscribe

; Add Owner ][ Delete Owner
Boissat Christian - IT/IS <Christian, Boissat@cern.ch> ~
Search for a list whose... ’/ Chorier Julien - Other <julien.chorier @cern.ch= 1
= R Copy Cedric - ITfIS <cedric.copy@cern.ch=
List Name: begins nith _ » / Desar Dellabella Sebastien - IT/IS <Sebastien.Dellabella@cern.ch=

Owner: equals

I / Mem Deloose Ivan - IT/IS <Ivan.Deloose @cern.ch>
Gaspar Aparicio Ruben Domingo - IT/DES <Ruben.Gaspar. Aparicio@cern.ch=
Clonly i Hanine Michael - IT/EXT <Michael Hanine@cern.ch»
Isnard Christian - IT/IS <Christian.Isnard @cern.ch>
Jouberjean Franck - IT/UDS <Franck. Jouberjean@cern.ch=
Kwiatek Michal - IT/IS <Michal kwiatek@cern.ch>
Lossent Alexandre - IT/IS <Alexandre Lossent@cern.ch>

@ - Membe
Good Morning!.. Alberto you are embers

There are 23 members. Mamouzi Djilali - IT/IS <Djilali. Mamouzi@cern.ch >
Showing the list{s) 1-15 of 15 total mg Find Montuelle Jean - IT/IS <Jean.Montuelle@cern.ch>
— Nordal Audun Ostrem - IT/IS <Audun.Ostrem.Mordal @cern.ch>
Mail / Description Olin Pascal - IT/EXT <Pascal.Olin@cern.ch>
) . . ) ding li . Ormancey Emmanuel - IT/1S <Emmanuel. Ormancey @cern.ch
[Edit] top-services-technical-meeting @cern.ch m:!gﬁ;“ iaPesonsannc=l Otto Rafal - IT/I5 <Rafal.Otto@cern.ch> B =
Pace Alberto - IT/IS <Alberto,Pace@cern.ch>
(=11l fo-rota-is@cern.ch Weekly 3rd level rota information Schwarzbauer Hannes - IT/DI <Hannes.Schwarzbauer @cern.ch=
Sudik Juraj - IT/IS <Juraj.Suck@cern.ch> bl
[Edit] it-dep-is@cern.ch Members of the group IT/1S Display Membership
[ Add Member ] [ Delete Member ] [ Bulk Operations
[Edit] it-dep-s-ds@cern.ch IT/I5/DS section -indudes non-stg
G _ are Weekly 3rd level rota information
[Edit] it-dep-s-ds-staff@cern.ch IT-15-D5 section staff only @/ - Description
[Edit] it-dep-s-mgmt@cern.ch IT/IS Group Management @ - List Type ® Normal List O External List

[ o
9 - Maximum Message Size (KB) 3

| >

Done ‘ﬂ Local inkranet Ho100% v

|~
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Integrating the big picture ... LI
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Global identity management a requirement for HEP
computing and Grid activities through the
“International Grid Trust Federation”
(www.gridpma.orq)

- Coordination is done through the regional Policy
Management Authorities
— Asia Pacific Grid PMA
— European Grid PMA
— The Americas Grid PMA

« CERN efforts in identity management integrate
directly in the global grid services
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The CERN Certification Authority is online
and part to the CERN Identity management

— http://cern.ch/ca

Manage user certificates

® I d e ntity Val i d a_ti O n iS Request user certificate using Internet Explorer

Request user certificate using Mozilla browser

d O n e u S i n g th e S S O Request user certificate manually

Renew user certificate (Internet Explorer only)

SerV|Ce (Wh'Ch aISO (=] Renew user cer tificate manually

List and revoke certificates

re CO g n i Z e S g ri d List and revoke certificates

Trust CERN Certification authnritv

certificates) a&mzﬁw e e e

any other pltﬁ:lm ﬂ'n CERNR tC hﬁ ate n d tab tr tedm ually to allow CERN

Certificate verification. To do this, install the Root Ce tﬁ ate using one of the FDII wing methods.

® Offe rS g ri d Ce rt i fi Ca_tes [ Install Root certificate using Internet Explorer

Install Root certificate using Mozila browser

to au t h O ri Z e d u Se rS Install Root certificate using Safari browser

Download CA certificates and CRLs [Help]

ol © Recognizes gridpma  |ginii™

jaMbea  certificates and allows | g 2ol
CERN IT Department mapplng to the CERN Certificate mappings

r B Map an existing Certificate to your account
CH-1211 Geneve 23

swasind g CCOUNLS s

www.cern.ch/it @ Manage Host Certificates
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D1str1buted A\tomated Certificates Uthepy
Identlty procedures Cat/

Management

@ Access control
Global G/ww{

rstW
E-Group / VO | ~me®
Authofization Authenticated and
management management .
authorized end-user

/ receiving services
ti
=

Resource owner or Service manager
Authorizes using

» User Accounts (Certificate Subjects)
* VO or local E-groups
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. CERN
Summary / Conclusion T
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ldentity Management Is a strategy to
simplify complex computing infrastructures
and is an essential component of a secure
computing environment

e Security in focus

— Complexity and security don’t go together

* Cost reduction available as a side benefit

* Necessary to resist to pressure of having
— “Custom” solution for “special” users
— EXxception lists



