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7 1.- INTRO: SCADA SYSTEM

Supervisory, Control and Data
Acquisition
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>\ 1.- INTRO: ARCHITECTURE o
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1.- INTRO: WINCC OA ARCHITECTURE

Modular architecture: Managers

Drivers (D): Process Interface (PLCs,...)

Central processing: Event manager (EV)
holds the current 1image of the process
variables in memory

Data Manager (DB) parameterization and
archiving of value changes

User interface (UI) : graphical display

Managers can

run in different

machines!

P
ul L ul “Ul | visualization, Operation
Editnr } Runtime = Vislon, Graphical Ednor = Gedl, Database Edior = PARA

API Processing, Control

cript languags = Control, Application Frogramming interface = Manager &P1

EEasssss -

L*f': —— | DB EV i_ CON| Process Image, History
o = Deintas ‘23.'1'.:‘:.‘?.‘:‘.‘: Communkcation v Alarmieg = Event manager, =story = Dada manager
1ty $ D D D Process Interface
' Crreer Driver F o— Driver: FLC, Fleld busses, DDC, Telemetr® TU, Special drivers
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INTRO: UNICOS WINCC OA FEATURES

Uniform look and feel
v Widgets, faceplates
v Tags Naming as in PLC
Devices connection
v Directly set-up on application import
v Diagnostics
System Integrity
v Checks that all the SCADA features are working fine
v Automatic reaction
v Report
Reporting tools
v Event list
v Alarm list
v Messages
v Trending

Access Control
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\ 1.- INTRO: TERMS

Device: Process Component, the devices can be the sensors
(temperature, pressure...), actuators (Motor, valve...), controllers,

PCOs,
- Sta ['"- ends | Regulation ' u‘:'--‘l 1CAD0) T =
Faceplates: Overlap panel presenting g __ = o
all dynamic values, status and e o .-
information associated to a device. e P
Renge Min. [ 00%] ”:;f:: T EEE\‘EE:Q IE
elasia el e ]

Panels: Panels are windows used to represent the status of the
process by observing animated objects.
v Background panel: Panel covering the entire display

v~ Pop-up panel : the overlap panel covers part of the display it can be moved and
eventually will be closed when the base panel from where it has been opened is

closed (child Panel)

Widgets: mimics or widget are small display l
elements presenting a device in a synoptic with ’
a subset of its associated dynamic values,
status and information

LNZ2

Trends
v Trend Plot : panel presenting on the same time base several trend curves
v Trend Page : panel presenting several trend plot in the same window.

@ ICE
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1.- INTRO: WINCC OA DEVICE

Reserved for
select/deselect

i--Dcpc _Analoginp
----- e statusinformation [_UnStatusinformation]

: —_— o 5. CJProcessinpu
Device type = WinCC OA DPT. Esteneast
-[£7] PosSt
: ~[EHFSt
D@Vlce name evStsRegO‘l\
. -[=1] PosstSubsamplin
v Wldget: --CJProcessOutput o Process input
[WCCOASystemName]:[WCCOAAlias] ManReq! data
E.g.: dist_1: QSDN_4_1LT400 “leventMask

v Trendlng : Process output
[WCCOAystemName]:[WCCOAAlias].[leafProcessInput/Output DPE] data

E.g.: dist_1: QSDN_4_1LT400.ProcessInput.PosSt
DP name
[WCCOASystemName]:[prefix]-[FrontEnd]-[Application]-[DpType] - [FHH##]
E.g.: un-CFP_LABO_BEN-QSDN-CPC_AnalogInput-10000
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>\ 1.- INTRO: PROJECT NAME CONVENTION

Project name = System name

Directories:
v Project: 4 | PYSS projects
PVSS_projects/[ProjectName]/[ProjectName] 4 Q5DM

E.g.: PVSS_projects/QSDN/QSDN | g;;:e'j-mm’m“”ts

v Installed components:
PVSS_projects/[ProjectName]/installed_components

E.g.: PVSS_projects/QSDN/installed_components
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1.- HANDS-ON: CREATE A PROJECT

Project name

QSDN
System name
4 PWES projects
QSDN: . QSEJTHJJ
| installed_companents
Directories: | QSDM
v Project:

PVSS_projects/QSDN/QSDN
v Installed components:
PVSS_projects/QSDN/installed_components

Procedure in unicos wincc oa ucpc page - download



http://unicos.web.cern.ch/wincc-oa-ucpc
http://unicos.web.cern.ch/wincc-oa-ucpc
http://unicos.web.cern.ch/wincc-oa-ucpc
http://unicos.web.cern.ch/wincc-oa-ucpc
http://unicos.web.cern.ch/wincc-oa-ucpc
https://edms.cern.ch/file/1228441/1.6.0/Procedure_WinCCOA-UCPC_Application.pdf

y Engineering Department

>\ PROJECT CREATION

Follow path convention!
Create the project
Install fw installation (unzip)
Install unicos packages using fwlnstal
Install cpc package using fwlnstal

Get components (2-4) from:
UAB project/Baselines
cern.ch/unicos -> download section
Unzip the components (3, 4) to the temporal dir

Session 0: Introduction

@/ice
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7\ 2.- BASICS: LAYOUT

Same layout on each display

Header

v Fix area (toolbar)

Process area
v Synoptics, trends ,.

Footer

v Contextual area

&3 unicos HRL_1: qsdn _ = [EoR [T

@t[:[s wwwwww P4 _COMMON_SSDN_OVERVIEW prl B A [j admin @)

u qschn I_ia 43I PU 1232014
E]rl W izsegee®@en [RE o | B8 |2 9 Unack

P4 QSDN - < VIEW saesem s |1 x| x|x]

Nitrogen Control

Vessel 2 Control Vessel 1 Control

Hw400

on | off T Remaining time: Device | dist_1:QEDN_4_2EH4001 Ok

L 20140123 16:01:21 356 INFO automatic deselect QSDN_4_1PY408 %

5
e e N Mo & l[ o Mode ][ LR " DEselect || 2014.01.23 16:34:24. 785 INFO Select @SDN_4_2EH40M Ok
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>\ 2.- BASICS: HEADER
Panel, trend horizontal navigation

. I ~ UNICOS utiltites:
080, appiicalion hame Navigatio WindowTree, TrendTree
n Panel

\ Alarm17 EventList, etc.

T |+ | st visioni@sDHPE_COMMON_GSDH O\-"ER\-’I | [x[[[4s | 2t j
Quique's LAB A %8| L8 .n‘ fig m |
L

“ It -200910112610146113.?48 |Q5DN_8_PTF’erF'.&
|

Current user (login),
date & time

Equique %

10:46:24 AM 102602009

‘Testwith FA pressure sensc|F'Usmon Status ‘—0.69 ‘ n ‘S 347 43 ﬁ¥58 Unack.
Beep System Status
Front-end
Management menu

Alerts row diagnostics
Configuration menu

Remaining select time Device to select or

Last device selected
LHilities Helium

Ronde Power Elec. Vacuum Remaining time

Device |P5_152:QSCH_18_1PTS9

_Ta_ Select
L |2009.01.26 15:34:50.255 INFO GSCH_15_CY176 auto mode request sent.
f T 2009.01 .26 15:34:53.083 INFO

Select @SCB_15_CW177

Contextual area Right-click: history of all received messages




e e @9&-&
y Engineering Department Pags o
>\ 2.- BASICS: LOGIN
Right click

On the Current User name

(ol | = visioniGEDMPE_COMMON_DEDN_DWERVIEW pri j |z|||&__,‘| &l -;\'l W =

%mque-s Lag Y TSR T 5
L

« T-QDUQIDHQE 10:46:13.748 |QSDN_E_PTF‘mfF‘A ‘Testwnh PA pressure sensc‘Posmon Status |-U 69 | m ‘S 4341 438 ill 268 Unack Or Click On the “ key,,

Login as...
Logouk
ose wisializakic

. Info k
User adminiskration . .
2 Click Login as

Zhange password

“ LOGIN: Lo in 3 Enter a user / password

A Click Login

List of autologout user (if configured)

Default users: |
root >
admin
expert

As default the “expert” login is configured to be log
operator off automatically after % hour of inactivity
monitor
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2.- BASICS: DEVICE TREE OVERVIEW

5 unicosHMI L gsdn

=

=

gsdn

Device Selection

Select Dizplay by:
| Data Server * v
~! Front-End: * Y
! Application: = v
| Device type Rt

Domain:
Mature:
Alias:

st L
Wl cFr_LaBD EEN

QsDN

D CPC_RcpBuffers

+-#, CPC_Digitallnput
CPC_Analoginput
CPC_DigitalParameter
CPC_WardParameter
CPC_AnalogParameter
CPC_ProcessControlobject
CPC_Controller
CPC_Digitalalarm

&

gl g e g g

.
- B
=1 2 [}
Iﬁ In
5 P,
E1s B
2 [#2
B
H
= EE
[
El

H

CPC_Analogstatus
CPC_DigitalOutput
CPC_AnalogOutput

i
:3

®

& % CPC_Wordstatus
+

e

-4}

[ D

Filtered in m

334 /334

L
-LQEIZEIM 312:08 PM

67\:\/ )~ S: visianiunicosOhiect/GeneraliunTreeDeviceOverview pnl

Device Overview

‘TRUE

Snapshot

Remaining ]

L o20d4m
8
| 20401

3 unicosHMI_L: gsdn

# e [ ]] R 72 | & [

(]
(]

admin
4:35:56 Phi

3 Unack

4 | Device 110 10 sk

112312014

&

Industrial Controls
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=1

==

Select:
d
[v] ¥
[v] ¥

L4

Device Selecti

gsdn

L
-UZSJQDM 3:12:08 PM

Dizplay by:
Data Server: =¥
Front-End T
Application * v
Device type: * v
Domain:
Nature:
Alias

dist_1:

#bev  CPC_RcpBuffers

+ %%, CPC_Digtallnput

# %, CPC_Analoginput
CPC_DigitalParameter
CPC_WordParameter
CPC_AnalogParameter
CPC_ProcessControlObiect
CPC_Contraller
CPC_Digitlalarm

CPC_Local
CPC_OnofF
CPC_wordStatus
CPC_AnalogStatus

CPC_DigitalOutput

B Al b

a\:‘/ /= | 3 visionAunicosObjectiSenersltunTresDeviceOverview pri

‘THUE | n |

Device Overview

BB e

¢]x & [ é‘_\ .aumun &
4:36:47 PM 172302014
GLa 3 Unack

Filter

AMD

AND

(€] Last update: [2014.01.23 165:36:4373

LOCAL TIME

Device Type |Ahas

| value

| Local time

| state

v |ea o || fer o ||t
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! \ 2.- BASICS: WIDGETSANII\/IATION

(W] DATA QUALITY [warnings) Object Letter Color Pri [Ai] ALARM & INTERLOCKS Object Letter Color  Priority
Imvalid data all ! o h.ghe_-: I interlo highest
0ld {data not up to date] all =

Field o with an alarm blo

10 obj h I0Error blocke Field,

Qrange ; 3 i
: . 0 o R |elCle  fowest

[Ai] Info [Alarm objects]  Object Letter Color  Priority
Alarm condition highest

High Threshold alarm

hreshold alarm

Priority ) ' Thri ning - H
- - S Orange [T
highest f hreshold warning L

[Ai] MASK & BLO(K info  Object Letter Color  Priority

& armm ) y B highest
estart required A7 T & y D) b M Yellow 5

Letter  Color Priority
[Jl]Addltlcrnallnfcrrn'latlcrn Letter Color - / : e Local Mode HL highest

er mode (up a  amiELreT [N _ e L

Camment naotification
{F) Feedback & {0) Order Color
Feedback value

EH

AlLAS Analog Analos Analos onoff AlRS FID Analog OnoOff Onoff DA, Ap, AR
Mo refresh Data not Forced MWode Auto Warning |Forced Mode| Manuoal & Inhibit Temporary | Start Alarm On | Elocked |Warnin
Data connected Fesulated - & Fesulation Manual Stop Interlock alarm e Hish
B Forced Event & Simulated mode Interlock active
order: 17.1 lode Mlas ked activate
stat: 16.2
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7\ 2.- BASICS: WIDGET INTERACTION
Mouse over ™ |
. &, Device selected
Mouse Clle ﬂ _F\T'\"F\C 150_Anadigl mouse over
v Select if user authorized: B,
at least “operator” Selec
Mouse double click —
v Select, open faceplate o
. . Device selected
Mouse right click | By another UIM
Device selected No action possible
v Menu
. ]
Device selected:
a

v White box around -

v C ont extu al butt on On / Open Off / Close Set Value Inc. | Dec. Limits
Opened in COl’lteXt area Auto Mode Manual Mode Forced Mode Ack. Alarm Dezelect
v Device name set in the
lllllllllll cubjeu::t:l te ATV AC_180_Anadio Select |
fOOteI' Of the m—]  Gmatic deselect ATYAC_180_Anadio] e

Graphical Frame




7\ 2.- BASICS: FACEPLATE INFORMATION

Status (data) area
Trend area

Info: HTML page

Industrial Controls

Engineering Department

q
a
Q. Oq,‘ Qg0
o
8 ]
@/ice]
o N
s i
1%
o

Diagnostic: custom panel

Trends: Popup

Menu (widget)
Contextual button
v Per device type

v" Animation depend on
the state of the device

3 1- QSDM_4_CV400 Connecting Valve O | (=3
Status | Trends s 1S
Status Operation Modes
Posttion — Inh ©n Full Stop Irterlock :l
Limit On 0% .y . Temporary Stop Interlack :|
o Manual rr Statt Interlock L]
Limit Off 100% || Fores | e ]
Locsl [ | Alarm Mot Ack. [
Failzafe On f Opened Hardwvvare Local I_ Warnings
Evert masked B
Ranges Requests Allow restart nesded [
Ranice Max. 1000 % Auto _ Alarm blocked |
5 o o i A2 Error
ange hiin. 0.0 % i — 119 Simulsted —
Activ R | tenusl == Auto [
Position WWarning I_
| on Off Set Value... Inc. Dec. Alew Restart
Auto Mode Manual Mode " Forced Mode H Ack. Alarm ][ Deselect l

5
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7\ 2.- BASICS. CONTROLLERS | (DEVICE LINKS)

Opening the Faceplate of the controller through
the controlled object:

right click on the analog widget

— Device links selection (feedbacks & controllers)
Ack Alarm 947 Or by the TAB “regulation”

Faceplate

Diagniostic

Info

Synopkic

Device configuration
Mask Eve

DTrmax

QRLAA_ZSRE_GTH10
QRLAA_ZSRE_CYI10A0
* QRLAA_ZSRE_FC10
QRLAA_ZSRE_TCH10

Deleke dynamic krend
add to dynamic trend  »

Statusl Trends Regulation l GRLAA_25RE_CY310 Diag M h»_;

QRLAA_25RE_FCI10 R oA
Output position NN Facepiate | [ (W[

QRLAA Z5RS TCH10 R
In both cases there is an utputpostion | ENNRN Facepte | [
indication about which controller
1s active (this feature depends on

the logic programmed)

On / Open Off [ Close Set Value Inc. ‘ Dec. Limits

Auto Mode Manual Mode Ack. Alarm Deselect




2.- BASICS: CONTROLLERS I
(FACEPLATE & DEFAULT PARAMETERS)

¥ 1 - QSDN_B_1PC400 Vessel 1 Heater Control
m—
Status ‘ Trends l JD JI b
4000 Operation Modes PID Param At <= Det 1 - QSDN_B_1PC400 Vessel 1 Heater Control Set P... 1 B
Active s 25551 PID Limits
Regulation AutoMan R |— . § — SetPoint
Auto Posttion ~l | 2200 [ Saved Active New
Manuzl Position ] |— e 3300 |— hisx Range 4000
Forced Pasition F [ || = 4400 [ [ om0 Hgh | apmo | b1.000]
Tracking T [ |SetPoints Limits IW L | e | o
. o8y . ..
SetPoints Requests High 4000Bar [ S— IW
suo IR | Lov [ ooew [ '
0,000 e
manusl  [EEGEE | Output Limits — Output
. Ol !
scive IR | Hon | oao% [ -
S Range 100.0
Output Position Requests | 2% 00% [
T i 100.0 High | 1000 | 1000
W= QSDN_8_1PT400 Auto Warnings —
0o
oUT= [5DN_8_1EH400 maruzl RS | oo r tow | oo | oo
vertmaskes | Actve  |NEEERE | 1o simusted I Min Range 0.0
SetPoint Ourtpurt PID \ Limits Save Restore OK | Apply | Cancel |
Auto Mode Manual Mode Forced Mode Regulation Dei

Industrial Controls
Engineering Department

1 -QSDN_B_1PC400 Vessel 1 Heater Contro... | &3

PID Parameters
Saved Active [ ey

3,000 Ke | 3000 | B 00D)
2.200 | 2200 | 2.200
| |
| |

Default parameters are tagged as “Saved” parameters.
There are two possible actions:
1.“Save” to assign the current parameters to the default ones.

“ ” . 3.300 Tl 3.300 3.300
2."Restore” to assign the default parameters to the current ones. E oo
4.400 Tz 4.400 4.400

Save | Restore| (024 | Anply ‘ Cancel |
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>\ 2.- BASICS: ALARMS |: PRINCIPLE

Alarms

Visualisation Visualisation

Threshold

Digital

Interlocks Alarms

Analog
Alarms
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!*’; 2.- BASICS: ALARMS |: ANIMATION

Alarm widget shows the alarm state according to:

Not active

250M_G_DR1CT_ SN

Active and not acknowledged by the operator
(blinking)

"[I LIIITI._

Active (acknowledge done)

Not active and not acknowledged (blinking
QSDN_8_DN1CT_SI2 border)

o Blocked (by the user)

GE0n & DR1CT_SH

Blocked but alarm present in the input.
QSDN_B_DNICT_SI2 (W = position warning)
The alarm will be active after unblock action!
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q 2.- BASICS: ALARMS |l: PROPAGATION

Alarms are propagated to their parents to allow showing a possible blocking
action by the user in a dependent object.

QSDN_8_DNI1CT_F52

QSDN_8_DNI1CT QSDN_8_DN2CT

QSDN_8_1EHA400_ST1

B
QSDN_8_1EH400 &— 0

'ﬁ 1- QSDN_4_DMNICT Control Vessel 1 Configured alarms

Full stop Temporary stop Start interlock Mo interlock alarms

wall Stop Interlock

l ’, Alarm types

1 - QSDN_4_DNICT Control

Status | QSDN_4 DNACT

Status Operation Modes Alarms

on / Opened Inh 5t Full Stop Interlock
DL Auto || Temporary Stop Interlock

CHiiSo=ed Manual T Start Interlock

ALL Alarms Blocked Forced || &=

Temporary FullStop Local [ FLETTIRER

Warnings
Orders Requests Event masked
Auto ON r Allow restart nesded
Run Order Manual ON [T | Alarmblocked

CITEEn Y BEET Auto Controlled Stop [ [ VO Emor
IO Simulated

Active Optien _ Auto Option _ Manual <= Auto

_DN1CT_FS8
11 1EH400 nSt=1 or
¢ OnSt=1 or 1EH400 OnSt=1And 4!

B | [

On ‘ Off Control Stop Option Modes AHew Restart

alarms associated to a
device (analog, PCO, ...)

Auto Mode Manual Mode Forced Mode Ack. Alarm




2. - BASICS: INTERLOCKS FOR FIELD sl conrs QR
Englneerlng Department -
OBJECTS

Start Interlocks

o In case of a START interlock in a field object: the body of the widget won’t
change its color and only the letter (I) will change to red. Still the alarm is
going to be generated!.

OnOff: QSDN_8_1EH4000k

Temporal Stop Interlock
Full Stop Interlock
Alarm
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2. - BASICS: MODES
Auto Inhibit Manual/Forced mode

» Whenever the Auto Inhibit Manual/Forced pins are used in the user logic
code, there will be a visible indication (“h”) in both the widgets and
faceplates (apart of inhibiting the corresponding buttons).

Analog: Q5DN_8_1EHA400

OnOff: Q5DN_8_1EH4000k
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7\ 2. — BASICS: HIERARCHY. RECALL

Point 4 Cryogenic System

LHC1.8K
Cryoplants
Compressor
QSCCx
Compressor 1
Control
. I
Devices PID _
. 5 PV Valve CV Valve
Field Devices - -
. Digital Digital Analog Analog
I/O Devices Input Output Input Output - - -

Interface: I/O Boards-Fieldbus-Other PLCs

Session 0: Introduction @

¢TOg/Uer ‘NIHD
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!!/\ 2. - BASICS: HIERARCHY

o Master:

o Parents:
o Children:
o FS:




HANDS-ON: GENERATE AN ALARM

o We will:
» Trigger an alarm from PLC I]]]

» See 1t 1n action on SCADA

Industrial C ]®|CE

Engineering Department

GT0g/Uer ‘NITD
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q 2.- BAsics: WINDOW / TREND TREE

unicosHMI

. | S visiondunicosObjectiGeneraliun TreeDevice Over viegw pnl | admin @

E:24:42PM 172702009

1 Click

Management Trend Tree [locall

| application: = 5
>} device type: * Application (local)

=™ Domain: *
=i Hature: * Tree Management [local]

= dlias

Swstem integrity (local)

Events bits [local]

Alarm bits local)

2 Select

3 Explore to find
your panel or
the folder where
to put the Panel

For each panel,
you can define
1ts navigation

I WindowTree Tree configuration (local})

allix

Hierarchy | Panel I i
Address | LHCCA S o
| | —— . =ao
-2 —~-Clipboardindow Tree-— PE_LHCCA_OVERVIEW -> visioniLHOCAPS_LHCCA_OWVERVIEWY oni h
B0 COMMON PE_LHCCA_COMMAND —= vision HCCAPE_LHCCA_COMMAND pnl g
D) LHCA, I @=cca z
-3 LHCE I QURCa, & — B
=- ) . -
PA_LHOCA_OWERYIEW z
B PE_LHCCA_COMMAND et
) @scca et v v B |
3 aurca Em i =
-3 LHCCE
-5 BEEP_LHC_POINT 5 e
interconnection_PS I».-..- At A
| sl
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>\ 2.- BASICS: PLOT CONFIGURATION

Il TrendTree Tree configuration {local})

Hierarchy I Plot/Page |

=10

Address ICodes_defautS_TS

@ -—-CliphoardTrendTree---

= Predefined_Trends

-5 asca

@ Compressors_Skid
{a Regulation_Comg
@ Compreszors_Divers
H-L0) BERA_GURA

H-3) QSRA

{5 GURA

/I3 PE_arret_CP1_12_5_05
B LoV

B e

B8 TPC215_TPT220

B Augmertation_BP
B Start_unit_fautt_cPa
B Tuning_regul_BP

A efalts 15
B TUT

B QURA_Fusible_a02
B QSCA_2_1LTE30

B test

B asca_2_pc13s_PT132
B Test_pression_lignes
ﬁ Test_pression_2

B Start_unit_fautt_CPS
E Rechauffage_sdzo_BF

fra B B B

B QsDN

B QSDh_essai

B Depotage

B QSRA_2_1TT529_1
E regeneration_ADS

-0 User_Defined_Trends

B _unicosHMI_2_DynamicTrend

Plot Parameters

Set PYSS DP Selector | & |

Plat Mame I P2 22 Codes_defauts_To

Plat Title | Codes_defauts_T5

Tirme Range ID_:I days |1—:I hours ID_:I minutes I~ Show Legend

Background Calar |

¥ Show Grid

Fareground Calor -

I~ Log scale

DF Element Legend Text

—Curve W A

Archive—

Color Type Visible| On Min

Max  Auto Canf

[P2_22:08RA_2_ToBi2 P [ | 0SRA_2_T8B2. Posst

.ISteps jg EID

[1 i

[P2_22:08RA 2 TsBit1 P . |[QSRA_2_TsBit1.PosSt

JlSteps jgl Elﬂ

[ r..|

QSRA 2 TEBitB. PosSt

[P2_22:05RA,_2_ToBiE

.ISteps j§| EID

[ r..|

[ P2_22:05RA _2_TsBi5 2 2204 7 TEBitS. PasSt

=] &[o

[P2_22:08RA_2_TaBI4. K| OSRA_2_TABitd.

[P2_22:05RA_2_ToBI3 P [ | SRA_2_T8BI3 PosSt

= o

| |

sl |

[1 |

=
=

[1 L
r
r

| |

Bl EE

(Glohal Settings for this plot

ISteps

sz &

o

Template parameters can be defined in the plot title, dp elements and legends using {} brackets
e.g. System:{datapointh.value The template parameter values are passed to the plot when it is displayed.

Apply |

Save as... |

Industrial Controls
Engineering Department

- Filter Optises
System dome [ ..I
Bomsn o fer -

Hature W fiter =]

Device Type f” ..I

ICE:
A+ s ¥
L4 \.’J‘.»\ °

-]
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Creating a new trend
page

Ml TrendTree Tree configuration {local) ] 3
Hierarchy IF‘IUUFEQE |
Addrezss | PB_arret_CP1_12_5_05 o

153 -Cliphoard Trend Tree---
- Predefined_Trends
B-) 95CA
) QSR _GURA
B @sRA
E
B

B TPCZ15_TPTZ20

2 Augmertation_BP

B Start _unit_faut_CP4

B Tuning_regul_BP

B Codes_dsfauts_T5

- U7

B QURA_Fusiblz_A02

B QscA_2_1LTED

B test

-F 0SCA_2_PC135_PT132

-5 Test_pression_lignes

- Test_pression_2

- Start_unit_faut_CPS5

B Rechaufiage_adsa_BF

B% _unicosHMI_2_DynamicTrend

-5 asDn

-5 0SDN_sssai

B Depotage

B QsRA_2_1TT529_1

B regeneration_ADS

=53 User_Defined_Trends
-5 LHCCA

ugmentstion_BP_12_5_05_16h45
LigmentationBP_12_05_05
ourbe_PB_comp_franck

[ Detail panel

Page Layout

Paga Narme  [P2_22 new Caolumns

Fage Title @ |W_:|

Template parameters can be defined in the page title using {} brackets - e.g. {device)Page
The template parameter values are passed to the page when it is displayed

Save as oK Apply

Cancel

a
QO

Industrial Controls @GQFCEE?Q
Engineering Department

(g {.‘O‘b o
-]

2.- BASICS: TREND PAGE CONFIGURATION

1 <o to configuration,
trend tree, select a
directory where you
want to create it

2 Click right and choose

new page

3 Choose an existing trend
and apply




2.- HANDS-ON: ADD A TREND PLOT

o We will:
» Create a trend plot

» Create a trend page

Industrial Controls @ |CE

Engineering Department

GT0g/Uer ‘NITD
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7\ 2.- HANDS-ON: EDIT PANELS

o We will:
» Create this panel with Gedi

Industrial Controls
Engineering Department

o Add it to the UNICOS HMI

q
a
Q. Oq,‘ Qg0
o
8 ]
@/ice]
o N
s i
1%
o

¢TOg/Uer ‘NIHD
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Industrial Controls @ CEg
Engineering Department -

OUTLINE

Introduction
v Architecture

v Terms

Basic Features

v Environment & login

v Widget & faceplate information
v Panels (Navigation), Trending

v Device overview

Diagnostic Features

v Events & Alarms

v Diagnostics: System Integrity & System Status,
v Front-ends

v Access control setup

OWS
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al Controls @ CE"

Engineering Department

!!/; 3.- DIAGNOSTIC: EVENT LIST
4\\‘

Quique's LAB 2

. =
« |7 -QDDQtDWIQE 10:46:13.748 |QBDN787PTPmrPA |Test with PA pressure senst‘Pns\tinn Status
1

4347 434

EEDEEN ) [—

10:46:24 AM 12652009

=1 28 Unack

Query time
Interval

Number of
found event

Filter: object, alias, etc,
Save, load filter, etc.

@ Ewent List

\

L *ant List

Events
Application: Domain l* v] Alias: [* w | Description: | * Total
Device type [* I v] Mature: [* v] Bit: [* v 22
Start: | 230172014 17:31:52 E Thirts v
End: 230172014 [173m:40 5 LOCAL | Optimize query time
Events shown on page: |22 Puosition: | 1 to |22
Lacal Time Alias Description Domain MNature Bit Ewent Inwalid L E]
:IF'TAI_ILI E]
1PT400
Maximum
number of

displayed line

Export

Print

Display
Maske
events

Lines displayed: 100 Right click opens options.




Engineering Department

3.- DIAGNOSTIC:. ALERT SCREEN: ALARMS

Industrial Controls

@\:\/ - |S visionIGSDNFE_COMMON_GSDN_0); IBW ol

jx‘tdﬁj

- . LA = ’
Quique’s LAB A \i‘ [&‘Lﬂ s E@J lr||| 10:46:24 AM  1/262009
L
. I |
jT‘ -ZDDQIDMZE 1004613748 ‘QEDN_S_F’TF’mfPA |Testwwth P& pressure sensdFosion Status | 0.68 | 1] ‘S 4347 434 = 268 Unack

Mode of Filters:
operation object type, alias, etc.

ROCESS Alarm List =
UN COS Alarm Screen

Alarm filter

& Current alarms Application A E] Mame: - v | Alert text [" -
Append new alarms Device type: | * Domain: | * [Z] Description: | * Alert state: [’ :]
Hist | al . y F. -
istorical alarms Start: | 23/01/2014 7332 = (B [ Mow | e zone: Alias:
100 End: [23m172014 174632 5 (A Rlowy LOCAL Filters

Short Local Time Aliag Description Dormain Mature Mame Value Ack 8 B
L 2014.01.23 15:00:27 411 |QSDN_4 DMICT_SI1 “essell Bad Level QSDM ALARM |Warning TRUE 5
LL  |2014.01.23 15:00:27 411 [QSDN_4 DNICT_SI1 “essell Bad Leval QsSDM ALARM | Alarm TRUE n 5
L 2014.01.23 15:00:27 411 |QSDN_4 DM2CT_SI1 Wessel2 Low Level QsSDM ALARM |W¥arning TRUE S
LL 2014.01.23 15:00:27 411 [QSDN_4 DN2CT_SI Wessel2 Low Level QS0 ALARM  [Alarm TRUE n =
L 2014.01.23 15:12:08.654 [QSDN 4 DNCT TS1 Air supply Low Pressure |QSDN ALARM  [WWarning TRUE s
LL  |2014.01.23 15:12:08.654 |QSDN 4 DNCT TS1 Air supply Low Pressure |QSDMN ALARM | Alarm TRUE 1l 5

Acknowledge

Visible alarmg\

6 alarns 3

unacknowledged Acknowledge  ~

All selected systems online

Eiaue @




3.- DIAGNOSTIC: SYSTEM INTEGRITY

>\ CONFIGURATION

Different components could be configured to be checked by the System Integrety: PLC,

Archives, drivers, ...

@ unicosHML1: gsdn

-]

. )—’::-, o
Industrial Controls @ ICE
ok, o,

Engineering Department 7

==

gsdn

(O
Alarm Bits {local)

Managernent  » Application (ocal)

Backup {local)
Devices (local)
Dewvice DPEs {Jocal)
Device Types (local)
Distributed Systems {local)
File Access {local)

Import Database {local)
Import Tree (local)

Pl ShS flacal

Menus {Jocal)

Sy t floc
Text Labels (local)

Trend Tree (local)
Window Tree {local)

6\:[21 = visiondunicosOhjectiGeneraliunTreeDeviceOverview pnl

L
TI -1232014 312:08 PM |TRUE | n ‘

e HIEE)

] || 44| | te A o . admin =y
S50:20PM 142302014
(e

== 3 Unack

@ Systemn Integrity Configuration

System Integrity Configuration

System

dist_1 2

Select sub-system:

Dk

DPE

File
ImportFile
PvS5DE
RDBE
SOFT_FE
api

archive
ctrl

dist

driver
unicosPLC
unicosS7FPLE

[= = ][=2]

unicos_scripts

Internal config ] [ E-mail config

Close

=
1201401 2317:43:21 600 INFO

automatic deselect @SDM_4 2EH4001 Ok_ST1




3.- DIAGNOSTIC: SYSTEM INTEGRITY
NOTIFICATIONS (EMAIL-SMS)

7

Industrial C

ontrols

Engineering Department

Notifications are configured via email (sms) through two different categories:

System Integrity (admin users)
Process Alarms (expert users)

3 unicosHMI_1: qsdn

s gsdn

ﬁ: /= | 5 visiondunicosOkject/GeneralinTresDevicaoverview ol B A [j @
: i
«|rlu [ioamiazzaapn Rue |u | =

Alarm Bits {local)

Managernent b Application flocal)
Backup {local)

Devices (lacaly

Device DPEs (lacal)
Device Types (local)
Distributed Systerns tlocal)
File &ccess lacal)
Import Database {local}
Import Tree (local)

Menus (localy
Systern Integrity flocal)
Text Labels (local)
Trend Tree {local)y

E-Mail/$hiS Configuration

Aail / SMS Configuration

ew E-Mail/SMS configuration:

nProcessAlam

isting configurations

nSystemlntegrity
nProcessAlarm

%] @]

Window Tree (local)

€3 1- Q3DM_4_1TT4001 Vessel 1- Heater sectionl-Temp, cont. | o= | & 223

Set Limits PosSt

ol N Ml F SMS
HH S categary Mail’=hs
unSystemintegrity
H 3230 3230 unFrocessalkarm
L 107.0 107.0
LL 935 935 V<

Meed to acknowledge

[ Ok I Apply ICanceI ]

Use this function for the configuration

—unPrac larm E-hdail/ShiS

HRTY

O Apply changes LUse this function for E-Mail/SMS

Max. number per day: 250
Report O Use this function for reports:
@i Interval in seconds BR400

E-Mail/SMS at start-up

Configuration

Show HTML link in E-Mail/ShS:
http:fabinfl/lemonfinfo. php?host=

Sender address

Monitored DPs: Show DP names Receiver(s)

Damain:

cerm.ch

SMTP server:

cernmy.cern.ch

& x)

Close

=
12401 2317

4321 600 INFO autometic deselect GISDH_4_2EH4001 Ok_STI

-




3.- DIAGNOSTIC: SYSTEM STATUS
CONFIGURATION (ADMIN RIGHTS)

The animation of the system status square depends on the items that have been selected in

7

Industrial Controls

Engineering Department

the user application. Those items must be configured in the system integrity to become
selectable for the configuration

The BEEP must be configured with a unicos ALARM in this panel.

'@ unicosHML1: gsdn

=)

gsdn
E]TL. L |1zziszizeePm  [TRUE |u |

O

ILEIEE

T
@‘C_/"EIS: visionfunicosOhjectiGeneraliunTreeDeviceOverview pnl 3] A "? q‘% ,.é : .
)

B/B (==

3 Unack.

admin @

905354 PM 12302014

Alarm Bits {local)

Management ¥ Ap al)
Backup {local)
Devices (local)

Device DPEs {local)

Device Types (local)
Distributed Systems (local)
File Access {local)

Import Database (local)
Import Tree (local)

Mail 5SS (local)y

Menus (local)

Systern Integrity {local)
Text Labels {local)
Trend Tree {local)
W¥indow Tree {local)

@ Application Configuration

Application Configuration

General
Front-End applications
Alarms

Settings

(o] @]

—General

Application name: HrAl loga:

gsdn

Panel bar background colour: Panel bar foreground colour:
R O (&) (v

Default panel:

MNavigation panel:

Position of navigation panel:
X0 Y |0

Beep

Device:

Panel:

Line 1: Line 2:

Apply

Cancel

@

A

2

.;CQ.C E\" X
\*d
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Q
7\ 3.- DIAGNOSTIC: SYSTEM STATUS

The animation of the system status square depends on the items that have been selected in
the user application. Those items must be configured in the system integrity to become
selectable for the configuration

There are two colors in the animation of the system status: red (critical) and orange
(warning). ...).

A = |l LHC _cryosStarthaintsin =| | X |||+ & [l ,‘é |mon or @
GG mpicstionoperatin ————————— ——  —————————————— ———— mmg| 2P s

Application Diagnostic

| "Mam Data Server

System name: | CRYO: DS hostharne: Ics-ccr—qlhcds1 CEM.C = ‘ OWS hostname: | CERNTSEEQS

State | Application l;l P4 _LHCC
LHC CRYOGENICS System: Application name
SECTOR 12 [P4_4a: [P4_LHeE

P18 Default panel

F18-F2

SECTOR 23 |

SECTOR 34 unicos_scripts: unDevicelistUpdate unBackup: Unicos script set:

i N e

Pi4_LHCC

SECTOR 45 Alarm surmmary:

PB_56: State | Description “Walue I:

FB 2012.01 21 10.54.56 456, (S55) (CRY0) Communication CFE_SHMA_Q D

PE_LHCC 0140106 12:24:40.307: (SBS) (CRYO) Time synchra CFP_SHM4_QS( 0

SECTOR &7 2012.01.13 101246 387: (SB5) (GRY0) Communication CFP_Uxé5_aL 10

SECTOR 78 20120106 122440 313: (SB5) (GRYD) Time synchro CFP_Ux45_GUR 0

EEECTOR 81 2012.01.06 12:34:41313; (S85) (CRYO) Archive boolean 10k 6 Ok 0
2012.01.06 12:34:41318; (S85) (CRY0) Archive analog_18k 7 Ok 0 -

P8 LHCC 2014.01.06 12:3441 317 (SE2) (CRYO) Archive svent_15k 8 Ok 0 Sector 67
2012.01.06 12:25:10 259, (SBS) (GRYO) PSS DB fle size Ok 0
2014.01.07 D%:06:36 037; (SBS) (CRYO) LHCLogging 1 Ok 0
2012.01.22 11:04:53.310: (SBS) (CRYD) Communication CFP_SH4_GISC 0
2012.01.06 12:24-40 302 (SBS) (GRYD) Time synchro CFP_SHA GSCC 0
2012.01.16 10:09:17 617: (S85) (CRY0) Communication CFP_Ua5_QL 10—
2014.01.06 12:24-40 310; (S85) (CRY0) Time synchro CFP_Ux45_QUR 0
2012.01.06 12:29:40 272, (SBS) (CRYO) Archive Alarm file size Bad 40
2012.01.06 12:34:41 309: (S5S) (GRYO) Archive alueArchive_D0O0 0 Of 0
2012.01.05 12:25:09 950; (SB5) (GRYO) ChMWSenver 10 Bad 1000

bl | >IJ
Alarm list ... Close
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3.- DIAGNOSTIC: SYSTEM STATUS * ndustriol Controls. @Y
Engineering Department M
1\ VS SYSTEM INTEGRITY

System Alert summary

Mmoot @
23026 PM 102472014

Application Diagnostic

State | Application =] pPatHCe
LHC CRYOGEMICS System Application name:
SECTOR 12 [Pa_s3: [Pa_thce

P18
P1g- P2
SECTOR 23 I
SECTOR 34
P4

P4 LHCE
SECTOR 45 Alarm sumrmary
PE_56:

PG
PE_LHCC
SECTOR B7

Default panel:

unicos_scripts

unDevicelistUpdate:

unBackup Unicos script set:

-

[ | Main Data Server
’VSystem narme: ICRYO: DS hostnamme: |cs-corglhcdst.cem.c = ‘ OWS hostharne: ICERNTSEEDB

Description
2014.01.21 10:54:56.456
2014.01.05 12:24:40.307

SBS) (CRYO
SBS) (CRYO

Communication CFP_SHW4_Q
Titne synchro CFP_SHM

SECTOR 78 10:12:45.357: (SBS) (CRYO) Comrmunication CFP_L: Alarm
" Fir
SECTOR 81 2:24:40.313: (SB3) (CRYO) Time synchro CFP_UX45 F = F 3 F 5] e 0 T

¢

(

(

t

(5B%) [CRYO
06 12:34.41.316. (3BS) (CRYO

{

¢

{

t

ra ifc:f"e bUU:Qa”?;?;EOOkk  Aopeed Dosca typa 1 ot T s [F Oeserstion [
o8 LHCG 0 ihyo el € tse F3 M3 F3 M2 F3 3 ] e
06 12:34:41.317: (SBS) (CRYO) Archive event_18k & Ok = I = I = = = A = now | [OCALTME | ¥ Optessas puy e

05 12:25:10.259
01.07 09:06:36.037
01.22 11:04:59.310:
40106 12:24:40.302; (SBS) (CRYO] Time synchro CFP SHA
4.01.16 10:09:17 617: (SBS) (CRYO) Communication CFP_Uxq &1
014.01.06 12:24:40.310; (SBS) (CRYO) Time synchro CFP_Lx45 S
2014.01.06 12:29:40.272; (SBS) (CRYO) Archive Alarm file size Ba
(5B5) )

(5B5) )

SBS) (CRYQ) PYSS DB file size Ok
SBS) (CRYO) LHCLogging 1 Ok i
SBS) (CRYO) Comrmunication CFP_SH: 2

Asas

2014.01.06 12:34:41.309: (SB5) (CRYO) Archive ValueArchive 000!
5BS) (CRYO) CMWServer 10 Bad

2014.01 .06 12:25:09.950

1 IDI_I
Alarm list ... |

Alert detail

&l s [T ] Foghe eick opems ogiams
System Integrity
Alert History




3.- DIAGNOSTIC: FRONT-END  \ndustral Controls
Engineering Department
*\DIAGNOSTICS (PLC S7) (1)

@@_'ls decs_scveldes_scve_main pnl j 574 |gl& Ch 4|r}| [agmin @
Application ”[5'@” El El 12:0527 P 912412012

|

|Pression XC7-27T MR Cr1 |Position Status | m | 62/ 62 ~ 55 Unack.

L
m = || IL |2012|‘05f23 10:43:13.651 |SC’\|’E_Cr1 _AI_XCAT27
Thiale’ ;

% Front-End Diagnostic

Front-End Diagnostic

—Configured Front-Ends ————————————— —Checked Front-End Alarms
System: [dist_1: S ]

State

[v]

Description

2014.01.23 15:07:43.667: Communication (TSPP PLC watchdog) CFP_LABO_BEMN -> DS driver 2 C
2014.01.23 15:12:20.803: Time synchronization CFP_LABO_BEN -» DS driver 2 Ok

2014.01.23 15:58:29.823: 57 driver TSPP/polling connection CFP_LABO_BEN -» DS driver 2 Ok

CFP_LABO_BEN

-

Enable / Disable 57_PLC_CFP_LABO_BEN Sync. date /time | | Reguestall data | | Delete sub-apps

—Configuration

Sub-applications: Import time: Analog archive: Boolean archive: Event archive:
QEDN 2014.01.22 18:09:56.267 analog haalean event
Status: Driver: 57 —PLC alarms

State

Enabled | | 2] -3

Description Yalue [z
2014.01.23 15:07:43.667: Communication (TSPP PLC watchdog) CFP_LAEOD_BEM -= DS d 0

- Elpesiis (e 2014.01.23 15:12:20.803: Time synchronization CFP_LABO_BEN -> DS driver 2 Ok 0
Type: [ 57-300 PN/DP | 2014.01.23 15:58:29.823: 57 driver TSPP/polling connection CFP_LABO_BEM -> DS driver | 0
PLC name: | CFP_LABO_BEN |

Alarm text: [ ]
_S7_Conn: | _CFP_LABO_BEN |

Alarm value: [ ]
Send IP: | 0]
DS P [ 188.184.20.253] Communication 57 static data Yarsion PLC info PLC comrmand interface Run-tirme data
i s cPcs | ||| PLC->DS  Counter: | 2278 | Invalid
Last GQ: | 2014.01.2315:58:34.713 ] Timestamp: | 2014.01.23 1757:16.314

Close

@/ice




3.- DIAGNOSTIC: FRONT-END sl ontrls. Qfc

A DIAGNOSTICS (PLC S7) (2) Fronestng Deparimen
(000 =[5 sosscveiocs sove_man i TN RSB .Im

Application || [5' 18 || 5 | eS| | 12:0527 P 912412012
L
m & || IL |2012m523 10:43:13.651 |SC\|’E_CF1_N_XC1727 |Pression KCT-2TMR Cr1 |Position Status | m
\1co '

| 62/ 62 %II 55 Unack.

5 Front-End Diagnostic

Front-End Diagnostic

— Configured Front-Ends ———————————— [~ Checked Front-End Alarms
System: [dist_1: s ] State Description ]
CFP_LABO_BEN 2014.01.23 159:07:43.667: Communication (TSPP PLC watchdog) CFP_LABO_BEM -= DS driver 2 C

2014.01.23 15:12:20.803: Time synchronization CFP_LABO_BEM -= DS driver 2 Ok
2014.01.23 15:58:29.823: 57 driver TSPP/palling connection CFP_LABO_BEN -> DS driver 2 Ok

-

Enable / Disable - S7_PLC_CFP_LABO_BEN Sync. date /time | | Requestalldata | | Delete sub-apps

— Configuration

Sub-applications: Import time: Analog archive: Boolean archive: Event archive:
QSDM 2014.01.22 18:09:56 267 analog boolean ‘event
Status: Driver: 57 —PLC alarms
Enahled] [ 2] -E] State | Description Yalue [Z
2014.01.23 15:07:43.667: Communication (TSPP PLC watchdog) CFP_LABO_BEN -= DS d 0
—Specific Information 17 LT . ;
2014.01.23 15:12:20.803: Time synchronization CFP_LABO_BEM -= DS driver 2 Ok 0
Type ( 57-300 PH/DP | 2014.01.23 15:58:29.823: 57 driver TSPP/polling connection CFP_LABD_BEN -» DS driver © 0
PLC name: | CFP_LABO BEN |
Alarm text: [ ]
_S7_Conn: | _CFP_LABO_BEN |
Alarrm value: [ ]
Send IP: | 0
DS IP: [ 188.184.20.253 Communication ] S7 static data ] Version ] PLC info ] PLC command interface Run-time data
Import vers.: [ CPCE TSPP Error code: E] ¥| Connected Folling Error code: E] ¥| Connected
LastGQ: | 20140123 155634713 SeF: | 0| ReF:| 1811 RiF:| i SefF.| 4025| ReF:| 2121 RiF: | 0

Close
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3. HANDS-ON: RE-IMPORT DEVICES

Session 0: Introduction



3.- DIAGNOSTIC: OTHER DIAGNOSTICS  engineering beportment QU
(LOG HISTORY)

QSCCA

QSCCB

Remsaining time T object I

automatic deselect SV _8_TRVO30

Log History

~Filter M
Start t[ 24012014 s = = Mow | oqooo oo || [ ot
Endtfzeoizons | | [teaiss o S| wew | [TLoGAL B61
Position: |312 1o |BE1
r—Table filter
Local time 7 [Type Text ;Iﬂ
T 28 T 2T T2 T T ETECT memal= ¥ Info
2014.01.24 14:23:16.794 INFO QSCA _B_CY180 auto mode reguest sent =
2014.01.24 14:23:19.120 INFO Select QSCA_B_CV1E9 I Expert info
el [nicot 2t 4 mm s INFO QSCA_6_CV189 auto made request cent I Eror
2014.01.24 14:23:31.861 INFO Select QSCA B 1TCER7_1TT6E32
2014.01.24 14:23:36.770 INFO QSCA_B_1TCAE7_1TTB38 manual mode request sent I wraming
2014.01.24 14:24:10.160 INFO QECA B _1TCS67_1TTE38 PID limits set to SetPointH=40, SetPaint =0, OutputH=100, Qutput =40
2014.01.24 14:24:18.633 INFO Select GSCA _B_7TCEE7 7TTE6S Rl et e
2014.01.24 14:24:22 654 INFO QECA B 7TCAE7_7FTTEEE manual mode raguest sent l,—
2014.01.24 14:24:31.514 INFO QECA B 7TCSA7_7FTTERS PID limits set to SetPointH=40, SetPaint =0, OutputH=100, Qutput =40
2014.01.24 14:25:12.532 INFO Select QSCA 6 1CVEET Rec. Ul number.
2014.01.24 14:25:19.089 INFO Select QSCA B 1TCER7_1TT6E32 N
2014.01.24 14:25:20.235 INFO QSCA _B_1TCAE7_1TTE3% Please wait, requaest is being sent to the PLC. Sender
2014.01.24 14:25:29.770 INFO QECA B _1TCS67_1TTE38 ragulation mode requast sent -
2014.01.24 14:27:27 628 INFO automatic deselect QSCA 6_1TCAE7_1TTE39
2014.01.24 14:27:30.934 INFO Select QSCA_B_CSCT Text pattern
2014.01.24 14:27:34.743 INFO QSCA _B_CSC7 manual mode reguest sent i
2014.01.24 14:27:39.760 INFO Select QSCH 18_1PT126
2014.01.24 14:27:44 526 INFO Select QSCA B_CSC1 B
2014.01.24 14:27:48.814 INFO QSCA B_CSC1 manual mode reguest sent
2014.01.24 14:27:55 595 INFO Select QSCH_18_1PT130
2014.01.24 14:29:46 856 INFO automatic deselect QSCA B CSC1
2014.01.24 14:29:55 880 INFO automatic deselect QSCE_18_1PT130
2014.01.24 14:29:57 428 INFO QSKA B_QSKA CT acknowledgement successfull
2014.01.24 14:33:40.814 INFO Select QSCA_B_PV188
2014.01.24 14:33:44.352 INFO QECA B_PV198 manual mode request sent
2014.01.24 14:34:36.920 INFO QECA B_PV198 onfopen request sent
2014.01.24 14:35:13.221 INFO Select QUIC_B_7PT731
2014.01.24 14:36:35.042 INFO automatic deselect QSCA_B_Pv198
2014.01.24 14:37:13.357 INFO automatic deselect QUIC_8_7PT731 - ﬂ
4 | B
g‘ Lines displayed: | 100 il Right click opens options. &I




Industrial Controls @ @
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!!/; 3.- DIAGNOSTIC: ACCESS CONTROL

AC principle:

https://edms.cern.ch/file/1056103/1/advancedCourse-AccessControl.pdf ‘



https://edms.cern.ch/file/1056103/1/advancedCourse-AccessControl.pdf
https://edms.cern.ch/file/1056103/1/advancedCourse-AccessControl.pdf
https://edms.cern.ch/file/1056103/1/advancedCourse-AccessControl.pdf
https://edms.cern.ch/file/1056103/1/advancedCourse-AccessControl.pdf
https://edms.cern.ch/file/1056103/1/advancedCourse-AccessControl.pdf

Industrial Controls ey
Engineering Department @ @

!!/; 3.- DIAGNOSTIC: ACCESS CONTROL

AC principle:

Group:Expert

https://edms.cern.ch/file/1056103/1/advancedCourse-AccessControl.pdf ‘



https://edms.cern.ch/file/1056103/1/advancedCourse-AccessControl.pdf
https://edms.cern.ch/file/1056103/1/advancedCourse-AccessControl.pdf
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!!/; 3.- DIAGNOSTIC: ACCESS CONTROL

AC principle:

Group:Operator

https://edms.cern.ch/file/1056103/1/advancedCourse-AccessControl.pdf ‘
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!!_,; 3.- DIAGNOSTIC: ACCESS CONTROL

AC principle:

Group:Monitor

https://edms.cern.ch/file/1056103/1/advancedCourse-AccessControl.pdf ‘
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!!_,; 3.- DIAGNOSTIC: ACCESS CONTROL

AC principle:

Group:Admin

https://edms.cern.ch/file/1056103/1/advancedCourse-AccessControl.pdf ‘
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q e oo, @I
~\  3.- DIAGNOSTIC: ACCESS CONTROL
AC principle:
Domain:Vessell Domain:Vessel2

https://edms.cern.ch/file/1056103/1/advancedCourse-AccessControl.pdf
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!!/\ 3.- DIAGNOSTIC: AcCESS CONTROL

Default UNICOS AC roles:

admin UNICOS admin, expert, operator,
monitor

expert UNICOS expert, operator, monitor
operator UNICOS operator, monitor
monitor UNICOS monitor

Default UNICOS AC users:
admin admin
expert expert AC: prot.ec.:tion from

non-malicious,

operator operator erroneous actions
monitor monitor
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7\ 3.- HANDS-ON: ACCESS CONTROL

Let’s create new AC rules!
We begin with new groups:

Can act on the domains | With the privileges

cryoExpert UNICOS expert, operator, monitor
cryoOperator UNICOS operator, monitor
sysAdmin UNICOS admin, monitor

How we set up AC in production:
UNICOS_Access_Control Domains.docx

We recommend you to use e-groups!
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3.- HANDS-ON: ACCESS CONTROL

Example: group cryoExpert
Log-in as root, right-click on the key/Administration/Groups

@-.C/: Y|S: visionfunicosObject'GenerallunTreeDeviceOverview.pnl j A |‘? | dﬁ? | . | ,él_\ | . ;rm}t WAII ‘I

g ols| e K

9 ‘OSDN_AI_ZF‘T!!UU “ufessel 2-LN2 Vessel F'rBSSI‘F'GSition Status ‘U.UU ‘ ‘S 40/ 40 %Il 38 Unac Tools 5

Current selection

¥ Widgst Il fiter W2 fiter I3 fitter Ividfitter IviSfitter IvigTilt Change password
Snapshot | ] | | | | I
S — Users Administration »

Domains ™

JCOP Framework Access Control -
etup

—Groups

Name Full Mame

root root

para para
operatorAll operatorAll
operator operator
guest guest

maonitar manitar
expert expert
admin admin
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3.- HANDS-ON: AcCCESS CONTROL

@ Create new group

P e e =

JCOP Framework Access Control: create new group

ol |

Group name: I cryoExpert I

Industrial Controls @vICEQ
Engineering Department

Group name = cryoExpert
Edit Granted access rights
Domain = UNICOS

id: |
G full E i rt b —
roup full name Icry&gemcs expe PerllegeS — 21’22,23
Description/expertise level: has full control .
>
—Granted access rights: Clle
Domain Privilege OK and Close
P
L Edt_ |
@ Edit privileﬁ)fgmup
I~ Show all system privileges JCOP Framework Access Control
Group:
—Included groups
| Mvew Group)

Included groups

—Access Rights

Domain:

21 monitor

[ Show all groups recursively

22 operator
23 expert
7

iUNICOS I:l
L —

—Synchronize with e-group:

Review | Reset |

— Granted privileges:

v Show all granted privileges

Domain Privilege
UMNICOS monitor
UMICOS operator
UMICOS expert

OK
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7\ 3.- HANDS-ON: ACCESS CONTROL

Let’s add new users:

fritz He is the process engineer cryoExpert
jean He is the shifter cryoOperator
maria She manages the SCADA sysAdmin

malinenance




CI
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Qﬁ’
3.- HANDS-ON: ACCESS CONTROL

Example: adding fritz
Log-in as root, right-click on the key/Administration/Users

;lS: vision/unicosObject/GeneraliunTreeDeviceOverview.pnl j A |‘f | q‘ﬁ?l ;l ,é,l_\ | .;ruut . ol

Legin
M 2'&' ‘@ﬂl ] Log out
- a |
Vessel 2- LN2 Vessel Press||Position Status 0.00 s 40/ 40 = 38 Unac g0 »
Ivl1filker hvi2fiter Ivl3fiter Iyldfitter hvisfiter IvIgfilt Change password

=] | | | I I I
m Administration »

Groups

Domains ™
JCOP Framework Access Control o Setup

—Users

Name Full Name

root root

para para

operatorAll operatorAll
operator operator

guest guest
gast gast

demo demo

monitor maonitor

expert expert
admin admin

Number of users: 10

Filter:
’V| . Delete | Edit |

Close |
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Q}f
3.- HANDS-ON: AcCCESS CONTROL

User name = fritz
Edit Group
membership, add

cryoExpert
Ok, Close

User name: fritz id:|1

User full name: I Fritz Schmidt

Description: I Cryogenics expert

¥ Account enabled

— Password & Edit groups of user fritz - -
& Leave unchanged
g JCOP Framework Access Control
i Set new
Group membership for user:
" Reset to empty (If'“z
.
Reset to random —All Groups: —Member of:
[ Local authentication Group Name | Group Name
root cryoExpert
—Group membeship: para ‘
P p operatorAll —l
Group Mame operator - |
cryoExpert : guest
Edit._. maonitor
expert = |
Review ||c,ynExpe,t <« |
Show Current Access Rights Reset |

Resget | O Close |
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OUTLINE

Introduction
v Architecture

v Terms

Basic Features

v Environment & login

v Widget & faceplate information
v Panels (Navigation), Trending
v Device overview

Diagnostic Features

v Events & Alarms

v Diagnostics: System Integrity & System Status,
v Front-ends

v Access control setup

OWS
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4. OWS: REMOTE Ul = OWS

= OWS = Operator Work Station
m package with a Remote UI WinCC OA project

= Ul connection to the DS

" OWS

/ Q‘ Ul i ul i i Uli V|suallzat|on Operatlon\
"I.- = Wiclon, Graphical EQnor = MI Catabase Editor = PARA
CT AP P i Control
T~ rocessing, Contro
DS L= Fcorptlanguags = Condrol, Apolcation Programming nterace = Manages AF1
.- i
s..a E L%ﬁ :@_@7 CON|  Process Image, History
" /4 < st Communication u_ Alarming = Evant manager, =istory = Data manager

T j ng\ D | Processinterface
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>\ 4, OWS: REMOTE Ul: wHY?
» The Data Servers are not O VV S
directly accessed for .
operation W, & Cryogenics
. .{ a Operation
= Operator Work Stations R
are used
45K lf
cs-ccr-q8ds2 D S
P8 82
EvssT PVSST)
Sector L | Sector R
cs-ccr-g8dsl cs-cor-q8ds3 cs-ccr-q8ds5
P8 78 P8 83 Pg_81

------------------- Distributed connei




4. HANDS-ON: OWS SETUP

We are now going to do this setup:
1 PLC > 1DS—>10WS

rols @ |CE?

gDprtm ent

eTOZ/Ter NI
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7\ 4, HANDS-ON: OWS SETUP

Make your project accessible
With windows Explorer, go to your project directory

Setup the Share option, name the folder alias as
PVSS_projects.

E.g. if you have PVSS_projects/QSDN/QSDN, share
PVSS_projects, set it visible with the name
PVSS_projects.

65
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4. HANDS-ON: OWS SETUP

» Get OWS
m Install from CMF if possible!
Or
m download the OWS:
http://j2eeps.cern.ch/wikis/display/ EN/UNICOS+OWS
m Unzip 1t to C:\temp
® Run Install-unicos-wccoa-OWS.bat as admin
® Open WinCC OA Project Administrator
m Register the project [Ctrl+R] :
= C:\dev_disk\PVSS_projects\OWS_3.11
= With Windows Explorer, go to

C:\dev_disk\PVSS_projects\OWS_3.11\examples\unicosO
WS-HMI

= Make a copy of unicosHMI.bat,

= Rename the copy to gsdnHMI.bat



http://www.cern.ch/wikis/display/EN/UNICOS+WinCC+OA+Download
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!!)I\ 4. HANDS-ON: OWS SETUP
= Edit qgsdnHMI.bat

> -starting PVSSOOui with 1 screen

@echo OFF

set PVSS PATH=C:\Siemens\Automation\WinCC_OA\3.11\bin
set DS HOSTNAME=yourPcName

set DS PROJECTPATH=PVSS projects\QSDN\QSDN

start /B %PVSS PATH%/WCCOAur -p
vision/graphicalFrame/unicosHMI .pnl -proj OWS 3.11 -
iconBar -menuBar -style windows +config
\\%DS_HOSTNAME%\%DS PROJECTPATH%\config\config_ows
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>\ 4. HANDS-ON: OWS SETUP
» Run qsdnHMI.bat
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>\ UNICOS DOWNLOADS

= UNICOS CPC

http://unicos.web.cern.ch/download-unicos

m Support Contact:

1cecontrols.support@cern.ch



http://unicos.web.cern.ch/download-unicos
mailto:icecontrols.support@cern.ch

	��UNICOS: UNified Industrial �COntrol System �CPC (Continuous Process Control)��Basic course�SESSION 4: SCADA��
	Outline
	Outline
	1.- Intro: SCADA system
	1.- Intro: Architecture
	1.- Intro: WinCC OA Architecture
	Intro: UNICOS WinCC OA features
	1.- Intro: Terms
	1.- Intro: WinCC OA device
	1.- Intro: project name convention
	1.- Hands-on: create a project
	Project creation
	Outline
	2.- Basics: Layout
	2.- Basics: Header
	2.- Basics: Login
	2.- Basics: Device Tree Overview
	2.- Basics: Widgets animation
	2.- Basics: Widget interaction
	2.- Basics: Faceplate information
	2.- Basics: controllers I (device links)
	2.- Basics: controllers II (faceplate & default parameters)
	2.- Basics: Alarms I: principle
	2.- Basics: Alarms I: animation
	2.- Basics: Alarms II: propagation
	2. - Basics: Interlocks for Field Objects
	2. - Basics: modes
	2. – Basics: hierarchy. recall
	2. - Basics: hierarchy
	Hands-on: generate an alarm
	2.- Basics: Window / Trend Tree
	2.- Basics: Plot configuration
	2.- Basics: trend page configuration
	2.- Hands-on: add a trend plot
	2.- Hands-on: edit panels
	Outline
	3.- Diagnostic: Event list
	3.- Diagnostic: Alert screen: alarms
	3.- Diagnostic: System Integrity Configuration
	3.- Diagnostic: System Integrity notifications (email-sms)
	3.- Diagnostic: System Status Configuration (ADMIN rights)
	3.- Diagnostic: System Status
	3.- Diagnostic: System Status �vs System Integrity 
	3.- Diagnostic: Front-End diagnostics (PLC S7) (1)
	3.- Diagnostic: Front-End diagnostics (PLC S7) (2)
	3. Hands-on: re-import devices
	3.- Diagnostic: Other diagnostics (Log history)
	3.- Diagnostic: Access Control
	3.- Diagnostic: Access Control
	3.- Diagnostic: Access Control
	3.- Diagnostic: Access Control
	3.- Diagnostic: Access Control
	3.- Diagnostic: Access Control
	3.- Diagnostic: Access Control
	3.- Hands-on: Access Control
	3.- Hands-on: Access Control
	3.- Hands-on: Access Control
	3.- Hands-on: Access Control
	3.- Hands-on: Access Control
	3.- Hands-on: Access Control
	Outline
	4. OWS: Remote UI = OWS
	4. OWS: Remote UI: why?
	4. Hands-on: OWS Setup
	4. Hands-on: OWS Setup
	4. Hands-on: OWS Setup
	4. Hands-on: OWS Setup
	4. Hands-on: OWS Setup
	UNICOS Downloads

