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1. iR
What is Security Threat Grid Computing?

@ Grid sites monitoring m
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Characteristics of Grid Computing Environment
* Large & dynamic user population and resources pool

« Dynamic resource acquisition and release

« Dynamic creation and destruction of a variety of
network connection

* An individual user will be associated with different local
name spaces, credentials, or accounts at different sites

LHC Grid Computing School 4



e.g. Security Architecture in Globus

roxies and Delegation
r Secure SSO

r Authentication and
essage Protection

- SSO: Single Sign-On

- PKI: Public Key Infrastructure
- CA: Certification Authority

- SSL: Secure Socket Layer

- TLS: Transport Layer Security
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In This Class, we are going to..

understand mechanisms
behind security process
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J|2 A (Confidentiality)

=Y T

%

Urbana IL 61801

BD 08-06-65
Male 6’0" 200lbs

KGRN Eyes [ ] /

MNEL} LIS
(Authentication)
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2.J|x 245

If he had anything confidential to say, he wrote it in
cipher, that is, by so changing the order of the letters
of the alphabet, that not a word could be made out.
If anyone wishes to decipher these, and get at their
meaning, he must substitute the fourth letter of the
alphabet, namely D, for A, and so with the others.
—Suetonius, Life of Julius Caesar

A|B|C|DIE|F

‘JR‘BJ{:‘D‘EE‘F\
LOVE ->(Shift 4) IL 1SB

HE 25 2 n2lE 259

0o
ol
Ho
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&= &1cdls  Conventional Cryptogra

Symmetric Cryptogra

One-key Cryptogra
=535
C
» Dkd[C]=M
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« Ke = kd
S A AR =ALAF ALOIS] B=2| I

* AES, DES, Skipjack, IDEA, FEAL, LOKI, GOST, SEED

OF
[z
bl

\ 4

C = EK[M] DK[C] =M || £&IXt

...............................................................................................................

=

................................................................................................................

LHC Grid Computing School 12



Block Cipher

-3F:

encrypt each plaintext block separately
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Stream Cipher
D
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=2 &S 0Nl - Electronic Code Book

"y
T
B iy -

64 bits 64 bits
DES <— >l DES <— >l
64 bits 64 bits

64HIE 2202 LI+ 0
2t2t2 o535
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2 S Ol dl — Cipher Block Chaining

64 bits 64 bits 64 bits
Py Py 4
i
NP o< S
Y \ 4 \ 4
DES  |€e— 3 DES  |l€&— 3 pes  le— 3
'\ \ 4 L
64 bits 64 bits 64 bits

HHAS =& =50
Lt EAHS 850 20
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DES — Data Encryption Standard

* Designed by IBM, with modifications proposed by the
National Security Agency

« US national standard from 1977 to 2001

 De facto standard

* Block size 64 bits;

« Key size 56 bits

* 16-rounds

* Designed mostly for hardware implementations

 Considered insecure now
* vulnerable to brute-force attacks

LHC Grid Computing School 19



Attacking Block Ciphers

 Types of attacks to consider

« known plaintext: given several pairs of plaintexts and
ciphertexts, recover the key (or decrypt another block
encrypted under the same key)

* how would chosen plaintext and chosen ciphertext work?

« Standard attacks
« exhaustive key search
« dictionary attack
« differential cryptanalysis, linear cryptanalysis

e Side channel attacks.

DES’s main vulnerability is short key
size.

LHC Grid Computing School 20
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AES — Advanced Encryption Standard

* In 1997, NIST made a formal call for algorithms
stipulating that the AES would specify an unclassified,
publicly disclosed encryption algorithm, available
royalty-free, worldwide.

* Goal: replace DES for both government and private-
sector encryption.

* The algorithm must implement symmetric key
cryptography as a block cipher and (at a minimum)
support block sizes of 128-bits and key sizes of 128-,
192-, and 256-bits.

* In 1998, NIST selected 15 AES candidate algorithms.

* On October 2, 2000, NIST selected Rijndael (invented
by Joan Daemen and Vincent Rijmen) to as the AES.

LHC Grid Computing School 22
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& XA Y (Digital Signature)

M= Jls
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Content-Type: application/x-pkcs?7
-signature;

Content-Disposition: attachment;

Content-Transfer-Encoding: base6t4

ggM70AMCAQICFEQ41iugpRpD1VZRMFQZOnk
TWVEZSBSb290IENBMQ4wDAYDVQOQKEWVTTWV
KoZIhvcNAQKEMRYEFEoe7hgOyyoZEWUp7gA

g __ —

xI5z0pabAAAAAAAAXISZ0pabAAAAAAAAXTS
—————— END Digital Signature ------

—————— BEGIN Digital Signature ------

LHC Grid Computing School

31



>
=
02
Jo
O

o4l &t > H(M) ¥
H| w
(BAA Y o)
=253 > H(M) 4
A

(A2l Z3I13I)

LHC Grid Computing School 32



o
0%

U

b MANE

EK [ M || EKrRa [H(M)] ] || EKUb[K]

(K = Session Key)
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JtLEChet

JtLtCet

Ks.l4dalx
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—————— BEGIN Digital Signature ------
Content-Type: application/x-pkcs?7
-signature;
Content-Disposition: attachment;
Content-Transfer-Encoding: base64

ggM70AMCAQICFEQ41iugpRpD1VzZRmEFQZOnk
TWVEtZSBSb290IENBMQ4wDAYDVQQOKEWVTTWV
KoZIhvcNAQKEMRYEFEoe7hgOyyoZEWUp7gA

xI5z0pabAAAAAAAAXTISZ0pabAAAAAAAAXTS
—————— END Digital Signature ------

LHC Grid Computing School
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Diffie-Hellman

Alice Bob

Common paint

Secret colours

Y
@0

T.
A
\/
A

Public transport
{aszums
H that mixture separation H
ll is expensive) Il
Ly L
- o =2

Commaon seoret
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* Alice and Bob agree to use a prime number p = 23 and
base g =5 (which is a primitive root modulo 23).

 Alice chooses a secret integer a = 6, then sends
Bob A =g2mod p
« A=5mod 23 =8
* Bob chooses a secret integer b = 15, then sends
Alice B = g mod p
« B=5"mod 23 =19
» Alice computes s = B2 mod p
e 5=19"mod 23 =2

« Bob computes s = AP mod p
es=8%mod23=2

LHC Grid Computing School 39
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Lin Addleman

Ron Rivest

Adi Sharmir
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Select primes: p=17 & g=11

Compute n = pg =17%X11=187

Compute @ (n)=(p-1) (g-1)=16%10=160
Selecte : gcd (e, 160)=1; choose e=7

Determine d: de=1 mod 160 and d < 160 Value is d=23
since 23X7=16l1= 10X160+1

Publish public key KU={7, 187}
Keep secret private key KR={23, 17,11}

NOoO kb

« sample RSA encryption/decryption is:
* given message M = 88 (nb. 88<187)

* encryption:
C = 887 mod 187 = 11

 decryption:
M = 1123 mod 187 = 88

LHC Grid Computing School 42
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PKI: Public Key Infrastructure

y
B,

— g .E .EH =
‘@root CA repository ‘@root CA
; l
ZAAN ) . ZAAN
@CA @ CA
y
AN
@sub CA
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» PKI allows you to know that a given public key belongs to a given user

» PKI builds off of asymmetric encryption:
« Each entity has two keys: public and private
* The private key is known only to the entity

» The public key is given to the world encapsulated in a X.509 certificate
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Certificates

» A X.509 certificate binds a public key to a name

* |t iIncludes a name and a public key (among other
things) bundled together and signed by a trusted party
(Issuer)

@ )

Name
Issuer
Public Key
Signature
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« Similar to passport or driver’s license

C ) State of lllinels

Name T/ John Doe
755 E. Woodlaw
Public Key - Urbana il 61801

Signature o < BD 08-06-65

Male 6’0" 200Ibs
GRN Eyes
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* By checking the signature, one can determine that a
public key belongs to a given user.

@

)

Name
Issuer —
Public Key

Signature _ — —

Public Key from
Issuer
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* Question: Who signs certificates?

« Answer: A small set of trusted entities known as
Certificate Authorities (CAS)

2 )
Name
Public Key

Issuer?
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CA

* A Certificate Authority Is an entity that exists only to
sign user certificates

* The CA signs it's own certificate which is distributed in
a trusted manner

@ )

Name: CA
Issuer: CA
CA's Public Key
CA’s Signature
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* The public key from the CA certificate can then be used
to verify other certificates

@

Name
Issuer
Public Key

G

Signature _—

@

Name: CA
Issuer: CA
CA’s Public Key
CA’s Signature

LHC Grid Computing School
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Certificate Policy(CP)

« Each CA has a Certificate Policy (CA) which states
when and how a CA issues certificates.

e |t states who It will iIssue certificates for

 Just like the State of lllinois only issues driver’s licenses’ for
residents of the state of lllinois

« A CAfor a grid typically only issues certificates for folks that
are already approved to use resources on the grid

LHC Grid Computing School 53



Certificate Policy (CP)

« A CA’'s CP states how it identifies the people it issues
certificates to

« Similar to having to show a birth certificate to get a driver’s
license

« Some CA’s are very stringent and require similar proof of
identity
« Others are lenient and only require proof via emalill

LHC Grid Computing School 54



X.509 v3 IS A is an IETF/ITU-T standard

A A A
Version
Certificate serial number
Algorithm Signature algorithm Standard Extensions
g Authority Key Identifier
o~ Issuer name Subject Key Identifier
o Not before } Period of validit Key Usage

E Not after Private Key Usage Period

Subject name Certificate Policies

Algorithm _ _ Policy Mapping

Parameters E“bl_ef public Subject Alternative Name
v Key ey o Issuer Alternative Names
Issuer unique identifier Subject Directory Attributes

Basic Constraints

Subject unique identifier -

v J 9 Name Constraints

Extensions Policy Constraints
v 2 : Extended Key Usage Field

— 9 Algorithm ) CRL Distribution Point
S Key
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X.509 v2 CRL

Version

Signature Algorithm

Issuer Name

This Update

Next Update

Revoked Certificates | _..="" Certificate Serial Number
CRL Extensions Revocation Date
Signawre | e CRL Entry Extensions (opt.)
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—
(2) 1.D. info & Public Key

 QISI &2 8=
« AEXHAE EOI
- QIEN L
. QIS M =N
. QENO 5 A
- HIED|2 4 & 2
- HF2 SH & 2
(1) Customer key
generation & E
key managem 'Usiomer:

(7) Service oy |(4) Oder, Payment info,
Certificate

Products

——

(3) Certificate CA

(6) CRL or
specific Certificate
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4 Policy Management
W Certificate policy
m CPS

U CA’s Key management
Q Certificate, CRL Manag.
O Directory System Manag.
a Audit

O Time-Stamping Services
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4, SSL/TLS

« SSL: 1994 Netscape AtHIA =22 HICt, & IH SSL v3.
e TLS:IETFTLSW/G, SSL= &80l E&3t M=
* RFC 2246 : The TLS Protocol Version 1.0

HIAAY EctX 0l sSL +&

- SSLLI;gf . V2.0 1% V3.0
X T2E2 & el <. SSL V3.0

IE, NS Navigator: 1238 73 IETF TLSW/G 24 13
SSL2.0,8SL3.0, |SSLV2.0 SSL BOF@ IETF TLSV1.0 ZHE

TLS 1.0(SSL 3.1) XI ¥ . L _
HW, Toolkit, Applications S2I& JjEt =X

4

4
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HTTPS

&
TLS TLS Change TLS TLS
Handshake [Cipher Spec Alert HTTP Telnet soee Handshake HTTP
Protocl Protocl Protocol Protocl
TLS
TLS Record Protocol
Record Protocol
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The Goals of TLS

got gHia |1 2SS
. T 2o
(Security) . ANEX OI=
MASSES « TLSE 0|E6t= (S22 0/d 2H2 dSSEd &S

(Interoperability) (HTTP, Telnet, FTP,...)

ks . N2 DB 21 8014
(Extensibility) == = - =s¥e
sS4 » Optional session caching scheme to reduce the # of

(Efficiency) connection
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1. Pending State

HPJ} I8t =

2. Current State
S A& AHER

Al 1D
N
TER

Cipher Spec
Master_Secret

Session State
1. Handshake Protocol

2. Change Cipher Spec
Protocol

3. Alert Protocol

1. Pending State
HPO} X =

2. Current State
SATH Ml & AHER

Al 1D
JEN
TERILE

Cipher Spec
Master_Secret

Server&client random
server write MAC Secret
client write MAC Secret

server write key

client write key
Initialization Vector
sequence numbers

Connection State

4. Record Protocol

Server&client random
server write MAC Secret
client write MAC Secret

server write key

client write key
Initialization Vector
sequence numbers

LHC Grid Computing School
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TLSeHEAHOI 2 &=

==

e Full Handshake: M2 & HI&ES Al ZE [H
« Abbreviated Handshake: O| & ANl & = resumedtO] A= 2 (I}

 The Handshake Protocol is responsible for negotiating a session,
which consists of the following items:
* session identifier
» peer certificate
e compression method
 cipher spec
* master secret
* IS resumable
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Full Handshake

1. Client Hello .
ol 201 28 - 3. Server Certificate* Il 20l 28
gt
0O ANH 22 &2 { 4. Server Key Exchange*
¢
T 5. Certificate Request* T
g
L 6. Server Hello Done L
S |« S
7. Client Certificate*
2 = ® =220|HE 213
EIF 8. Client Key Exchange | A (Optional)
0 _
of | 9. Certificate Verify* 0 J| WY AH 1S
— H_I
O HlAXE Al E | Change Cipher Specs .
2tg Y =0l 10. Finished .~
Change Cipher Specs
- O NEEE M4
< 11. Finished } 22 9l 50|
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» Key Exchange Algorithms

Algorithm Description Key Size Limit
DHE_DSS Ephemeral DH with DSS signature None
IDHE DSS EXPORT| Ephemeral DH with DSS signature DH=512
DHE_RSA Ephemeral DH with RSA signature None
PHE_RSA EXPORT| Ephemeral DH with RSA signature DH=512, RSA=None
DH_anon Anonymous DH, no signature None
DH_anon_EXPORT| Anonymous DH, no signature DH=512
DH_DSS DH with DSS-based certificates None
DH_DSS EXPORT | DH with DSS-based certificates DH=512
DH_RSA DH with RSA-based certificates None
DH_RSA EXPORT | DH with RSA-based certificates DH=512, RSA=None
NULL No key exchange N/A
RSA RSA key exchange None
RSA_EXPORT RSA key exchange RSA=512




Client Server

W version =3.1
B random
M session id = empty

M cipher suite = TLS _Key Exchange WITH_Cipher_Has
(ex: TLS_RSA WITH_RC4 128 MD5)
B compression method = NULL

N

M version, random, session id, cipher suite, compression method

W Certificate Chain: _—_— root CA cert.

B server’s public key parameters

B certificate type =rsa_sign|dss_sign|rsa_fixed_dh|dss_fixed_dh
W acceptable CA DN list

M struct { } ServerHelloDone;

LHC Grid Computing School
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 Cipher Suites

 TLS_NULL_WITH_NULL_NULL*

.+ TLS_RSA WITH_NULL_MD5*

.+ TLS_RSA_WITH_NULL_SHA*

.+ TLS_RSA_EXPORT_WITH_RC4_40_MD5*

- TLS_RSA WITH_RC4 128 MD5

- TLS_RSA_WITH_RC4 128 SHA

- TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5*

- TLS_RSA_WITH_IDEA_CBC_SHA

+ TLS_RSA EXPORT_WITH_DES40_CBC_SHA*

- TLS_RSA_WITH_DES_CBC_SHA

- TLS_RSA WITH_3DES_EDE_CBC_SHA

. TLS_DH_DSS_EXPORT_WITH_DES40_CBC_SHA *
. TLS_DH_DSS_WITH_DES_CBC_SHA

. TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA

.+ TLS_DH_RSA_EXPORT WITH_DES40_CBC_SHA*

TLS_DH_RSA_WITH_DES_CBC_SHA
TLS_DH_RSA_ WITH_3DES_EDE_CBC_SHA
TLS_DHE_DSS_EXPORT WITH_DES40 CBC_SH
Ax

TLS_DHE_DSS_WITH_DES_CBC_SHA
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA
TLS_DHE_RSA_EXPORT WITH_DES40 CBC_SH
A*

TLS_DHE_RSA_WITH_DES_CBC_SHA
TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
TLS_DH_anon_EXPORT_WITH_RC4 40 _MD5*
TLS_DH_anon_WITH_RC4_128_MD5
TLS_DH_anon_EXPORT_WITH_DES40_CBC_SHA
TLS_DH_anon_WITH_DES_CBC_SHA
TLS_DH_anon_WITH_3DES_EDE_CBC_SHA

LHC Grid Computing School 67



Client Server

m Certificate Chain: | clienteert. || CAcert. |- root CA cert.

B EncryptedPreMasterSecret(Ex s[pre_master_secret])
B ClientDiffieHellman Public Value

B Ex-[H(handshake_messages)]

Ol M0 watE
SEHEH0IA
Gil Al Xl (Change
Cipher Spec Xl 2/)

M change cipher_spec

M change cipher_spec

WEK erver write keylPRF(master_secret, “server finished”, MD5(HM) + SHA-l(HM)j]
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CtH 3}
e 2QUHIOIEZ HHEHG}

[2
it

« SSL3.0/TLS1.00lA= KNI EotAl &S

MAC 24 &

HMAC_ hash(MAC_write

d2E HOIZE M4

secret, seq_num +

TLSCompressed.type +
TLSCompressed.version +
TLSCompressed.length +
TLSCompressed.fragment)

Content Type(1)

Major Version(1)

Minor Version(1)

Compress Length(2 bytes)

&=t ol
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Cryptographic Computation
« Master Secret(48byte) Al &t

master_secret = PRF(pre_master_secret, “master secret”,
ClientHello.random + ServerHello.random)

PRF(secret, label, seed) = P_MD5(S1, label + seed) XOR
P_SHA-1(S2, label + seed)

P_hash(Secret, seed) = HMAC hash(secret, A(1) + seed) +
HMAC hash(secret, A(2) + seed) +
HMAC_ hash(secret, A(3) + seed) + ......

A(0) = seed
A(i ) = HMAC hash(secret, A(i-1))
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« Key Block 84 2 st 20|Bt2 M4

key_block = PRF(SecurityParameters.master_secret, “key expansion”,
SecurityParameters.server_random +
SecurityParameters.client_random);

« Key BlockE LSt 20| =2l H IIE H &
- ex) IDEA_CBC_SHA

20bytes f client_write_ MAC_secret

o

20bytes = server_write_ MAC_secret
16bytes = client_write_key

g _ > 88bytes
16bytes = server_write_key
8bytes = client_write_ IV

o

8byt rite 1V
ytes 1 server_write_ )




-_________________________________________________________________________________________________________
5. 2=

The Grid Security Infrastructure (GSI) is a set of tools, libraries and protocols used in
Globus to allow users and applications to securely access resources.

Based on a public key infrastructure, with certificate authorities and X509 certificates
Uses SSL for authentication and message protection

Adds features needed for Single-Sign on
* Proxy Credentials
» Delegation

{H the_((jSSI system each user has a set of credentials they use to prove their identity on
e gri

» Consists of a X509 certificate and private key

Long-term private key is kept encrypted with a pass phrase
» Good for security, inconvenient for repeated usage

Single-sign on is important feature for Grid Applications
» Enables easy coordination of multiple resources
» User authenticates themselves once, then can perform multiple actions without re-authentication
« Can allow processes to act on their behalf

To support single sign-on GSI adds the following functionality to SSL.:
* Proxy credentials
» Credential delegation
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GSI In Action

“Create Processes at A and B that Communicate & Access Files at C”
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