Computer Security Competitions
for learning and fun
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What It Is

e Computer security competitions (team based)
e Set of challenges & time limit.
o Simplified applications that contain just enough

 Wrap-up a security-related tflaw/technigue/etc...
* Find the flaw-> Exploit the flaw -> Get flag (secret)
* Bypass security of the system underneath
e Submit flag to scoreboard -> Get points



Types:

* On-line: Play from home (normally no team size limit)
* On-site: Play in place (from 4 to 8 people per team).
* Normally at security conferences
* Pre-qualification round (some pay partial expenses)
* Jop world X (between 8 and 12) teams invited.
* Ingredients:
* Dark room
* Loud techno music
* Energy drinks.



Format:

e Duration: from few hours up-to 72 hours NON-STOP.
o Jeopardy Style
* Fixed set of challenges. Solve them once

o Attack & Defense
 Each team same VM, different instance
o Study your own VM services
e Fix your services & have them up as max as possible!
« Use the knowledge to attack other teams.
 Round based flags (multiple attacks possible until patch)



What i1t looks like:

PHDAYS IV © Positive Technologies
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https://vimeo.com/24736176

VWhat it |0oKS lIke:

Codegate © @kernelpool
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Panels & scoreboara:

Binary Leetness Forensics Real World Potent Pwnables Trivia

© Defcon 2008



anels & scorepoaraq:
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Challenges:

automation Binary

...Cryptography
Exploitation Forensics
Reversing

Web



Challenges:

automation Binary
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Challenges:




What do | need to
participate”

o Curiosity
e Creativity
* Perseverance: Do not give up!
* Everything else can be learnt.

 And they are perfect as a learning tool!



What do | get”

 Fun & Learn & Expand your network

* Prizes (normally just cover the travel... it you get
top3)

Yacking Competition & Global Security Conference

SATSIOrN 1.
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https://ctftime.org/

Questions?

1Y N=3PIDS



Resources

 https://trailofbits.qgithub.io/ctf/

* https://github.com/isislab/Project-ldeas/wiki/Capture-
The-Flag-Competitions

 Wargames (no time limit):

» https://www.wechall.net/sites.php

» http://overthewire.org/wargames/

o Write-ups of past CTFs: https://github.com/ctfs



https://trailofbits.github.io/ctf/
https://github.com/isislab/Project-Ideas/wiki/Capture-The-Flag-Competitions
https://www.wechall.net/sites.php
http://overthewire.org/wargames/
https://github.com/ctfs

