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• Goals: 
– Find and isolate “network” problems; alerting in time
– Characterize network use (base-lining) 
– Provide a source of network metrics for higher level services

• Choice of a standard open source tool: perfSONAR
– Benefiting from the R&E community consensus 

• Tasks achieved:
– Monitoring in place to create a baseline of the current 

situation between sites 
– Continuous measurements to track the network, alerting on 

problems as they develop 
– Developed test coverage and made it possible to run “on-

demand” tests to quickly isolate problems and identify 
problematic links 
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Overview of perfSONAR in WLCG/OSG
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Current perfSONAR Deployment

• Initial deployment coordinated by WLCG perfSONAR TF

• Commissioning of the network followed by WLCG Network and Transfer 
Metrics WG
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http://grid-monitoring.cern.ch/perfsonar_report.txt for stats

https://www.google.com/fusiontables/DataSource?docid=1QT4r17HEufkvnqhJu24nIptZ66XauYEIBWWh5Kpa#map:id=3

http://grid-monitoring.cern.ch/perfsonar_report.txt
https://www.google.com/fusiontables/DataSource?docid=1QT4r17HEufkvnqhJu24nIptZ66XauYEIBWWh5Kpa#map:id=3


• End-to-end network issues are difficult to spot and localize 
– Network problems are multi-domain, complicating the process
– Standardizing on specific tools and methods allows groups to focus 

resources more effectively and better self-support
– Performance issues involving the network are complicated by the 

number of components involved end-to-end. 

• perfSONAR provides a number of standard metrics we can use
• Latency measurements provide one-way delays and packet loss 

metrics
– Packet loss is almost always very bad for performance

• Bandwidth tests measure achievable throughput and track TCP 
retries (using Iperf3)
– Provides a baseline to watch for changes; identify bottlenecks

• Traceroute/Tracepath track network topology
– All measurements are only useful when we know the exact path they 

are taking through the network. 
– Tracepath additionally measures MTU but is frequently blocked
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Importance of Measuring Our Networks



• Current perfSONAR measurement coverage for WLCG/OSG:
– Full latency (one-direction only, 10Hz, OWAMP, IPv4)
– Full traceroute (bi-directional, hourly, BWCTL/OWAMP, IPv4, IPv6)
– Full bandwidth (one-direction only, fortnightly, BWCTL-only!, 

IPv4, IPv6)

• Regional meshes still disabled, need to discuss how to evolve
– We can create any sub-mesh of the full latency mesh (for free, 

but only IPv4 and using same params)
• We could move from regional to bigger meshes (European, Asia/Pacific, US)

– We can create new bandwidth meshes as bwclt needs fewer 
resources (but only for BWCTL-only nodes, not on dual-nodes)

• We re-enabled project meshes
– Belle II – both latency and bandwidth
– Dual-stack – just bandwidth (both IPv4 and IPv6)
– LHCONE/LHCOPN – These need to be separately tracked
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Existing Test Coverage
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Overview of perfSONAR Pipeline

The diagram on the right 

provides a high-level view 

of how WLCG/OSG is 

managing our perfSONAR

deployments, gathering 

metrics and making them 

available for use.

We will cover some of the 

details in what follows



• Open Science Grid (OSG) has a networking area which is 
focused on providing a network service for its constituents 
including WLCG

• The network area components

• Network monitoring via perfSONAR
• A datastore and API providing a long-term 

repository for network metrics
• Tools to manage and maintain the network 

monitoring infrastructure
• MaDDash to visualize metrics, Check_mk to monitor 

services, mesh-config GUI to create and maintain 
perfSONAR testing meshes

• Documentation, Outreach and Support

HEPiX: Update on perfSONAR 7

OSG Networking Area



• OSG is providing network metric data for its 
members and WLCG via the Network Datastore
– The data is gathered from all WLCG/OSG  perfSONAR

instances
– Stored indefinitely on OSG hardware
– Made available via API
– In production since September 14th

– Updated code going into production today

• The primary use-cases
– Network problem identification and localization
– Network-related decision support  
– Network baseline: set expectations and identify weak 

points for upgrading
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Gathering & Storing Metrics
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OSG Network Datastore Diagram

 OSG is gathering 

relevant metrics 
from the complete 
set of OSG and 

WLCG perfSONAR
instances

 Operating now

 Running  VMs on 
dedicated 

hardware 

 Data also 

published to 
CERN Active MQ 

instance and 
available for user 
subscription

 Actively tuning 

and debugging

8 VMs

Storage must host 7
distinct areas



• perfSONAR measures our networks but how do we find the “right” 
perfSONAR instance (or metrics) when we need to understand a path?

• We need tools that let us identify which perfSONAR is relevant:
– provide “glue” between experiments and sonar topology
– map sonars to storages and vice versa
– determine existing tools/technologies that can be used 

• Looked at different approaches
– Site-based – join based on common mapping to GOCDB/OIM sites
– GeoIP – join based on geographical distance (prototyped)
– Traceroutes – join based on network distance (prototyped)
– RTT – multilateration based on RTT – determine position by measuring distance 

from reference points (perfSONARs)

• GeoIP API prototype exists:
– http://proximity.cern.ch/api/0.3/geoip/nearest?sonar=psum02.aglt2.org&count

=5
– http://proximity.cern.ch/api/0.3/geoip/nearest?se=lapp-

se01.in2p3.fr&count=10 (works with any hostname)

• Interest from GEANT and ESNet to work on an open-source based project

HEPiX: Update on perfSONAR 10

How to Find Nearest pS Instances

http://proximity.cern.ch/api/0.3/geoip/nearest?sonar=psum02.aglt2.org&count=5
http://proximity.cern.ch/api/0.3/geoip/nearest?se=lapp-se01.in2p3.fr&count=10


• We have a number of tools available to help debug and 
understand network problems.

• There are very good presentations on these tools in the 
training materials provided by perfSONAR:  
http://www.perfsonar.net/about/training-materials/

• While I don’t have time to cover all the details (see 
http://www.perfsonar.net/about/training-
materials/201507-ps-training/ and especially the 
Measurement Tools, Use Cases and Debugging 
presentations from Jason Zurawski) I do want to note 
that command line tools exist to allow you to create 
on-demand 3rd party tests (between two remote 
instances) for bandwidth, latency and traceroute.
– Follow the debugging strategy as a guide to finding and 

fixing network issues using perfSONAR capabilities
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Existing Tools 

http://www.perfsonar.net/about/training-materials/
http://www.perfsonar.net/about/training-materials/201507-ps-training/


• Use MaDDash to view metric summaries
– Provide quick view about how networks are working

• OSG hosts production instance 
http://psmad.grid.iu.edu/maddash-webui/
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Monitoring Metrics

• Metrics are displayed via 

source-destination matrix

• Multiple dashboards 

(meshes) can be selected

• Custom menus link to 

relevant resources

• New release (2.0) will 

incorporate MadAlert http://maddash.aglt2.org/madalert.html

http://psmad.grid.iu.edu/maddash-webui/
http://maddash.aglt2.org/madalert.html


Exploring Path analysis

latency, packet-loss,

throughput

DFN

JANET

GEANT

RALAachen

ITEP
QMUL

We can correlate paths with 

packet-loss/latency information
We can simplify the graph by 

aggregating nodes that belong to 
same NREN
(visual debugging)
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• perfSONAR v3.5 released on the 28th of September

• Main themes for this release:
– Support for central host management and node auto-configuration

– Support for low cost nodes

– Support for Debian, VMs, and other installation options

– Modernize the GUIs 

• In addition v3.5 incorporates feedback and bugfixes from our 
WLCG/OSG deployments, improving robustness.

• WLCG/OSG Deployment status as of today (great progress):
– 3.4.1 : 6

– 3.4.2 : 38

– 3.5 : 8

– 3.5.0 : 172

– Unknown: 20   (These nodes are either down or hung)
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perfSONAR v3.5 Toolkit

http://grid-monitoring.cern.ch/perfsonar_report.txt


• Configuration managed deployments via bundles (see 
http://docs.perfsonar.net/install_options.html )
– perfSONAR Tools (just tools)
– perfSONAR TestPoint (passive, no MA)
– perfSONAR Core (+MA)
– perfSONAR Complete (+Web and Toolkit Configuration)
– perfSONAR Central Management (MaDDash, Auto-config, Centralized config service) 

• Low-cost nodes to support large-scale deployment 
(http://docs.perfsonar.net/low_cost_nodes.html )
– $100-200 range should enable broad deployment
– Small form factor enables more locations
– Some limitations in capabilities due to hardware

• VMs - Still not recommended but possible
– Target: whole node VMs, VMs with dedicated physical NICs
– Main use “end-to-end” infrastructure testing (not network)

• What about Docker?
– http://www.perfsonar.net/deploy/installation-and-configuration/
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New Deployment Options

http://docs.perfsonar.net/install_options.html
http://docs.perfsonar.net/low_cost_nodes.html
http://www.perfsonar.net/deploy/installation-and-configuration/


• We have a working infrastructure in place to 
monitor and measure our networks

• perfSONAR provides lots of capabilities to 
understand and debug our networks

– New 3.5 provides new resiliency and install options

• Work on new applications is underway to make 
it more easier to find and fix problems

• We (OSG and WLCG) welcome feedback on 
how to further improve
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Summary



• Network Documentation 
https://www.opensciencegrid.org/bin/view/Documentation/NetworkingIn
OSG

• Deployment documentation for OSG and WLCG hosted in OSG
https://twiki.opensciencegrid.org/bin/view/Documentation/DeployperfSONAR

• New 3.4 MA guide 
http://software.es.net/esmond/perfsonar_client_rest.html

• Modular Dashboard and OMD Prototypes
– http://maddash.aglt2.org/maddash-webui

https://maddash.aglt2.org/WLCGperfSONAR/check_mk

• OSG Production instances for OMD, MaDDash and Datastore
– http://psmad.grid.iu.edu/maddash-webui/
– https://psomd.grid.iu.edu/WLCGperfSONAR/check_mk/
– http://psds.grid.iu.edu/esmond/perfsonar/archive/?format=json

• Mesh-config in OSG https://oim.grid.iu.edu/oim/meshconfig
• Use-cases document for experiments and middleware 

https://docs.google.com/document/d/1ceiNlTUJCwSuOuvbEHZnZp0XkWkw
dkPQTQic0VbH1mc/edit
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