Room Monitoring with
APC netbotz

Daniel Traynor, QMUL



Occasionally things go wrong in the server room
Cooling failure
Water leak
Power trips
Accidents
Geting locked in

Monitoring of our servers and UPSs provide some information:
e.qg. server inlet tempture,
power supply quality

Also BMS sends SMS alert when Air con units power trip

but clearly can do better!



Monitoring the room

We're physicist, we can do it our selves!

Summer intern put together one
wire temperature sensor solution.
About 50 sensors around the
room connected to EDS HA7Net
and In house made sensors

However temperature sensors have
bug which means they often report
a default value! Control box dos not
do snmp (values obtained via http
calls)! Does not send alerts!




Got money from Central IT so could buy protession solution
looked at two solutions

CliMate CM-2 Rack Environmental Monitoring Unit

Limited to 16 sensors
Cheep (50% Netbotz cost)
limited online documentation

NetBotz Rack Monitor 550

Up to 72 sensors

w Good documentation

APC well known name

Central IT chose APC and brought 60 sensors, 4 web cams
and | brought a leak rope.



Hargware



NetBotz 550
4 web cams, leak rope, alarm bacon, 6 sensors,
4 4-20mA Sensor Inputs, 2 Relay Outputs

Sensor Pod 150 for extending number or sensors
Need additional power it you have more than 9 pods



Temperature & humidity
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(audio and door sensor also possible) Leak rope



Sensors not used
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Approximate cost

1* NetBotz 550 ~£1400
4* Camera Pod 160 ~£1000
10" Rack Sensor Pod 150 ~£1500
Leak Rope Sensor ~£175
50* Temperature Sensor ~£2500
10* Temperature & Humidity Sensor ~£750
£7,325

Notes:
It | was paying | would have only brought 12 sensors to monitor the air con
Did not need the 10 Temperature & Humidity Sensor as each Rack Sensor
Pod 150 came with one



Can extend length of sensors using standard ethernet cables

connection to web
cams via USB hub

leak rope

Daisy chain used to
connect sensor pods

network connection Sensors



New temperature sensor old temperature sensor

leak rope
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Software



Netbotz configuration via java app (advanced view)
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Web cam and graphs and alerts available via web page
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Impose tight firewall rules to limit access to
only allowed |P addresses



emall alerts

SensorPod 150 & 22 May 2015 08:19 Sensor Pod 150 & 22 May 2015 08:23
To: Danied Traynor To: Daniel Traynor

Value Too High - Error - Air Con Unit 5 INPUT - Sensor Pod 150 (01) Value Too High (returned to normal) - Error - Alr Con Unit 5 INPUT - Sensor Pog 150 (01)

Time (22/05/15 08:18:16) y ) Time ( N:‘A:l’)




longterm monitoring using SNMP via OpenNMS
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NOt Omy put also! "
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We've got a server lifter . "

serverLIFT

www.serverlift.com

SL-350X

and a couple of crash carts



summary

Installed and configured room monitoring system
based on APC Netbotz 550.

Enables continuous monitoring of server room
including temperature, humidity, water leaks and
activity with alerts sent via snmp and email (SMS
also possible).

Significantly improved on previous monitoring.

Other solutions exist and it you are interested in
fewer sensors might be cheeper.
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