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Set up IPv6 connectivity
on your client
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IPv6 at CERN

CERN uses DHCPv6

MAC addresses must be registered to get a lease

RAs (Router Advertisements) only used for default

gateway and prefix length
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MS Windows
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MS Windows 7

DHCPv6 on by default

Issue:

DHCPv6 requests may be sent with the MAC
address of another interface

Solution:

Register all the MAC addresses
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MS Windows 8.x, 10

DHCPv6 on by default

Issue:

DHCPv6 requests may be sent with a DUID not
containing the MAC address

Solution:

See next page
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Set up DUID in Windows

- Open the Registry Editor

- Navigate to
HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\TCPIP6\Parameters

- Right click and edit the entry named Dhcpv6DUID

- Write a DUID based on Link-layer Address Plus Time (DUID-LLT) where the last
6 digits contain the MAC address of the connected interface. For example if the
MAC address is b4:b5:4d:83:03:19, then write 00-01-00-01-57-57-57-57-b4-b5-
4d-83-03-19 (the first 4 pairs of digits should be 00-01-00-01, the second group
of four pairs of digits is a date)

- Save and reboot the computer (rebooting is mandatory, renewing the DHCP
lease is not sufficent)

Cﬁw A - .
Q\ \ *:;é‘_‘._."__;‘ImormannTechnology Department



N

MS Windows Vista
DHCPv6 off by default

Get the interface number:
netsh int ipv6é show int

Disable Router Discovery:
netsh int ipv6é set int [index] routerdiscovery=disabled

Enable Managed Address:

netsh int ipvé set int [index] managedaddress=enabled

After enabling Managed Address, you may need to run the following commands to delete the

existing IP address and renew the DHCP assigned IPv6 address:
netsh int ipv6 delete address [index] <static IPv6 address>

ipconfig /renew6 [index]

Disclaimer: not verified
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MS Windows XP

No DHCPv6 client

In case of SLAAC, IPv6 needs to be

enabled manually:

1. Open Network Connections

2. Right-click any local area connection, and then

click Properties.
3. Click Install.

4. In the Select Network Component Type dialog
box, click Protocol, and then click Add.

5. In the Select Network Protocol dialog box, click
Microsoft TCP/IP version 6, and then click OK.

6. Click Close to save changes to your network

connection.

Select Metwork Protocol

Click, the Metwark, Protocol that you want to install, then click QF. If you have
E an inztallation disk. for this component, click Hawve Dizk.
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| &
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MS Windows 7: check settings

* » Control Panel

Control Panel Home

Manage wireless networks
Change adapter settings

Change advanced sharing
settings

See also
HomeGroup
Internet Opticns

Windows Firewall

CERN

» Metweork and Internet » Metwork and Sharing Center

View your basic network inf

" |
| 1
ITCSEM-KEIRA
(This computer)

View your active networks
:h cern.ch
Domain network

Change your networking settings

‘E- Set up a new connection g
= Set up a wireless, broadba

ﬁ. Connect to a network

Connect or reconnect to 3

’& Choose hemegroup and §

Access files and printers Ig

Troubleshoot problems

[—T= < )

- Search Control Pans! 0 |

Diagnose and repair netw
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il Wireless NMetwork Connection Status

General

Connection
IPvw4 Connectivity:
IPvwE Connectivity:
Media State:
S551D:
Duration:
Speed:

Signal Quality:

Details... ] [ Wireless Properties

Actvity

Sent &_\g!
f)

Bytes: 4,021,311

Internet
Internet
Enabled
CERM
00:11:27
300.0 Mbps

atll

Received

103,522,715

[ Fyproperties | [ #ipisable | [ Diagnose

)

MNetwork Connection Details

MNetwork Connection Details:

Property

|Pv4 Subnet Mask
Lease Obtained
Lease Expires

IPv4 Default Gateway
|Pv4 DHCP Server
IPv4 DNS Servers

IPv4 WINS Servers

NetBIOS over Tepip En...
|PvE Address

Lease Obtained

Lease Expires

Linkdocal IPvE Address
IPvE Default Gateway
IPvE& DMNS Server

Value

255.255.255.0

26 May 2014 15:14:50

26 May 2014 18:14:49
128.141.237 1

137138176

137.138.175

137.138.16.5
137.138.16.248
137.138.17.248

Yes

2007:1458:202:180::107 :efbf
26 May 2014 15:14:46

27 May 2014 05:14:45
fe80:e151:8%92 2be 8 6412
fe80::215:60f feed.ceDl%12

4 |
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MS Windows 7: check routing

CE/RW

N

Information Tech

C-~Uzers~Administrator>
C-~Uzers~Administrator>
C:~Uszers~Administrator>
C:wUserssAdministrator>
C:sUserssAdministrator>
C:sUserssAdministrator>

Met

Manual 256
Manual 256

Manual

Manual
Manual
Manual

Manual
Manual

Manual
Manual

Manual
Manual

Manual
Manual
Manual
Manual

Manual
Manual

Manual

CowUzers~Administrator>
C-~Uzers~Administrator>
C:~Uszers~Adminiszstrator>
C:wUserssAdministrator>
C:sUserssAdministrator>
CisUserssAdministrator>
CosUsers~Administrator>
C-~Uzers~Administrator>
C:~Uszers~Administrator>
C:~Uszers~Adminiszstrator>

Prefix

2881 :1458:26802:188: =64

200891 =1458:202:-180:-:181 tefbhf.~128

FdBA1:=1458:201:127d: - -64
feBB:-:- 64

feBA:- - 64
feBB::188:7f :fffe~128

i
BB Administrator: Command Prompt ——

C:wlUsers~Administrator?*netsh interface ipvb show route

Idx

12
1

12

12
15

11
14

12
15

ol e

GatewaysInterface Mame

fFeBBA::-c215:68fFf - feed:cedd
Loophbhack Pzeudo—Interface

Wireless MHetwork Connecti

12 Wireless Hetwork C
Wirelessz Metwork Connecti
Teredo Tunneling Pseuwdo-—I

Local Area Connection
Bluetooth Hetwork Connect

Wireless MNetwork Connecti

Teredo Tunneling Pseuwdo-—I

fefB:-:20@0:-5efe-128_141 237122128 17 isatap.cern.ch
FeB@::14cf-Be27:-:436e 9897128

feBA:z 2072 ha?f:68a2a%c4-128

feB@:-zel51:-8%2:2hbcB:64fe~128

£ffA: - -8

£fA@: - -8

CosUszsers~Administratorl__

1
15

11
14

12

11 Local Area Connectio
14 Bluetooth MHetwork Co
12 Wireless Metwork Con
Loophback Pzeudo—Interface
Teredo Tunneling Pseudo-—I

Local Area Connection
Bluetooth MHetwork Connect

Wireless Metwork Connecti

-
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Windows: terminal commands

Check interface configuration:
ipconfig

Check routing table:
netstat -rn
netsh interface ipv6 show route

Manual configuration
Address:
netsh interface ipv6 add address "Local Area Connection" 2001:1458:201:1::C

Default gateway:
netsh interface ipv6 add route ::/0 "Local Area Connection"
2001:1458:201:1::1

DNS servers:
netsh interface ipv6 add dnsserver "Local Area Connection"
2001:1458:201:1000::5

f f Information Technology Department

12



Apple MacOS
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MacOS: enable IPv6

Enable IPv6 in System Preference, Network, Advanced:

e Metwork
[ <[> || Showau | Q

-

“——=" AirPort

[ AirPort | TCP/IP| DNS  WINS 802.1X Proxies Ethernet |

Configure IPv4: | Using DHCP 5
IPw4 Address: 128.141.237.68 { Renew DHCP Lease
Subnet Mask: 255.255.0.0 DHCP Client ID:
{ If required )
Router: 128.141.1.1
Configure IPvG: | Automatically P ]

Router: fe80:0000:0000:0000:0215:60ff:feed:ceD
IPwv6 Address: 2001:1458:0202:0180:e6ce: 8fff:fea:6608

Prefix Length: &4

® { Cancel ) | Ok
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MacOS X: command line

mac$ ifconfig

enl: flags=8863<UP,BROADCAST, SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500
ether e4:ce:8f:0a:66:08
inetb6 fe80::ebce:8fff:fe0a:6608%enl prefixlen 64 scopeid 0x5

inet 128.141.237.155 netmask OxffffffOO broadcast 128.141.237.255

inet6 2001:1458:202:180::101:3602 prefixlen 64
nd6 options=1<PERFORMNUD>

media: autoselect
status: active

mac$ netstat -rn

$ netstat -rn

[...]

Internetb6:

Destination

default

N
2001:1458:202:180::/64
2001:1458:202:180::1
2001:1458:202:180::101:3602
fd01:1458:201:127d::/64

IT Information Technology Department

Ga
fe
11
a:

e4
1i

teway

80::215:60ff: feed:cef0%enl
1

nk#5

0:30:b0:78:1

:ce:8f:a:66:8

nk#5

Flags
UGc
UHL
UC
UHLWI
UHL
UC

Netif
enl
1o0
enl
enl
1o0
enl
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Linux
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Linux: enable IPv6

- SLC5: IPv6 may be disable. Edit the file
/etc/modprobe.conf and remove the lines
disabling ipv6 (#alias ipv6 off, #options ipv6

disable=1); then reboot

- Others: on by default
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Linux: useful commands

marit> ifconfig
etho Link encap:Ethernet HWwaddr 00:22:4d:83:03:19
inet addr:137.138.32.137 Bcast:137.138.32.191
Mask:255.255.255.192
inet6 addr: fe80::222:4dff:fe83:319/64 Scope:Link
inet6 addr: 2001:1458:201:b459::100:a/128 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

marit> ip -6 route

2001:1458:201:b459::100:a dev eth® proto kernel metric 256
2001:1458:201:b459::/64 dev eth® proto kernel metric 256
fd01:1458:204:1a::/64 dev eth® proto kernel metric 256

fe80::/64 dev eth® proto kernel metric 256

default via fe80::215:60ff:feed:ce@0 dev eth® proto ra metric 1024

Information Technology Department

18



CE/RW

N

Linux: useful commands

Static configuration:

ip -6 addr flush scope global dev eth@

ip addr add FECO::1:0:0:0:21/64 dev eth0
ip route add 0::/0 via 2001:1458:ef10::56

NDP

ip -6 neighbor

Delete a neighbor entry:

ip -6 neighbor delete 2001:1458:201:b459::1 dev eth0

Trigger neighbor discovery:
pingb -c2 -I eth0 ff02::1

Solicit RAs:
rdiscée eth0

Disable SLAAC address, but keeps RAs info:
sysctl -w net.ipv6.conf.all.autoconf=0
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10S and Android
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Mobiles

10S
v6: no DHCPv6 client, SLAAC OK
v7 and following : DHCPv6 on by default, SLAAC OK

Android
v6.X: no DHCPvV6 client yet, only SLAAC

Information Technology Department
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Final checks
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Check IPv6: http://ipv6-test.com

IPv6-test.com Is a free service that checks your IPv6 and IPv4 connectivity and speed. Diagnose connection problems, discover which address(es) you are currently using

to browse the Internet, and what is your browser's protocol of choice when both v6 and v4 are available.

IPv4 connectivity

IPv4

Address

Hostname

ISP

137.138.32.137

Cern-lan1

IPv6 connectivity

IPV6
Address
Type
SLAAC
ICMP
Hostname

ISP

2001:1458:202:229::100:14

Native IPv6

itcsem-malli.cern.ch

Cern
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Q

Score

Browser
Default
Fallback m
DNS

DNS4 + IP6 Reachable

DNS6 + IP4 Reachable

DNS6 + IP6 Reachable

More

Speed test »

14 ] 20

Q

Q

Ping test »
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CERN

Check IPv6: http://test-ipv6.com

Tesk your IPv6. - Mozilla Firefox

Firefox e Test your 1Pvs. b FY Testyour 1Pvs. IPv6 test- IPvG, M: b .uk ot i ] o
€ | &L testipve.com - -"v ubuntu 2 ipvé addresses Q v
[o M+ BfRecent v [GEEM v WNETv [@ITCS v [@ECERN~ OF & & I mhewsy M & @ U T

| Test1Pue | [ FAQ | [ world 1Pv6 Launch | [ Local Times | [ Mirrors | Stats

Test your IPv6 connectivity.

| summary | [ Tests Run | [ Technical 1nfo | | Share Results / contact |

@ Your IPv4 address on the public Internet appears to be 137.138.32.137

@ Your IPv6 address on the public Internet appears to be 2001:1458:201:b130::191

The World IPv6 Launch day is June 6th, 2012. Good news! Your current browser, on this computer and at this location, are expected to keep working after the
Launch. [more info]

Congratulations! You appear to have both IPv4 and IPv6 Internet working. If a publisher publishes to IPv6, your browser will connect using IPv6. Your browser
prefers IPv6 over IPv4 when given the choice (this is the expected outcome).

Your DNS server (possibly run by your ISP) appears to have no access to the IPv6 Internet, or is not configured to use it. This may in the future restrict your
ability to reach IPv6-only sites. [more info]

Your readiness scores

1 0/1 0 for your IPv4 stability and readiness, when publishers offer both IPv4 and IPve

9/10 for your IPv6 stability and readiness, when publishers are forced to go IPvé only

Click to see test data

r side IPv6 readiness stats

£ilike [ Simon Leinen and 13,382 others like this. A Tweet <4749

(Updated sen

Need something simpler? http://fomgipveday.com Spread the word!

Copyright (C) 2010, 2012 Jason Fesler. All rights reserved. - r732
Mirrors | Mission | Source | Email - - Attributions | Debug

This is a mirror of test-ipvé.com. The views expressed here may or may not reflect the views of the mirror owner.

% = =2 @ ®= US 216.218.228.114 Hurricane Electric, Inc. 6939 HURRICANE

mlnformation Technology Department
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Questions?

edoardo.martelli@cern.ch
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