
IPv6 Hands-on

pre-GDB IPv6 workshop
  
7th of June 2016
edoardo.martelli@cern.ch



2

Set up IPv6 connectivity 
on your client
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IPv6 at CERN

CERN uses DHCPv6 

MAC addresses must be registered to get a lease

RAs (Router Advertisements) only used for default 

gateway and prefix length
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MS Windows
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MS Windows 7

DHCPv6 on by default

Issue:

DHCPv6 requests may be sent with the MAC 

address of another interface

Solution:

Register all the MAC addresses
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MS Windows 8.x, 10

DHCPv6 on by default

Issue:

DHCPv6 requests may be sent with a DUID not 

containing the MAC address

Solution:

See next page
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Set up DUID in Windows

- Open the Registry Editor

- Navigate to 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\TCPIP6\Parameters

- Right click and edit the entry named Dhcpv6DUID

- Write a DUID based on Link-layer Address Plus Time (DUID-LLT) where the last 
6 digits contain the MAC address of the connected interface. For example if the 
MAC address is b4:b5:4d:83:03:19, then write 00-01-00-01-57-57-57-57-b4-b5-
4d-83-03-19 (the first 4 pairs of digits should be 00-01-00-01, the second group 
of four pairs of digits is a date)

- Save and reboot the computer (rebooting is mandatory, renewing the DHCP 
lease is not sufficent)
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MS Windows Vista

DHCPv6 off by default
Get the interface number:
  netsh int ipv6 show int

Disable Router Discovery:
   netsh int ipv6 set int [index] routerdiscovery=disabled

Enable Managed Address:
  netsh int ipv6 set int [index] managedaddress=enabled

After enabling Managed Address, you may need to run the following commands to delete the 
existing IP address and renew the DHCP assigned IPv6 address:

netsh int ipv6 delete address [index] <static IPv6 address>
ipconfig /renew6 [index]

Disclaimer: not verified
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MS Windows XP

No DHCPv6 client

In case of SLAAC, IPv6 needs to be 
enabled manually:
1. Open Network Connections
2. Right-click any local area connection, and then 

click Properties.
3. Click Install.
4. In the Select Network Component Type dialog 

box, click Protocol, and then click Add.
5. In the Select Network Protocol dialog box, click 

Microsoft TCP/IP version 6, and then click OK.
6. Click Close to save changes to your network 

connection.  
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MS Windows 7: check settings 
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MS Windows 7: check routing 
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Windows: terminal commands
Check interface configuration:
ipconfig 

Check routing table:
netstat -rn
netsh interface ipv6 show route

Manual configuration
Address:
netsh interface ipv6 add address "Local Area Connection" 2001:1458:201:1::C

Default gateway:
netsh interface ipv6 add route ::/0 "Local Area Connection" 
2001:1458:201:1::1

DNS servers:
netsh interface ipv6 add dnsserver "Local Area Connection" 
2001:1458:201:1000::5
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Apple MacOS
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MacOS: enable IPv6
Enable IPv6 in System Preference, Network, Advanced:
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MacOS X: command line

mac$ ifconfig
en1: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500

ether e4:ce:8f:0a:66:08 
inet6 fe80::e6ce:8fff:fe0a:6608%en1 prefixlen 64 scopeid 0x5 
inet 128.141.237.155 netmask 0xffffff00 broadcast 128.141.237.255
inet6 2001:1458:202:180::101:3602 prefixlen 64 
nd6 options=1<PERFORMNUD>
media: autoselect
status: active

mac$ netstat -rn
$ netstat -rn
[...]
Internet6:
Destination                  Gateway                      Flags  Netif
default                      fe80::215:60ff:feed:ce00%en1 UGc    en1
::1                          ::1                          UHL    lo0
2001:1458:202:180::/64       link#5                       UC     en1
2001:1458:202:180::1         a:0:30:b0:78:1               UHLWI  en1
2001:1458:202:180::101:3602  e4:ce:8f:a:66:8              UHL    lo0
fd01:1458:201:127d::/64      link#5                       UC     en1



16

Linux
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Linux: enable IPv6

- SLC5: IPv6 may be disable. Edit the file 

/etc/modprobe.conf and remove the lines 

disabling ipv6 (#alias ipv6 off, #options ipv6 

disable=1); then reboot

- Others: on by default
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Linux: useful commands

marit> ifconfig
eth0     Link encap:Ethernet  HWaddr 00:22:4d:83:03:19  
         inet addr:137.138.32.137 Bcast:137.138.32.191 
Mask:255.255.255.192

         inet6 addr: fe80::222:4dff:fe83:319/64 Scope:Link
         inet6 addr: 2001:1458:201:b459::100:a/128 Scope:Global
         UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1

marit> ip -6 route
2001:1458:201:b459::100:a dev eth0  proto kernel  metric 256 
2001:1458:201:b459::/64 dev eth0  proto kernel  metric 256
fd01:1458:204:1a::/64 dev eth0  proto kernel  metric 256  
fe80::/64 dev eth0  proto kernel  metric 256 
default via fe80::215:60ff:feed:ce00 dev eth0  proto ra  metric 1024  
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Linux: useful commands

Static configuration:
ip -6 addr flush scope global dev eth0
ip addr add FEC0::1:0:0:0:21/64 dev eth0
ip route add 0::/0 via 2001:1458:ef10::56

NDP
ip -6 neighbor
Delete a neighbor entry:
ip -6 neighbor delete 2001:1458:201:b459::1 dev eth0
Trigger neighbor discovery:
ping6 -c2 -I eth0 ff02::1

Solicit RAs:
rdisc6 eth0

Disable SLAAC address, but keeps RAs info:
sysctl -w net.ipv6.conf.all.autoconf=0
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iOS and Android
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Mobiles

iOS

v6: no DHCPv6 client, SLAAC OK

v7 and following : DHCPv6 on by default, SLAAC OK

Android

v6.x: no DHCPv6 client yet, only SLAAC
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Final checks



23

Check IPv6: http://ipv6-test.com
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Check IPv6: http://test-ipv6.com



Questions?

edoardo.martelli@cern.ch
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