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Goétﬁ: Sum m ary

v g

Ovev ew ofthe EDG Globus Confi gurali on
. Gatekeeper and Jobm anager
. GndFTP
. Infomati  on sysem

Authent cati onand Secun ty Issues
. Ceni fi cate Authon 1 es
. Ceri fi cates for Testbed 1
. O pen ports
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Goé‘ﬁ:l Running a Tesbed s & 101

L

Tomunatsbeds torbel ngpatofthe Gn  d’meansprov ding
seM cesto Gn d users

The users need o be abl e to contact these sem ces pbm anagers)
through asi  ngl e poi nt Qatekeeper)

Infom ati  on about the resources shoul dasobepov ded M DS)o
let the user and brokers get detai led inffoom ati on aboutthe s te.

The s te needs o now the users @uthent cai on)and whether to
allow them access or not @uthon zati on)
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Goétﬁ:l Globus Confi guraii on

Y7 4

Has histori cal ly been qui te com pl ex
M any different confi guali onfi les

Same nfomati onoccuri nsewveralpl aces

Vely easy to m ake enors

Noteasyoupdae i nfomat on

Steep | eami ng cunve forbusy st adm i nistators
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Goétﬁ:l EDG Gdbus Confi gural on

Y 7

Central ized confi gurati on

Infomati  on shoul d only be entered once
Should be easy to update/change | nformati on
Sensible defaul tval ues

Sysem administaorsshoul donlyneed benters tespec fic
confi gurati on

Allow Expert’confi  gurai on
Should work ‘out of the box” @l m osi)
Nohadwi red s te speci fi cvalues-NotevenEDG speci fi ¢
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Goétﬁ: File locat ons

Y P g

G lobus root/opt/g obus
. Relocatl on not /et) supported — use soft | Inks

Red Hat/Li nuxfi lelocai onsinstead of GI obuscenti clocai ons:
. loptlgl  obus/sbi n >/etc/c. di nit d SysV st pts)

. loptlgl  obuslelc > /etc/profi le.d (serprofi les)

. loptlgl  obushar > Narl og (ogfi les)

. loptlgl  obushar >Aarun Qi dfi les)
In the future /opt/gl obus coul d be made read-onl y and on a shared
fi lesystem
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Goé‘ﬁ:l letc/gl  obusconf

v g

Common configurai onfi le fetc/gl  obus. conf
W oksident callyto Red Haf s /etc/sysconfi o/fi les
Sim ple form at

. # atsarntofl Ine m eans a com m ent
. MACRO=VALUE

Exam ple:

. # Thisisacommentl ine
. GLOBUS LOCATIO N =/optlgl obus

Iti snotashel Isci ptbutcanbeusedi  nshellsci ptsby sourci g
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Goétﬁ:l N otes on M ACRQO names

Y 7

Tryibbecons sentwi th M ACRO nam es across subjackages

. Same M ACRO S forsame functi onal ity
. GLOBUS LOCATIO Nsiused by al Ipackagesto speci  fy Gl obusi nsial Ipath

. ConsisentM ACRO namingwhiletyi ngtomai ntai nthe o ginalGl obus
nam espace as m uch as poss  ble:

. X509 GA TEAEEFPEAEY
. X509 _G/S _KEY

. GA TEAEEFPERO GFILE
. GRID_WFO LOGFILE
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Goétﬁ: EDG Config packages

Y P g

Should repl ace the G| obus setup packages
N o manualsetup usi ng these packages are needed
EDG config RPM sare named as. gl obus <package>edgconfi g

W here ‘package”as afi  rstapproxi matonisthe nam e of the comespondi ng
setup package whi  chitrepl aces

Curent EDG confi guraii on packages:

. core,common,profi  le,gatekeeper,gs _wuftpd,m ds,doc

These packages (ogether wi th the CA packages)ful ly repl aces the standard
GLOBUS setup procedure

N o RPM posti nstal Iscri pis fequi  rem ent)

Local{ ntemal )confi gurai onfi les are ferreated by each restart of
senm ce with param eters from /etc/gl obus. conf
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'-:
MP Core, Common and Profi le

Core
. Replaces gl obus core setup

. Basicsoi pts Gl obusfi le sysem | ayoutUni x tool slocati ons)

Common
. Replaces gl obus _com m on_setup

. Common scipts hosname, dom ainnam e)

Profi le

. Setuserenvi ronmenti ncl uding path
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Com mon opions

GLOBUS LOCATION
. Rootof G| obusi nsial lati on (optlgl  obus)

X509 CERT_DIR
. CA ceri fi cate di rectory (etc/gn dsecun tylcei fi cates)

GRIDM AP
. Gnd M apf le (etc/gn dsecurn tylgn dmapfi le)
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Goétﬁ:l G atekeeper & Jobm anager

L

The gatekeeper machi ne actasani nterface to the | ocalschedul er.
It uns the gatekeeper daem on and the pbm anagers whi ch cal Isthe
low lewvelschedul ers—al lon the sam e host

Started through the SysV scn ptcal led gl obusgatekeeper.
leichic.  di nit d/gl obusgatekeeper

M antai ned on Red Hatwi th sem ce and chkconfi  g@8)
. chkconfi g gl obusgatekeeper on
. sem ce gl obusgatekeeper start

N ot {/et) support for startup through ) netd
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Goétﬁ:l Gatekeeper Opti  ons

Y 7

GATEKEEPER _PORT
. Port num ber of G atekeeper £119)

GATEKEEPER LOG
. Gatekeeper| ogfi le varl  og/lgl obusgaiekeeper. log)

GATEKEEPER_USER
. Usemam e of the gatekeeper ot speci ed foot)

X509 GATEKEEPER_CERT
. Gatekeeperceri  fi cate (etc/gn dsecun tyhosteert. pem)

X509 GATEKEEPER_KEY
. Gatekeeper key (etc/gn dsecun tyhoskey. pem)
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Goétﬁ: Jobm anager O pti  ons

Y P g

To setup the | ocalpb-m anagers s mplydefi neGLOBUS JOBM ANAGERS:
. Eg:GLOBUS_JOBM ANAGERS=fork pbs’

Anemply GLOBUS JOBM ANAGERS m akes a very didjaiekeeper

The contact st ngistheng ven by:
. hostnam e/pbm anager<pbm anager_type>
. Eggi d.cem. chjpbmanaged sf orgi d.cem. ch: 12345/pbm anagerfork

The defaul tpbmanager6  mply cal led pbmanager)wi  llbethefi rst
pomanager!| isedi nGLOBUS JOBMANAGERS

Atthe m om ent the fork m anager i sneeded by some cl ientprogams @l obus-
pb-getoutput and gl obuspb<l ean)
. You shoul d provi de a fork pbim anager i f you want to support these cl ients

. Iffoki snotthe defaul tpbmanagerthi smustbe speci  ed by the users when
runni ng these program s
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Goétﬁ:l Jobmanager O pt ons Cont nued)

Y P g

Supported Testbed 1 pb-m anagers.fork,pbs and | scf

The locati on of the backend pbm anager program s m ust be speci fi ed
in/fetc/gl  obus.conf{ ftheyare noti  nroot s path)

Exam ple for PBS:
. GLOBUS_GRAM _JOB_MANAGER_Q DEL=/usohl /obsbi n/gdel
. GLOBUS_GRAM _JOB_MANAGER_Q STAT=/usohl /obshi n/osiat
. GLOBUS_GRAM _JOB_MANAGER_Q SU B=/as#l jobsbi n/gsub

The GRAM reporter feport ng sysem for the backend schedul en
seup i shandl ed bythe M DS sysem
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Goétﬁ:l Infformati  on system

Y 7

Atthe moment2 di flerenti nformat on system exi Sis
. MDS 21 { ntegrated wi th GI obus)
. O penLD AP Ftee @does not requi re G| obus)

Both have advantages and di  sadvantages
Canbe uni nparal lelonthe same machi ne (usesdi ferent ports)

W llhopeful |y be merged soon
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Gnétﬁ: Globus MDS 21

g

Very new —Gl obus pstdel ivered a coupl e of weeks ago

Thenew M DS 21 prov desamong otherthi  ngs support for v rual

omgani zaii ons YO)

Runsoffas ngle pot135)wi  th both GRIS and GIIS

Stared through SysV wi th name:gl obusmds

S upport nonanonym ous quer esto the GIIS

Confi gured com pl etel y through /etc/gl obus. conf

Confi gurati on notcom pl etel yfi nalized

Run as non4oot us

ng GRID INFO USER
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Goétﬁ: Globus GRIS Confi gurat on

v g

GRIS —Gnd Resource Infom ati onSem ce

GRIS sartup:

. GRID_INFO_GRIS_ACTIVE
. Startthe GRIS §)

Regisrai onto GIIS:
. GRID_INFO_GRIS REG_HN=
. GRID_INFO_GRIS_REG_PORT=
. GRID_INFO_GRIS_REG_PERIOD=

Void val ues means a | ocalGIIS
GRAM reporterauomati callyseupus ng GLOBUS JOBM ANAGERS
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D Globus GIIS Confi guratt on

GIIS —Gn d Index Inform ati on Sener

Ceri fi cate and key for non-anonym ous quen es
. X509 GIIS_CERT
. X509 GIIS_KEY

M uli ple VitualO gani  zati ons Y O ’s)on di fferent’'sam e node.

M any more detai |sin the aftemoon dem o
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D OpenLDAP Ftee

N ew O penLD AP backend ‘firee”
GRIS and GIIS on separate ports

Interface © van ous backend program s from
. W PLW P4W P5W P7

Port setup:

. Site GIIS:
. cached:2173
. Using referal 2169

. Com pute Elem ents Ce)
. PBS:2171
. LSF:2172

A fiemoon dem 0?
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i
Y g

Tesbhed 1 Cert fi cat on Authon 1t es

Touse Globusand the Gn d one needscert fi cates
Cert fi car authon 1t escani ssue cert fi cates

Tesibed 1 approved cert fi cate authon 1 es:
. htp: /man anne.in2p3.frdaiagn  d/calcatabl  eca. him|

From the | ist curent y 13)one shoul dident fy whi ch CA one bel ongs
0.

This CA wilprov de user,host and server certi fi cates
A hostmi ght need sewveralcert fi cates Qatekeeper,mds,...)

Instructit  onsfori nteraci ng with each CA can be found from the
localCA’ s web pages
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Goétﬁ: Authent catii ng on Testbed 1

v g

Each hostrunni ngaGndsem ce needsto be abl e bauthent cate
users and other hosts

T herefore the CA cert fi cate foreach CA needsto be | nstal |led
. (Thi scerti fi cate can be thought of the publ ic key of the CA)

RPM s can be found from:
. htp: /daagin  d.in2p3.fdi s bui on/confi g/secun  ty. him|

RPM namng: ca <CA_ ALIAS> Eg.ca CERN

Instal ling hese RPM sdoesnotal low access ( a0 zar ord)to | ocal
gn d sem ces.lt st prov des autierw car” o,

AlICA ceri fi catesshoul d and cansafel ybeinsal led without
compromising locals te secun .
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Goétﬁ:l Authentt cal ng on Testhed 1 Cconi  nued)

7 g

CA ceri fi cae | ocafi on:/etc/gn dsecun tlceh fi caes
. Control led by X509 CERT _DIR in/etc/gl obus. conf

CA filenam es are m ade of the hash of the CA cetrt fi cate wi th . O appended:

eg.1i0e8352. O
Tospeci fywhi chceri ficatesaCA cans gnapolicyfi leforeachCAi s
needed.
. The policyfi leislocated i nthe same di rectory as the CA certi fi cae wi th a
.S gningpol icy appended to the hash:eg.1l0e8352. signingpol icy

. Thisrepl acescasi gningypol icy.conffrom Gl obus 1

Other CA speci fi cfi lesused byvarn oustol sarel ocaedi nthe CA
ceri fi cate di rectory

To getthe hash of a certi fi cate:openssix509 - nceri fi cate -noout-hash
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s

gn d-certrequest

Some CA supportceri fi cate requests through the G obus
gn d-certrequest program .

Forthi stowokoneshoul dinsal Ithe1 ocal "CA RPM s:

These packages repl

htip: _/datagn

d.in2p3.fdi s bui on/confi a/secun ty. him|

acesthe gl obussd ut Issetup sci pis.

Curment CA wi th'l ocal "support

. CERN ,GndPP,IN FN ;N oduGn d,Russ a
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Goétﬁ: Cent fi cale Rewocat on

Y P g

Cerni fi cates can be revoked for severalreasons:

. Com prised keys,forgotten passwords,no | onger used, ..

Tocommuncae hi stos & mainta nerseach CA provi desonl ine Cer 7 cae
Rewcar o L/ss CRL'S)

Each CA makes thi savai lable in different ways.

T he tooledgfetch-criprov desacommonintrfacetoal Ithe CRLsand

shoul d beunonaregul arbas s €g.each day)from cron@)on al Im achi nes
provi ding Grid sem ces

lti sprov ded by the RPM package edguti Is

Basi ¢ usage:
. edgfetch-cil-o /optigr dsecun tylcei fi cates

CRL filenam esis the hash of the CA cert fi cate wi th . 10 appended.
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Goétﬁ: D efaul t Port num bers / fi rewal Is

v g

Potnumberscanbe speci fiedinl/ett/lsem  ceseq. .
. globusgatekeeper 21194cp # Gl obus G aekeeper

U sefulfor netstai@) and | sof@)but not requi red

The defaul tport num bers used by the T estbed softw are:
. 2119 Gatekeeper)
. 2811 GSIW UFTPD)
. 2135 Gl obusM DS)
. 2169,2173 Ftree s & GIIS)
. 2171,2172 Ftree com pute el em ents)
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M D ocum entatt on

Under Construct  on...

Contents:
. Admnistators Gui  de exi s
. User sGuide
. Deweloper s Guide

. globus. conftem pl ate exi Sts)
. Incl udesal Ival id confi gurati on opt ons
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