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Running a Testbed si te 101

ÿTo run a testbed si te or “bei ng part of the Gri d”m eans provi ding
servi ces to Gri d users

ÿThe users need to be abl e to contact these servi ces (jobm anagers)
through a si ngl e poi nt (gatekeeper).

ÿ Inform ati on about the resources shoul d al so be provi ded (M DS)to
let the user and brokers get detai led i nform ati on about the si te.

ÿThe si te needs to now the users (authenti cati on)and whether to
al low them access or not (authori zati on).
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Globus Confi gurati on

ÿH as hi stori cal ly been qui te com pl ex

ÿM any different confi gurati on fi les

ÿSam e inform ati on occur i n severalpl aces

ÿVery easy to m ake errors

ÿN ot easy to update i nform ati on

ÿSteep l earni ng curve for busy si te adm i nistrators
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EDG Globus Confi gurati on

ÿCentral ized confi gurati on

ÿ Inform ati on shoul d onl y be entered once

ÿShould be easy to update/change i nform ati on

ÿSensi ble defaul t val ues

ÿSystem adm i nistrators shoul d onl y need to enter si te speci fi c
confi gurati on

ÿA llow “Expert”confi gurati on

ÿShould work “out of the box”(al m ost)

ÿN o hard-wi red si te speci fi c val ues -N ot even EDG speci fi c
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File locati ons

ÿGlobus root:/opt/gl obus

� Relocati on not (yet)supported – use soft l inks

ÿRed H at / Li nux fi le locati ons i nstead of Gl obus centri c l ocati ons:

� /opt/gl obus/sbi n ->/etc/rc. d/i ni t. d (SysV scri pts)

� /opt/gl obus/etc ->/etc/profi le.d (user profi les)

� /opt/gl obus/var ->/var/l og (l og fi les)

� /opt/gl obus/var ->/var/run (pi d fi les)

� …

ÿ In the future /opt/gl obus coul d be m ade read-onl y and on a shared
fi lesystem
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/etc/gl obus.conf

ÿCom m on configurati on fi le /etc/gl obus. conf

ÿW orks i denti cal ly to Red H at’ s /etc/sysconfi g/ fi les

ÿSim ple form at:

� # at start of l ine m eans a com m ent

� M A CRO =VA LU E

ÿExam ple:

� # Thi s i s a com m ent l ine

� GLO BU S_LO CA TIO N =/opt/gl obus

ÿ It i s not a shel lscri pt,but can be used i n shel lscri pts by sourci ng
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N otes on M A CRO nam es

ÿTry to be consi stent wi th M A CRO nam es across sub-packages

� Sam e M A CRO S for sam e functi onal ity

� GLO BU S_LO CA TIO N is used by al lpackages to speci fy Gl obus i nstal lpath

� Consistent M A CRO nam ing while tryi ng to m ai ntai n the ori ginalGl obus
nam espace as m uch as possi ble:

� X509_ GA TEKEEPER_KEY

� X509_ GIIS _KEY

� GA TEKEEPER_LO GFILE

� GRID_IN FO _LO GFILE
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EDG Config packages

ÿ Should repl ace the Gl obus setup packages

ÿ N o m anualsetup usi ng these packages are needed

ÿ EDG confi g RPM s are nam ed as: gl obus_<package>-edgconfi g

ÿ W here “package”as a fi rst approxi m ati on i s the nam e of the correspondi ng
setup package whi ch i t repl aces

ÿ Current EDG confi gurati on packages:

� core,com m on,profi le,gatekeeper,gsi _wuftpd,m ds,doc

ÿ These packages (together wi th the CA packages)ful ly repl aces the standard
GLO BU S setup procedure

ÿ N o RPM post-i nstal lscri pts (requi rem ent)

ÿ Local(i nternal )confi gurati on fi les are (re)created by each restart of
servi ce with param eters from /etc/gl obus. conf
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Core, Com m on and Profi le

ÿCore

� Replaces gl obus_core_setup

� Basi c scri pts (Gl obus fi le system l ayout,U ni x tool s l ocati ons)

ÿCom m on

� Replaces gl obus_com m on_setup

� Com m on scripts (hostnam e, dom ainnam e)

ÿProfi le

� Set user envi ronm ent i ncl udi ng path
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Com m on options

ÿGLO BU S_LO CATIO N
� Root of Gl obus i nstal lati on (/opt/gl obus)

ÿX509_CERT_DIR
� CA certi fi cate di rectory (/etc/gri d-securi ty/certi fi cates)

ÿGRIDM A P
� Gri d M apfi le (/etc/gri d-securi ty/gri d-m apfi le)
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Gatekeeper & Jobm anager

ÿThe gatekeeper m achi ne act as an i nterface to the l ocalschedul er.
It runs the gatekeeper daem on and the jobm anagers whi ch cal ls the
low levelschedul ers – al lon the sam e host.

ÿStarted through the SysV scri pt cal led gl obus-gatekeeper:

/etc/rc. d/i ni t. d/gl obus-gatekeeper

ÿ M aintai ned on Red H at wi th servi ce and chkconfi g(8):

� chkconfi g gl obus-gatekeeper on

� servi ce gl obus-gatekeeper start

ÿN ot (yet)support for start-up through (x)i netd
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Gatekeeper O pti ons

ÿGA TEKEEPER_PO RT
� Port num ber of Gatekeeper (2119)

ÿGA TEKEEPER_LO G
� Gatekeeper l ogfi le (/var/l og/gl obus-gatekeeper. log)

ÿGA TEKEEPER_U SER
� U sernam e of the gatekeeper (not specfi ed (root))

ÿX509_GATEKEEPER_CERT
� Gatekeeper certi fi cate (/etc/gri d-securi ty/hostcert. pem )

ÿX509_GATEKEEPER_KEY
� Gatekeeper key (/etc/gri d-securi ty/hostkey. pem )
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Jobm anager O pti ons

ÿ To setup the l ocaljob-m anagers si m ply defi ne GLO BU S_JO BM A N A GERS:
� Eg.:GLO BU S_JO BM A N A GERS=“fork pbs”

ÿ A n em pty GLO BU S_JO BM A N A GERS m akes a very dullgatekeeper

ÿ The contact stri ng i s then gi ven by:
� hostnam e/jobm anager-<jobm anager_type>

� Eg:gri d.cern. ch/jobm anager-l sf or gri d.cern. ch: 12345/jobm anager-fork

ÿ The defaul t job-m anager (si m ply cal led “jobm anager”)wi llbe the fi rst
jobm anager l isted i n GLO BU S_JO BM A N A GERS

ÿ A t the m om ent the fork m anager i s needed by som e cl ient program s (gl obus-
job-get-output and gl obus-job-cl ean)

� You shoul d provi de a fork job-m anager i f you want to support these cl ients

� If fork i s not the defaul t job-m anager thi s m ust be specfi ed by the users when
runni ng these program s
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Jobm anager O pti ons (conti nued)

ÿSupported Testbed 1 job-m anagers:fork,pbs and l scf

ÿThe l ocati on of the backend jobm anager program s m ust be speci fi ed
in /etc/gl obus. conf (i f they are not i n root’ s path):

ÿExam ple for PBS:
� GLO BU S_GRA M _JO B_M A N A GER_Q DEL=/usr/local /pbs/bi n/qdel

� GLO BU S_GRA M _JO B_M A N A GER_Q STA T=/usr/local /pbs/bi n/qstat

� GLO BU S_GRA M _JO B_M A N A GER_Q SU B=/usr/local /pbs/bi n/qsub

ÿThe GRA M reporter (reporti ng system for the backend schedul er)
setup i s handl ed by the M DS system
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Inform ati on system

ÿA t the m om ent 2 di fferent i nform ati on system exi sts

� M DS 2.1 (i ntegrated wi th Gl obus)

� O penLDA P Ftree (does not requi re Gl obus)

ÿBoth have advantages and di sadvantages

ÿCan be run i n paral lelon the sam e m achi ne (uses di fferent ports)

ÿW illhopeful ly be m erged soon
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Globus M DS 2.1

ÿVery new – Gl obus just del ivered a coupl e of weeks ago

ÿThe new M DS 2.1 provi des am ong other thi ngs support for vi rtual
organi zati ons (VO )

ÿRuns off a si ngl e port (2135)wi th both GRIS and GIIS

ÿStarted through SysV wi th nam e:gl obus-m ds

ÿSupport non-anonym ous queri es to the GIIS

ÿConfi gured com pl etel y through /etc/gl obus. conf

ÿConfi gurati on not com pl etel y fi nal ized

ÿRun as non-root usi ng GRID_IN FO _U SER
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Globus GRIS Confi gurati on

ÿGRIS – Gri d Resource Inform ati on Servi ce

ÿGRIS startup:

� GRID_IN FO _GRIS_A CTIVE
� Start the GRIS (y)

ÿRegistrati on to GIIS:

� GRID_IN FO _GRIS_REG_H N =

� GRID_IN FO _GRIS_REG_PO RT=

� GRID_IN FO _GRIS_REG_PERIO D=

ÿVoid val ues m eans a l ocalGIIS

ÿGRA M reporter autom ati cal ly setup usi ng GLO BU S_JO BM A N A GERS



Anders Wäänänen – EDG Configuration and Authentication – 29/10/2001 - page 19

Globus GIIS Confi gurati on

ÿGIIS – Gri d Index Inform ati on Server

ÿCerti fi cate and key for non-anonym ous queri es

� X 509_GIIS_CERT

� X 509_GIIS_KEY

ÿM ulti ple VirtualO rgani zati ons (VO ’ s)on di fferent/sam e node.

ÿM any m ore detai ls i n the afternoon dem o
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O penLDA P Ftree

ÿ N ew O penLDA P backend “ftree”

ÿ GRIS and GIIS on separate ports

ÿ Interface to vari ous backend program s from

� W P1,W P4,W P5,W P7

ÿ Port setup:

� Site GIIS:
� cached:2173

� U sing referral s:2169

� Com pute Elem ents (ce):
� PBS:2171

� LSF:2172

ÿ A fternoon dem o?
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Testbed 1 Certi fi cati on A uthori ti es

ÿTo use Globus and the Gri d one needs certi fi cates

ÿCerti fi cate authori ti es can i ssue certi fi cates

ÿTestbed 1 approved certi fi cate authori ti es:

� http: //m ari anne. in2p3. fr/datagri d/ca/ca-tabl e-ca. htm l

ÿFrom the l ist (currentl y 13)one shoul d identi fy whi ch CA one bel ongs
to.

ÿThis CA willprovi de user,host and server certi fi cates

ÿA host m i ght need severalcerti fi cates (gatekeeper,m ds,…)

ÿ Instructi ons for i nteracti ng with each CA can be found from the
localCA ’ s web pages
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A uthenti cati ng on Testbed 1

ÿEach host runni ng a Gri d servi ce needs to be abl e to authenti cate
users and other hosts

ÿTherefore the CA certi fi cate for each CA needs to be i nstal led

� (Thi s certi fi cate can be thought of the publ ic key of the CA ).

ÿRPM s can be found from :
� http: //datagri d.in2p3. fr/di stri buti on/confi g/securi ty. htm l

ÿRPM nam ing: ca_<CA _A LIA S> Eg:ca_CERN

ÿ Instal ling these RPM s does not al low access ( authori zati on)to l ocal
gri d servi ces.It just provi des authenti cati on.

ÿA llCA certi fi cates shoul d and can safel y be i nstal led without
com prom isi ng l ocalsi te securi ty.
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A uthenti cati ng on Testbed 1 (conti nued)

ÿ CA certi fi cate l ocati on:/etc/gri d-securi ty/certi fi cates/

� Control led by X 509_CERT_DIR i n /etc/gl obus. conf

ÿ CA fi lenam es are m ade of the hash of the CA certi fi cate wi th . 0 appended:
eg.1f0e8352. 0

ÿ To speci fy whi ch certi fi cates a CA can si gn a pol icy fi le for each CA i s
needed.

� The pol icy fi le is l ocated i n the sam e di rectory as the CA certi fi cate wi th a
.si gni ng-pol icy appended to the hash:eg.1f0e8352. si gni ng-pol icy

� This repl aces ca-si gni ng-pol icy. conf from Gl obus 1.

ÿ O ther CA speci fi c fi les used by vari ous tool s are l ocated i n the CA
certi fi cate di rectory

ÿ To get the hash of a certi fi cate:opensslx509 –i n certi fi cate –noout –hash
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gri d-cert-request

ÿSom e CA support certi fi cate requests through the Gl obus
gri d-cert-request program .

ÿFor thi s to work one shoul d instal lthe “l ocal ”CA RPM s:

http: //datagri d.in2p3. fr/di stri buti on/confi g/securi ty. htm l

ÿThese packages repl aces the gl obus-ssl uti ls-setup scri pts.

ÿCurrent CA wi th “l ocal ”support:

� CERN ,GridPP,IN FN ,N orduGri d,Russi a
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Certi fi cate Revocati on

ÿ Certi fi cates can be revoked for severalreasons:

� Com prised keys,forgotten passwords,no l onger used, ..

ÿ To com m unicate thi s to si te m ai ntai ners each CA provi des onl ine Certi fi cate
Revocati on Li sts (CRL’s).

ÿ Each CA m akes thi s avai labl e in di fferent ways.

ÿ The tooledg-fetch-crlprovi des a com m on interface to al lthe CRLs and
shoul d be run on a regul ar basi s (eg.each day)from cron(8)on al lm achi nes
provi ding Gri d servi ces

ÿ It i s provi ded by the RPM package edg-uti ls

ÿ Basi c usage:
� edg-fetch-crl-o /opt/gri d-securi ty/certi fi cates

ÿ CRL fi lenam es is the hash of the CA certi fi cate wi th . r0 appended.
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Defaul t Port num bers / fi rewal ls

ÿPort num bers can be speci fi ed i n /etc/servi ces eg. :

� globus-gatekeeper 2119/tcp # Gl obus Gatekeeper

ÿU sefulfor netstat(8)and l sof(8),but not requi red

ÿThe defaul t port num bers used by the Testbed software:

� 2119 (Gatekeeper)

� 2811 (GSI W U -FTPD)

� 2135 (Gl obus M DS)

� 2169,2173 (Ftree si te GIIS)

� 2171,2172 (Ftree com pute el em ents)
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Docum entati on

ÿU nder Constructi on…

ÿContents:

� A dm inistrators Gui de (exi sts)

� U ser’ s Guide

� Developer’ s Guide

� globus. conf tem pl ate (exi sts)

� Incl udes al lval id confi gurati on opti ons


