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Dynamic Accounts in TB1.3
What we could do with what we’ve got now...
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What we do in TB1.2

�VO a u t h o r i s a t i o n  p r o v i d e d  b y  L D A P  VO s e r v i c e s
� m k g r i d m a p  u s e d  t o  p e r i o d i c a l l y  c o n s t r u c t s  g r i d -m a p f i l e

� entries have “.” as local user to invoke Dynamic Accounts patch
� W h e n  a  j o b  o r  g s i f t p  s e s s i o n  c o m e s  i n ,  p a t c h e d  g r i d m a p . c  a s s o c i a t e s  
u s e r ’ s  D N  w i t h  o n e  o f  t h e  p o o l  o f  D y n a m i c  A c c o u n t s .
� D y n a m i c  A c c o u n t s  h a v e  U n i x  g r o u p  m e m b e r s h i p ,  q u o t a s  e t c  s e t  b y  
l o c a l  a d m i n  i n  n o r m a l  w a y .
� F o r  j o b s ,  G l o b u s  p a s s e s  j o b  t o  P B S  e t c .  a n d  t h e  j o b  i s  e x e c u t e d  o n  a  
w o r k e r  n o d e  a s  t h e  p o o l  u s e r ,  u s i n g  n o r m a l  U n i x  p e r m i s s i o n s .
� H o m e  d i r e c t o r i e s  a n d  g r i d -m a p  f i l e s  a r e  N F S -s h a r e d

� the d eleg ated  user prox y is accessib le throug h this.
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Dynamic Accounts details
�Auditing possible since all DN=>UID mappings recorded in log files.
� S ame pool mappings are sh ared across a farm by  sh aring gridmapdir 
of lock  files w ith  NF S .
� E x isting sy stem w ork s ok  for C P U+ tmpfile only  j obs.
� B ut,  all files ow ned by  Unix  UID of th e Dy namic Account.
� T h is means w e cannot triv ially  recy cle Dy namic Accounts

� need to make sure all files they own are deleted when recycled
� current T estb ed sites only recycle accounts when they reinstall

� L ack  of recy cling ok  w h ile T estbed is small,  but w ant to be able to 
scale th is all up,  and leav e it running for month s/ y ears on end
� so will need recycling  at some p oint
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SlashGrid ( “ / g rid” )
�A framework for creating “Grid-aware”  fil es y s tems

� different types of fil esystem  prov ided b y dyna m ic a l l y l oa ded ( a nd 
potentia l l y th ird-pa rty)  pl u g ins.

� S ou rc e,  b ina ries a nd A P I  notes:  h ttp: //w w w .g ridpp.a c .u k /sl a sh g rid/
� R P M ’ s in da ta g rid.in2 p3 .fr repository w ork  on R edH a t 6 .2 ,  7 .x  a nd c a n 

c ope w ith  you  doing  a  L inu x  k ernel  b u il d on a  S l a sh G rid fil esystem .
�certfs . s o p l u gin p rov ides  l ocal  s torage gov erned b y  Acces s  C ontrol  
L is ts  b as ed on D N ’ s ,  s tored in a cach e:  / v ar/ s p ool / s l as h grid/ grid
� S ince mos t AC L ’ s  wou l d h av e j u s t one entry ,  th is  is  eq u iv al ent to fil e 
owners h ip  b y  D N  rath er th an U I D .
� sol v es a dm in w orries a b ou t l ong  l iv ed fil es ow ned b y dyna m ic  a c c ou nts.
� if dyna m ic  a c c ou nts a re prev ented from  w riting  to norm a l  disk s,  th en no 

c h a nc e th ey w il l  w rite som eth ing  u npl ea sa nt som ew h ere u nex pec ted.
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UID to DN map in S l as h G r id
�This is done using gr idm a p  m ec ha nism  if  p ossib l e.

� Uses standard G l o b u s c al l  / sh ared l i b rary ,  so  l o c al  c h o i c e o f  D y nam i c  
A c c o u nts i s u sed.

� S i nc e T estb ed si tes sh are g ri d-m ap f i l e/g ri dm ap di r v i a N F S ,  c an ac c ess 
th i s o n w o rk er no des.

� D o esn’ t rel y  o n a c redenti al  a u ser p ro c ess c o u l d f ak e ( eg  no m i nati ng  
so m eo ne el se’ s p ro x y  i n th ei r h o m e di rec to ry .)

� I f  t his f a il s,  t hen a  p r ox y  / t m p / x 5 0 9 up _ uN N N  c r ea t ed b y  
gr id-p r ox y -init  is l ook ed f or .
� T h i s al l o w s i nterac ti v e u se o f  S l ash G ri d f i l esy stem s.
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DN-b a s e d  h o m e  d i r e c t o r i e s
�gmapfs plugin pr o v id e s a v ir t ual d ir e c t o r y  appar e nt ly  po pulat e d  w it h  
sy mb o lic  link s.
�gr id map me c h anism use d  t o  d e r iv e  mappings.
� T h e  link s map use r name s t o  ur l-e nc o d e d  d ir e c t o r y  name s

� /grid/gm a p /gp o o l 0 2 3  ->  
/grid/h o m e /O = G rid/O = U K H E P /O U = h e p . m a n . a c . u k /C N = A n dre w % 2 0 M c N a b

� T h is me ans U nix  passw d  file  c an list  fix e d  h o me  d ir e c t o r ie s fo r  
D y namic  A c c o unt s.
� B ut  t h e  sy mb o lic  link s w ill c h ange  in st e p w it h  D N  t o  U I D  mapping.
� S lash G r id  c an w o r k  o n t o p o f N F S ,  so  c an use  N F S -sh ar e d  r o o t -
o w ne d  / v ar / spo o l/ slash gr id / gr id
� S lash G r id d ae mo n o n t h e  no d e  maps t h is o nt o  / gr id ,  sub j e c t  t o  A C L ’ s.
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What we could do in TB1.3
�LDAP VO services / m k g rid m a p  st il l  u sed  t o  co n st ru ct  g rid -m a p f il e
� W h en  a  j o b  o r g sif t p sessio n  co m es in ,  p a t ch ed g rid m a p . c st il l  
a sso cia t es u ser’ s DN  w it h  o n e o f  t h e p o o l  o f  Dy n a m ic Acco u n t s.
� gridmap.c  c re at e s  h o me  dire c t o ry  f o r u s e r’ s  D N  if  do e s n ’ t  al re ady  e x is t .

�Dy n a m ic Acco u n t s h a ve n o  p a rt icu l a r U n ix  g ro u p  m em b ersh ip  et c.
� J o b  f il es et c crea t ed  in  h o m e d irect o ry  l ik e 
/grid/home/O=Grid/O=UKHEP/OU=hep . ma n . a c . u k /C N =A n drew % 2 0 M c N a b
� G l o b u s p a sses j o b  t o  PB S  et c.  a n d  t h e j o b  is ex ecu t ed  o n  a  w o rk er 
n o d e a s t h e p o o l  u ser.
� U ser ca n  rea d  h o m e d irect o ry ,  sin ce S l a sh G rid  ca n  see t h e m a p p in g  
in  g rid m a p  via  N F S ,  a n d  ca n  a ccess t h e u n d erl y in g  ca ch e via  N F S .
�All files created are owned by the DN not the UID.
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Benefits of using A C L ’ s

�SlashGrid/c e rt f s m e an s w e  c an  re p lac e  U I D  o w n e rship  w it h D N  
o w n e rship ,  b u t  g e t  o t he r b e n e f it s t o o .
�GA C L  lib rary  u se d t o  m an ip u lat e  X M L A C L ’ s.
� T his A C L  f o rm at  le t ’ s y o u  sp e c if y  p e rm issio n s in div idu ally :  re ad,  list ,  
w rit e ,  adm in  ( =  m o dif y  A C L )
� …  an d dif f e re n t  c re de n t ials su c h as V O  g ro u p s o r V o M S at t rib u t e s in  
addit io n  t o  u se r D N ’ s.
� T his m e an s y o u  c an  g iv e  re ad o r w rit e  p e rm issio n  t o  g ro u p s o f  p e o p le ,  
at  t he  dire c t o ry  le v e l.
� (Intend to support file specific A C L ’ s in th e future. )
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Grid ACL v s  V o M S / CAS
�CAS provides ACL-l ik e f ea t u re of  spec if y in g  w h a t  a c t ion  ( eg  w rit e)  is 
perm issib l e on  a n  ob j ec t  ( eg t a u -w g -m on t ec a rl o) .
� ( I f  u sin g  l ot s of  su b g rou ps w it h in  a  V O ,  c ou l d a c h ieve m u c h  t h e sa m e 
t h in g :  eg  def in e a  g rou p of  peopl e in t a u -w g -m on t ec a rl o-w rit e)
� I n  som e c a ses,  t h is c ou l d b e u sed t o provide ACL f u n c t ion a l it y .
� H ow ever,  it  is t oo c oa rse g ra in ed a n d t oo h ea vy w eig h t  f or a l l  
c on t ex t s
� eg i f  m y  j o b  c r ea t es  a  t em p o r a r y ,  w o r k i n g d i r ec t o r y  i n  / gr i d / t m p ,  I  d o n ’ t  

w a n t  t o  s et u p  a  n ew  en t r y  o n  t h e c en t r a l  C A S  m a c h i n e t o  c o n t r o l  t h i s .  
� T h e t w o sy st em s sh ou l d b e seen  a s c om pl em en t a ry

� w h en  y o u  c r ea t e s o m e t a u M o n t e C a r l o ,  p u t  i t  s o m ew h er e t h e A C L  gi v es  
w r i t e a c c es s  f o r  p eo p l e w i t h  “ t a u -w g-m o n t ec a r l o  w r i t e. ” )

� w h en  y o u  j u s t  c r ea t e a  t em p o r a r y  d i r ec t o r y ,  t h e A C L  d ef a u l t s  t o  j u s t  t h e 
c r ea t o r  h a v i n g a d m i n  a c c es s .
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Future: get rid of “UID domains”?
� Each t e s t b e d s i t e  cu r r e n t l y  co n s t i t u t e s  a “ U I D  d o m ai n ”  i n  w hi ch D N = > U I D  m ap p i n g s  
m u s t  b e  co n s i s t e n t  o n  al l  m achi n e s .
� C u r r e n t l y  achi e v e d  b y  s har i n g  g r i d -m ap f i l e o r g r i d m ap d i r b y  N F S  ( o r  r e p l i cat i n g  
w i t h L C F G )

� T hi s  ar i s e s  f r o m  t w o  m aj o r  co m p o n e n t s :
� N F S  s har i n g  o f  d i s k s .
� L o cal  b at ch ( u s u al l y  P B S )  b y  d e f au l t  as s u m e s  s am e  U I D  o n  f r o n t  an d  b ack e n d  
m achi n e s .

� W o u l d  s i m p l i f y  r e cy cl i n g  o f  p o o l  acco u n t s  o n  g at e k e e p e r  i f  d i d n ’ t  n e e d  t o  m ai n t ai n  t hi s  
co n s i s t e n cy :
� g at e k e e p e r  w o u l d  j u s t  al l o cat e  a p o o l  U I D  w hi ch had  n o  p r o ce s s e s al r e ad y  r u n n i n g
� i f  u s e  “ g s i f t p f s ”  i n s t e ad  o f  N F S ,  t he n  D N = > U I D  m ap p i n g s  d o n e  d y n am i cal l y  o n  S E 
e t c t o o  - g e t t i n g  r i d  o f  N F S  i s  a w o r t hy  g o al  i n  i t s  o w n  r i g ht .

� b u t ,  w o u l d  n e e d  t o  co n f i g u r e  /  m o d i f y  P B S  e t c t o  d y n am i cal l y  al l o cat e  a U I D  o n  
b ack e n d  n o d e  an d  co p y  p r o x y ?
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Certfs a s c o n ta i n er h o sti n g  en v i ro n m en t
�Some of the OGSA discussions make distinction between simple (eg
nativ e L inux )  and container  (eg J av a or  . N E T )  hosting  env ir onments.
� T he or ig inal motiv ation for  “ in a box ”  env ir onments is secur ity .
�OGSA inter est is in cr eating  new ser v ices dy namically :  this is easier  
if ser v ices ar e “ in a box ”  to star t with.
� C er tfs is motiv ated by  desir e to keep user s fr om making  long  liv ed 
U I D -owned files.
� H owev er ,  it is also a step towar ds the kind of dy namic env ir onments 
OGSA talks about.
� I s the answer  to our  concer ns about secur ity  and our  desir e for  
flex ible,  dy namic ser v ices,  to make U nix  U I D ’ s as tr ansitor y  as 
P r ocess Gr oup I D ’ s?
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Summary

�Most of the concerns of a d m i ns a re b ei ng  a d d ressed  to som e ex tent.
� C u rrent V O  sy stem  i s p rob a b l y  su ffi ci ent,  b u t C A S  w ou l d  b e m ore 
fl ex i b l e.
� P ool  a ccou nts a re u sefu l  b u t l i m i ted  b y  U I D  fi l e ow nershi p  i ssu es.
� S l a shG ri d /  certfs i ntend ed  to p rov i d e sol u ti on to thi s.
� D efi ni ng  a  G ri d  A C L  form a t d ea l s w i th other i ssu es too.
� D o thi s i n X ML :  w ha t form a t?
� G A C L  l i b ra ry  p rov i d es A P I  for ha nd l i ng  w ha tev er i s d eci d ed .
� H ow  fa r ca n w e g o tow a rd s m a k e U I D ’ s p u rel y  tra nsi tory ?


