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Overview 

� Trust Manager
� A uth o ri z ati o n
� L i f e as a sep arate m o d ul e
� V O MS

Th e th i ngs,  w h i c h  are d o ne and  p l ans.
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Trust Manager
� Using /etc/grid-secu rity /certif ica tes ->  sh o u l d b e def a u l t
� C R L  h a ndl ing ->  sh o u l d b e /etc/grid-secu rity /certif ica tes
� Using serv ice certif ica te – def a u l t l o ca tio n?  /o p t/edg/< serv ice> . p em | k ey
� C o nf igu ra tio n in J a v a  cl a sses ->  sh o u l d b e X S L T
� G enera l iz a tio n f o r ev ery  S S L  so ck etb o th  o n serv er a nd cl ient side
� M o v ed to  B o u ncy C a stl e ( no  C o G  dep endency )
� P l a ns o n f u l l  certif ica te ch a in ch eck ing b y  h a ck ing th e B o u ncy C a stl e tru stm a na ger
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Authorization 

� Server side mappings
� File m a p p er  ( e. g .  g r id m a p -f ile)
� X M L  c o n f ig u r a t io n  f ile
� M a p p in g  b y  r eg u la r  ex p r es s io n s
� M a p p in g  in  a  D B  t a b le
� T O D O :  c a t c h in g  V O M S  r o les / g r o u p s

� C l ient  side:  gat h ering t h e inf o rmat io n
� P u t  r o le a t t r ib u t e in t o  S O A P  h ea d er  ( J a m es )
� P u t  r o les  in  a n  a t t r ib u t e c er t if ic a t e ( V O M S  – t b l. )

H o w -t o / do c  f o r servic e devel o pers ( W ik i-H I P )T o mc at 4 / C o nnec t o r c o nf igu rat io n
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Life as a separate module
� Renaming misery… but hopefully finished
� U pdated to the c ommon “ tools”  build system
� Q uestions:

� client/server/service specific jar files?
W h ere to  pu t th e g lu e co d e?

� H o w  m any  R P M s w e need  …  if  w e need  at all?
� C o nfig u ratio n:  server. x m l fro m  scratch  o r co nfig u re script?
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VOMS

� Big news: merge with WP6 effortsc ommon p oint: the M y S Q L  d a ta b a se
� O u r p a rt: J a v a

� Administrative interfaces
� Au th o riz atio n p l u g in fo r J ava services

�WP6 p a rt: C
� vo ms-p ro x y -init and co resp o nding  service in C
� Au th o riz atio n p l u g in fo r C  service =  L C AS

� T est/ D ev el op ment sol u tion: emu l a te the V O / rol e a ttrib u te p a ssing throu gh S O A P hea d ers – not sec u re,  b u t wil l  l ook  l ik e the sa me for the serv ic es
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VOMS idea

1. User asks VOMS for at t ri b u t s ( VO/ g rou p / rol e)v om s-p rox y -i n i t  –v o C MS –rol e ad m i n
2 . VOMS l ooks u p  t h e at t ri b u t es an d  p ac ks i t  i n t o an  A t t ri b u t e C ert i fi c at e ( A C ) :  { u ser,  v om s,  at t ri b u t es,  v om s-si g n at u re}
3 . User g en erat es a p rox y  c ert i fi c at e an d  p u t s t h e A C  as an  op t i on al  ex t en si on  i n t o t h i s
4 . User c on t ac t s a serv i c e w i t h  t h i s p rep ared  p rox y
5 . Serv i c e au t h en t i c at es t h e u ser i n  t h e “ ol d  w ay ”
6 . Serv i c e ex t rac t s t h e A C  from  t h e p rox y  ->  rol es
7 . Serv i c e d oes i t s au t h ori z at i on  b ased  on  t h e rol es 
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VOMS big-p ic t u r e
CA

user serv i c e
c ert -req uest

g ri d -c ert -req uest

c ert i f i c a t e

c ert  si g n i n g

h o st -c ert

c ert  si g n i n g

h o st -req uest

g ri d -c ert -req uest

h o st / p ro x y  c ert s a n d  a ut h o ri z a t i o n  i n f o rm a t i o n  ex c h a n g ed

p ro x y -c ert
v o m s-p ro x y -i n i t

authz-i n f o

V O M S

reg i st ra t i o n reg i st ra t i o n

serv i c e-c ert
serv i c e-i n i t

authz-i n f o


