
Fabric Management

The European DataGrid Project Team
http: / / w w w . eu-datag rid. org



Fabric Management Tutorial

Contents

� Definition 
� F a b r ic  M a na g em ent a r c h itec tu r e ov er v iew
� U s er  j ob  m a na g em ent ov er v iew
� P r es ent s ta tu s  ( R 1 . 2 )

� LCFG
� LCA S  +  e d g _ g a t e k e e p e r



Fabric Management Tutorial

What is Fabric Management 
� Definitions:

� C l u ster  ( or  F a r m ) : “A  c ol l ec tion of c om p u ter s on a  netw or k  
th a t c a n fu nc tion a s a  sing l e c om p u ting  r esou r c e th r ou g h  
th e u se of tool s w h ic h  h id e th e u nd er l y ing  p h y sic a l  
str u c tu r e“.

� F a b r ic : " A  c om p l ete set of c om p u ting  r esou r c es 
( p r oc essor s,  m em or y ,  stor a g e)  op er a ted  in a  c oor d ina ted  
fa sh ion w ith  a  u nifor m  set of m a na g em ent tool s" .

� F u nc tiona l ity :
� E nter p r ise sy stem  a d m inistr a tion – sc a l a b l e to ~ 1 0 K  nod es
� P r ov ision for  r u nning  g r id  j ob s
� P r ov ision for  r u nning  l oc a l  j ob s
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- p r o v i d e s  t r a n s p a r e n t  a c c e s s  ( b o t h  j o b  a n d  a d m i n )  t o  d i f f e r e n t  c l u s t e r  b a t c h  s y s t e m s ;
- e n h a n c e d  c a p a b i l i t i e s  ( e x t e n d e d  s c h e d u l i n g  p o l i c i e s ,  a d v a n c e d  r e s e r v a t i o n ,  l o c a l  a c c o u n t i n g ) .

- p r o v i d e s  t r a n s p a r e n t  a c c e s s  ( b o t h  j o b  a n d  a d m i n )  t o  d i f f e r e n t  c l u s t e r  b a t c h  s y s t e m s ;
- e n h a n c e d  c a p a b i l i t i e s  ( e x t e n d e d  s c h e d u l i n g  p o l i c i e s ,  a d v a n c e d  r e s e r v a t i o n ,  l o c a l  a c c o u n t i n g ) .



Fabric Management Tutorial

Installation &
N od e  M g m t

F ab r ic  m g t su b sy ste m s

O th e r  se r v ic e s

Architecture logical overview

Farm A (LSF) Farm B  (P B S)

G r id  U se r

(Mass storage,
D i sk  p ool s)

L oc al U se r

C onf ig u r ation
M anag e m e nt

M onitor ing  &
F au lt T ole r anc e

F ab r ic
G r id if ic ation

R e sou r c e
M anag e m e nt

G r id  Inf o
S e r v ic e s

R e sou r c e
B r ok e r

D ata M g m t

G r id  D ata
S tor ag e
( W P 5 )

- p r o v i d e s  t h e  t o o l s  t o  i n s t a l l  a n d  m a n a g e  a l l  s o f t w a r e  r u n n i n g  o n  t h e  f a b r i c  n o d e s ;
- A g e n t  t o  i n s t a l l ,  u p g r a d e ,  r e m o v e  a n d  c o n f i g u r e  s o f t w a r e  p a c k a g e s  o n  t h e  n o d e s .  
-b o o t s t r a p  s e r v i c e s  a n d  s o f t w a r e  r e p o s i t o r i e s .

- p r o v i d e s  t h e  t o o l s  t o  i n s t a l l  a n d  m a n a g e  a l l  s o f t w a r e  r u n n i n g  o n  t h e  f a b r i c  n o d e s ;
- A g e n t  t o  i n s t a l l ,  u p g r a d e ,  r e m o v e  a n d  c o n f i g u r e  s o f t w a r e  p a c k a g e s  o n  t h e  n o d e s .  
-b o o t s t r a p  s e r v i c e s  a n d  s o f t w a r e  r e p o s i t o r i e s .
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-provides a central storage and m anagem ent of  all f ab ric conf igu ration inf orm ation;
- central D B  and set of  protocols and A P I s to store and retrieve inf orm ation.

-provides a central storage and m anagem ent of  all f ab ric conf igu ration inf orm ation;
- central D B  and set of  protocols and A P I s to store and retrieve inf orm ation.
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- p r o v i d e s  t h e  t o o l s  f o r  g a t h e r i n g  m o n i t o r i n g  i n f o r m a t i o n  o n  f a b r i c  n o d e s ;
- c e n t r a l  m e a s u r e m e n t  r e p o s i t o r y  s t o r e s  a l l  m o n i t o r i n g  i n f o r m a t i o n ;
- f a u l t  t o l e r a n c e  c o r r e l a t i o n  e n g i n e s  d e t e c t  f a i l u r e s  a n d  t r i g g e r  r e c o v e r y  a c t i o n s .

- p r o v i d e s  t h e  t o o l s  f o r  g a t h e r i n g  m o n i t o r i n g  i n f o r m a t i o n  o n  f a b r i c  n o d e s ;
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- f a u l t  t o l e r a n c e  c o r r e l a t i o n  e n g i n e s  d e t e c t  f a i l u r e s  a n d  t r i g g e r  r e c o v e r y  a c t i o n s .
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- Authorize
- M a p  g rid  � l oc a l  c red en tia l s

- Authorize
- M a p  g rid  � l oc a l  c red en tia l s



Fabric Management Tutorial

User job management (Grid and local)
Fabric mgt subsystems

Farm A (LSF) Farm B  (P B S)

G rid  U ser

(Mass storage,
D i sk  p ool s)

L o cal  U ser

M o n ito rin g

Fabric
G rid if icatio n

R eso urce
M an agemen t

G rid  I n f o
S erv ices O th er serv ices

R eso urce
B ro k er

D ata M gmt
( W P 2 )

G rid  D ata
S to rage

- Select an optimal batch q u eu e and  s u bmit
- R etu r n j ob s tatu s  and  ou tpu t

- Select an optimal batch q u eu e and  s u bmit
- R etu r n j ob s tatu s  and  ou tpu t



Fabric Management Tutorial

Fabric Management @ Release 1.2

� Installation and configuration: 
L C F G  ( L ocal C onF iG uration sy ste m )

� G ridification: 
L C A S  +  e dg_ gate k e e p e r
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LCFG (Local ConFiGuration system)
� LCFG is originally developed by the Computer Science 

D epartment of  E dinburgh U niversity
� H andles automated installation,  conf iguration and 

management of  machines
� B asic f eatures:

� automatic installation of  O . S.
� installation/ upgrade/ removal of  all ( rpm-based)  sof tw are 

pack ages
� centraliz ed conf iguration and management of  machines
� ex tendible to conf igure and manage E D G middlew are and 

custom application sof tw are
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A collection of agents read 
configu ration p aram eters and 
eith er generate traditional config 
files or directly  m anip u late v ariou s 
serv ices

Ab stract configu ration 
p aram eters for all nodes 
stored in a central 
rep ository

ldxprof
Load

P r of i l e

G e n e ri c
C om pon e n t

P r of i l e
O b j e c t

rdxprof
R e ad

P r of i l e

LCFG Objects
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W eb  S er v er

H T T P

X M L  P r of ile

L CF G  Conf ig  F iles

Make XML
P r o f i l e

S er v er

LCFG system architecture

+inet.services  telnet login ftp

+inet.allow     telnet login ftp sshd

+inet.allow_telnet  ALLOWED_NETWORKS

+inet.allow_login   ALLOWED_NETWORKS

+inet.allow_ftp     ALLOWED_NETWORKS

+inet.allow_sshd    ALL

+inet.daemon_sshd   yes

.....

+auth.users             mickey

+auth.userhome_mickey   /home/mickey

+auth.usershell_mickey  /bin/tcsh

+inet.services  telnet login ftp

+inet.allow     telnet login ftp sshd

+inet.allow_telnet  ALLOWED_NETWORKS

+inet.allow_login   ALLOWED_NETWORKS

+inet.allow_ftp     ALLOWED_NETWORKS

+inet.allow_sshd    ALL

+inet.daemon_sshd   yes

.....

+auth.users             mickey

+auth.userhome_mickey   /home/mickey

+auth.usershell_mickey  /bin/tcsh

Conf ig  f iles
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<inet>

<allow�cfg:template="allow_$�tag_$�daemon_$">

<allow_RECORD�cfg:name="telnet">

<allow>192.168.,�192.135.30.</allow>

</allow_RECORD>

.....

</auth>

<user_RECORD�cfg:name="mickey">

<userhome>/home/MickeyMouseHome</userhome>

<usershell>/bin/tcsh</usershell>

</user_RECORD>

<inet>

<allow�cfg:template="allow_$�tag_$�daemon_$">

<allow_RECORD�cfg:name="telnet">

<allow>192.168.,�192.135.30.</allow>

</allow_RECORD>

.....

</auth>

<user_RECORD�cfg:name="mickey">

<userhome>/home/MickeyMouseHome</userhome>

<usershell>/bin/tcsh</usershell>

</user_RECORD>

X M L  p r of iles
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/etc/shadow
/etc/shadow

/etc/group
/etc/group

/etc/passwd

....

mickey:x:999:20::/home/Mickey:/bin/tcsh

....

/etc/passwd

....

mickey:x:999:20::/home/Mickey:/bin/tcsh

....
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LCFG: what’s a component?
� Component = =  ob j ec t
� I t' s  a  s i mpl e s h el l  s c r i pt (… but moving to Perl)
� E a c h  c omponent pr ov i d es  a  nu mb er  of  “ meth od s ”  ( s ta r t,  s top,  c onf i g u r e, . . . )  w h i c h  a r e i nv ok ed  a t a ppr opr i a te ti mes
� A  s i mpl e a nd  ty pi c a l  c omponent b eh a v i ou r :

� Started when notified of a configuration change
� L oads  its  configuration ( l ocal l y  cached)
� C onfigures  the ap p rop riate s erv ices ,  b y  trans l ating config p aram eters  into a traditional  config fil e and rel oading a s erv ice if neces s ary  ( e. g.  res tarting a init. d s erv ice) .

� L CF G  pr ov i d es  c omponents  to ma na g e th e c onf i g u r a ti on of  s er v i c es  of  a  ma c h i ne: i net,  a u th , nf s ,  c r on,  . . .
� A d mi ns / mw  d ev el oper s  c a n b u i l d  new  c u s tom c omponents to c onf i g u r e a nd  ma na g e th ei r  ow n a ppl i c a ti ons
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LCFG component skeleton
#!/bin/bash2
c l ass= m y c o m p  # se t  t he  nam e  o f  t he  c o m p o ne nt  ( m y c o m p )
.  /e t c /o bj /g e ne r ic  # inc l u d e  st d  m e t ho d s and  d e f init io ns
S t ar t ( ) { # S t ar t  t he  c o m p o ne nt
}
C o nf ig u r e ( ) { # D o  t he  c o nf ig u r at io n
}
C ase  “ $ 1 ”  in # ' m ain'  p r o g r am

c o nf ig u r e ) C o nf ig u r e ;
* ) D o M e t ho d “ $ @ ” ;

e sac
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LCFG component methods
� Start() method:
Start() { #  ‘ Start’  th e  c o m p o n e n t

G e n e ri c _ Start; #  s tan d ard  s e tu p  s te p s
C o n f i g u re ; #  re c o n f i g u re  th e  c o m p o n e n t
i f  [  $ ?  =  0  ] ; th e n

O K  "C o m p o n e n t m y c o m p s tarte d "
e l s e

F ai l  "Starti n g  c o m p o n e n t m y c o m p "
f i

}

� C o n f i g u re () method:
C o n f i g u re () { #  D o  th e  c o n f i g u rati o n

L o ad R e s o u rc e s   m y re s o u rc e 1  m y re s o u rc e 2  …
C h e c k R e s o u rc e s m y re s o u rc e 1  m y re s o u rc e 2  …
#  y o u r c o d e
d o _ w h ate v e r …
re tu rn  s tatu s ;

}
O n l y  th e  R E D  p arts  are  s p e c i f i c  to  a c o m p o n e n t!  
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LCFG component example (I)
ldconf com p one nt  - C onfi g u r e s  / e t c/ ld. s o. conf (Cal Loomis)

. de f fi le :
class ld co n f
m e t h o d s st ar t  co n f i g u r e
co n f f i le
p at h s

R e s ou r ce s  de fi ne d on s e r v e r :
co n f f i le /e t c/ld . so . co n f
p at h s /u sr /lo cal/li b  /o p t /g lo b u s/li b
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LCFG component example (II)
Component: Configure() method
Configure() {

L oa d R es ourc es c onffil e p a t h s
Ch ec k R es ourc es  c onffil e p a t h s
#  U p d a t e l d . s o. c onf fil e.
for i in $ p a t h s ; d o

l ine= `grep $ i $ c onffil e`
if [  -z  " $ l ine"  ] ; t h en

ec h o " $ i"  > >  $ c onffil e
fi

d one
/s b in/l d c onfig;
ret urn $ ? ;

}
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Software distribution with LCFG
� It is done with an LCFG tool called u p dater p m s.
� T he standar d sy stem  p ack ag ing  f or m at is u sed:  rpm f or  Linu x
� It is m anag ed v ia an LCFG com p onent.
� Fu nctionality :

1 . Com p ar es the p ack ag es cu r r ently  installed on the local node with the 
p ack ag es  listed in the conf ig u r ation

2 . Com p u tes the necessar y  install/ deinstall/ u p g r ade op er ations 
3 . O r der s the tr ansaction op er ations tak ing  into accou nt r p m  dep endency  

inf or m ation
4 . Inv ok es the p ack ag er ( R P M )  with the r ig ht op er ation tr ansaction set 

� P ack ag er  f u nctionality :
1 . R ead op er ations ( tr ansactions)
2 . D ownloads new p ack ag es f r om  r ep ositor y
3 . E x ecu tes the op er ations ( installs/ r em ov es/ u p g r ades)
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Gridification Architecture

ComputingElement

Grid
S c h e du l e r
G r id

S c h ed uler

LCAS

static liststatic list

wallclocktimewalltime

q u o ta ch e ckq u o ta ch e ck

r es ou r ce u s eA C L  ev alu ation

plug-i n sLCM AP S

F LI D S

P o li c y

Gridification component Gridification  component 

-

P o li c y

C r e d e n tial R e p .

u id /g idu id /g id

other 
tok en s
other 
tok en s

S ES E

Configuration 
M gm t,

I ns tal l ation
M gm t

Configuration 
M gm t,

I ns tal l ation
M gm tc om m u n i c a ti on s  

w i thi n  es ta b l i s hed  
s ec u ri ty  
c on tex t

RMSR M S

f a r m s

G r iF I SI nf or ma tion P r ov id er s

F a b r i c  Mo n i t o r i n gF a b r ic  M onitor ing

I M S
( W P 3 )
I M S

F a b N A TF a b N A T

E x te r n al to  f ab r ic

I n te r n al to  f ab r ic

S to r ag e E le m e n t 

( C o n f ig u r atio n  M g m t)

( C o n f ig u r atio n  M g m t)

J ob  repos itory
G lo b u s G ate k e e p e rE D G Gatek eeper

J ob  M anag er

Gridification component Gridification  component
I mpl emented in R 1 . 2  
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LCAS 1.0 (EDG release 1.2)
� The L o c a l  C en t r e A u t ho r i z a t i o n  S er v i c e ( L C A S ) ha n d l es  a u t ho r i z a t i o n  r eq u es t s  t o  t he l o c a l  c o m p u t i n g  f a b r i c .
� I n  t hi s  r el ea s e t he L C A S  i s  a  s ha r ed  l i b r a r y ,  w hi c h i s  l o a d ed  d y n a m i c a l l y  b y  t he g l o b u s  g a t ek eep er .  The g a t ek eep er  ha s  b een  s l i g ht l y  m o d i f i ed  f o r  t hi s  p u r p o s e a n d  w i l l  f r o m  n o w  o n  b e r ef er r ed  t o  a s  ed g -g a t ek eep er .  
� The a u t ho r i z a t i o n  d ec i s i o n  o f  t he L C A S  i s  b a s ed  u p o n  t he u s er s '  c er t i f i c a t e a n d  t he j o b  s p ec i f i c a t i o n  i n  R S L  ( J D L )f o r m a t .  The c er t i f i c a t e a n d  R S L  a r e p a s s ed  t o  ( p l u g -i n )  a u t ho r i z a t i o n  m o d u l es ,  w hi c h g r a n t  o r  d en y  t he a c c es s  t o  t he f a b r i c .  Thr ee s t a n d a r d  a u t ho r i z a t i o n  m o d u l es  a r e p r o v i d ed  b y  d ef a u l t :  

� lcas_userallow.mod, checks if user is allowed on the fabric (currently  the g ridmap  file is checked) . 
� lcas_userban.mod, checks if user should be banned from the fabric. 
� lcas_timeslots.mod, checks if fabric is op en at this time of the day  for datag rid j obs. 
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Authentication control flow EDG 
g atek eep er

TLS auth

as s i s t_ g r i d m ap
J o b m an ag e r -*

Gatekeeper
G LO B U S G LO B U S +  LC A S

TLS auth

LC A S ( s o )

as s i s t_ g r i d m ap
J o b m an ag e r -*

Gatekeeper

* And store in job repository
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Summary
� Two main fabric management components deployed on release 1 . 2 :
� I nstallation and C onfigu ration management fu nctionality:  

� L C F G  ( L ocal C onF iG u ration system) :  h andles au tomated 
installation,  configu ration and management of mach ines.

� G ridification fu nctionality:  
� L C A S  ( L ocal C entre A u th oriz ation S erv ice)  + edg_ gatek eeper:  

h andle au th oriz ation req u ests to th e local compu ting fabric.

� A nd more components coming in nex t releases in th e areas of fabric 
monitoring,  resou rce management,  and configu ration management.

� E x perience and conclu sions from th is release:  au tomatic installation 
and configu ration of th e D ataG rid middleware was v ery u sefu l for
th e testbed du e to th e complex ity of th e software.


