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Overview

� User side
� Getting a  c er tif ic a te
� B ec o m ing a  m em b er  o f  th e V O

� S erv er side
� A u th entic a tio n /  C A
� A u th o r iz a tio n /  V O

(w it h  so m e ex a m p l es)
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Authentication/Authorization

� Authentication (CA Working Group)
� 16 n a t i o n a l  c e r t i f i c a t i o n  a u t h o r i t i e s

+  C r o s s G r i d  C A s
� p o l i c i e s  &  p r o c e d u r e s  � m u t u a l  t r u s t
� u s e r s  i d e n t i f i e d  b y  C A ’ s  c e r t i f i c a t e s

� Authoriz ation (Authoriz ation Working Group)
� B a s e d  o n  V i r t u a l  O r g a n i z a t i o n s  ( V O ) .
� M a n a g e m e n t  t o o l s  f o r  

V O  m e m b e r s h i p  l i s t s .
� 6+ 2 V i r t u a l  O r g a n i z a t i o n s

TutorialL H C b
Te s tb e dC M S
B iom e d ic alA TL A S
E arth  O b s .A L I C E
V O ’ s

U S -D O E  S ub C A

D A TA G R I D -E S
G rid P P
U S –D O E  R oot C A

C ros s G rid ( * )

R us s ian D ataG rid
L I P
N ord uG rid
N I K H E F
I N F N
G rid -I re lan d
G e rm an G rid
C N R S ( 3 )
C E S N E T
C E R N

C A ’ s
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Authentication O v er v iew
CA

V O

user serv i c e
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Certificate Request
CA

V O

user serv i c e
c ert -req uest

g ri d -c ert -req uest

once in every year
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Requesting a  C er tif ic a te
� grid-c e rt -re q u e s t
A certificate request and private key is being created.
[ ...]
U sing co nfiguratio n fro m  /usr/l o cal /grid/gl o bus/etc/gl o bus-user-ssl eay.co nf
G enerating a 1 0 2 4  bit R S A private key
[ ...]
A private key and a certificate request h as been generated w ith  th e subj ect:
/O=Grid/O=CERN/OU=c e rn .c h /CN=A k o s  F ro h n e r
[ ...]
Y o ur private key is sto red in .../.g l o b u s /u s e rk e y .p e m
Y o ur request is sto red in .../.g l o b u s /u s e rc e rt _ re q u e s t .p e m
P l ease e-m ail  th e certificate request to  th e C E R N  C A
c a t  .../.g l o b u s /u s e rc e rt _ re q u e s t .p e m |  m a il c e rn -g l o b u s -c a @ c e rn .c h
Y o ur certificate w il l  be m ail ed to  yo u w ith in tw o  w o rking days.
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Request Details. . .
� openssl req –i n ~ /. g lob u s/u serc ert _ requ est . pem –t ex t
Data:
V e r s i o n : 0  ( 0 x 0 )
S u b j e c t: O = G r i d ,  O = C E R N ,  O U = c e r n .c h ,  C N = A k o s  F r o h n e r U s e r  i n f o r m ati o n
S u b j e c t P u b l i c  K e y  I n f o :
P u b l i c  K e y  A l g o r i th m : r s aE n c r y p ti o n
R S A  P u b l i c  K e y : ( 1 0 2 4  b i t)
M o d u l u s  ( 1 0 2 4  b i t) : P u b l i c  k e y
0 0 :b a:ae :e 2 :9 a:9 8 :b e :9 4 :f 5 :f 5 :9 e :e 7 :f 7 :0 6 :5 8 : [ ...]

E x p o n e n t: 6 5 5 3 7  ( 0 x 1 0 0 0 1 )
S i g n atu r e  A l g o r i th m : m d 5 W i th R S A E n c r y p ti o n S i g n atu r e  o n  th e  p u b l i c

2 9 :8 7 :6 3 :4 0 :6 5 :af :1 b :3 9 :e 9 :7 1 :b 9 :3 f :7 0 :8 0 :0 c :2 7 :7 1 :0 e : [ ...] k e y  an d  u s e r  i n f o r m ati o n
- - - - - B E G I N  C E R T I F I C A T E  R E Q U E S T - - - - - P E M  e n c o d e d  r e q u e s t
M I I B h j C B 8 A I B A DB H M Q 0 w C w Y DV Q Q K E w R H c m l k M Q 0 w C [ ...]
- - - - - E N D C E R T I F I C A T E  R E Q U E S T - - - - -
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Certificate Signing
CA

V O

user serv i c e
c ert -req uest

g ri d -c ert -req uest

c ert i f i c a t e

c ert  si g n i n g
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Signing a  R e q u e s t
Upon a  c e r t i f i c a t e  r e q u e s t  f r om  t h e  u s e r
� c h e c k i ng  t h e  i d e nt i t y  of  t h e  u s e r (R e g i s t r a t i on A u t h or i t y )
� s i g ni ng  t h e  r e q u e s t  a nd  s e nd i ng  b a c k  t h e  r e s u l t

� openssl ca –i n u ser cer t _r eq u est .pem –ou t  u ser cer t .pem
� i f  s om e t h i ng  g oe s  w r ong :  r e v oc a t i on of a  c e r t i f i c a t e ->  C R L

� t h e  i s s u e d  c e r t i f i c a t e s  a r e  d e s c r i b e d  i n t h e  C e r t i f i c a t e  P ol i c y(C P )
� t h e  pr oc e s s i s  d e s c r i b e d  i n t h e  C e r t i f i c a t e  P r a c t i c e  S t a t e m e nt(C P S )
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Private Key
� openssl rsa -i n ~ /.g lob u s/u serk ey .pem –t ex t
Enter PEM pass phrase:
Pri v ate-K ey : ( 1 0 2 4  b i t)
m o d u l u s: [ . . . ]
pu b l i c Ex po nent: . . . . .  ( 0 x . . . . . . )
pri v ateEx po nent: [ . . . ]
pri m e1 : [ . . . ] pri v ate param eters
pri m e2 : [ . . . ]
ex po nent1 : [ . . . ]
ex po nent2 : [ . . . ]
c o ef f i c i ent: [ . . . ]
w ri ti ng  R S A  k ey
-----B EG I N  R S A  PR I V A T E K EY ----- PEM enc o d ed  pri v ate k ey
-----EN D  R S A  PR I V A T E K EY -----
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Certificate Details 1 .
� openssl x 5 0 9  –i n ~ /.g lob u s/u ser c er t .pem –t ex t
Certificate:
D ata:

V ers io n : 3  ( 0 x 2 ) X 5 0 9 .3  – w ith  ex ten s io n s
S erial  N u m b er: 1 9 9  ( 0 x c7 )
S ig n atu re A l g o rith m : m d 5 W ith R S A E n cry p tio n
I s s u er: C= CH ,  O = CE R N ,  CN = CE R N  CA I s s u er CA
V al id ity
N o t B efo re: J u n  1 1  0 8 :2 5 :5 9  2 0 0 2  G M T l o n g  term  certificate
N o t A fter : S ep  2 9  1 1 :2 2 :3 3  2 0 0 2  G M T

S u b j ect: O = G rid ,  O = CE R N ,  O U = cern .ch ,  CN = A k o s  F ro h n er u s er in fo rm atio n
S u b j ect P u b l ic K ey  I n fo : [ ...] s am e as  in  th e req u es t
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Certificate Details 2 .
X509v3 extensions:

N etsc a p e B a se U r l : C er tif ic a te extensions
h ttp ://h om e.c er n.c h /g l ob u s/c a

N etsc a p e C er t T y p e: 
S S L  C l ient,  S /M I M E ,  O b j ec t S ig ning c l ient/u ser  c er tif ic a te

N etsc a p e C om m ent: 
F or  D a ta G r id  u se onl y

N etsc a p e R evoc a tion U r l : 
h ttp ://h om e.c er n.c h /g l ob u s/c a /c er n.c r l .p em C R L  inf or m a tion

N etsc a p e C A  P ol ic y U r l : 
h ttp ://h om e.c er n.c h /g l ob u s/c a /C P S .p d f P ol ic y  inf or m a tion

S ig na tu r e A l g or ith m : m d 5W ith R S A E nc r y p tion
54 :8 b :6 6 :e8 :d c :6 0:c d :e3:d c :4 3:a 7 :c 9:3a :1 2 :2 c :7 3:05:1 3: [ ...] S ig na tu r e on th e inf or m a tion
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Preparation for Registration
CA

V O

user serv i c e

c ert . p k c s1 2 c o n v ert
c ert -req uest

g ri d -c ert -req uest

c ert i f i c a t e

c ert  si g n i n g
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Registration/A u th oriz ation
User registration in an E D G  V irtu al  O rganisation
� c onv ert y ou r c ertif ic ate:  

� openssl pk c s1 2  –ex por t  –i n ~ /.g lob u s/u ser c er t .pem –i nk ey  
~ /.g lob u s/u ser k ey .pem –ou t  u ser .p1 2  –na m e ’ J oe S m i t h ’

� im p ort y ou r c ertif ic ate in y ou r b row ser
� sign th e u sage gu id el ines:  
h ttp s: / / m arianne.in2 p 3 .f r/ c gi-b in/ d atagrid / register/ ac c ou nt.p l
� ask  an ac c ou nt f rom  y ou r V O  ad m inistrator b y em ail
->  Y ou  are registered  in th e V O -L D A P  serv er and  h av e a u ser 
ac c ou nt.
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Registration
CA

V O

user serv i c e

reg i st ra t i o nc ert . p k c s1 2 c o n v ert
c ert -req uest

g ri d -c ert -req uest

c ert i f i c a t e

c ert  si g n i n g

Usage gu i d el i n es

A c c o u n t
R egi st r at i o n

once for the lifetime 
of the V O  

(o n l y  t h e D N  n o t  t h e  k e y s ,  s o  t h e y  m a y  c h a n g e )
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Starting a Se s s io n
CA

V O

user serv i c e

p ro x y -c ert g ri d -p ro x y -i n i t

reg i st ra t i o nc ert . p k c s1 2 c o n v ert
c ert -req uest

g ri d -c ert -req uest

c ert i f i c a t e

c ert  si g n i n g

every 1 2 / 2 4  h o u rs
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Usage
You m us t  h a v e a  v a l i d  c e r t i f i c a t e  f r om a  t r us t e d C A !
� „l og i n ” :  grid-p ro x y -in it

s h or t  l i f e t i m e  c e r t i f i c a t e :  2 4  h our s
Enter PEM pass phrase:
. . . . . . . . . . . . . . . . . . . . . . . . . . . + + + + +
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . + + + + +

� c h e c k i n g  t h e p r ox y :  grid-p ro x y -in f o -s u b j e c t
/O=Grid/O=CERN/OU=c e rn .c h /CN=A k o s  F ro h n e r/CN=p ro x y

� „l og out ” :  grid-p ro x y -de s t ro y
->  us e  t h e  g r i d  s e r v i c e s
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Proxy C e rt i f i c a t e  d e t a i l s
� openssl x 5 0 9  –i n / t m p/ x 5 0 9 u p_ u ` i d  -u `  -t ex t
Data:  [ ...]

I s s u e r :  O = G r i d ,  O = C E R N ,  O U = c e r n .c h ,  C N = A k o s  F r o h n e r I s s u e r i s  th e  u s e r  n o t a C A
V al i d i ty
N o t B e f o r e :  J u l  2 2  0 9 : 4 4 : 3 9  2 0 0 2  G M T s h o r t ti m e  c e r ti f i c ate :  1  d ay
N o t A f te r  :  J u l  2 2  2 1 : 4 9 : 3 9  2 0 0 2  G M T

S u b j e c t:  O = G r i d ,  O = C E R N ,  O U = c e r n .c h ,  C N = A k o s  F r o h n e r ,  C N = p r o x y e x tr a tag :  p r o x y
S u b j e c t P u b l i c  K e y  I n f o : n e w (s h o r te r )  k e y (s )
P u b l i c  K e y  A l g o r i th m :  r s aE n c r y p ti o n
R S A  P u b l i c  K e y :  (5 1 2  b i t)
M o d u l u s  (5 1 2  b i t) :
0 0 : e 9 : 7 c : f 4 : d 0 : 5 d : 8 a: 4 c : 9 1 : 8 b : d f : a7 : 1 6 : 7 8 : 1 f : [ ...]

E x p o n e n t:  6 5 5 3 7  (0 x 1 0 0 0 1 )
X 5 0 9 v 3  e x te n s i o n s : [ ...] s am e  as  e ar l i e r

S i g n atu r e  A l g o r i th m :  m d 5 W i th R S A E n c r y p ti o n [ ...] s i g n e d  b y  th e  u s e r
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Certificate Request for a H ost
CA

V O

user serv i c e

p ro x y -c ert g ri d -p ro x y -i n i t

reg i st ra t i o nc ert . p k c s1 2 c o n v ert
c ert -req uest

g ri d -c ert -req uest

c ert i f i c a t e

c ert  si g n i n g
h o st -req uest

g ri d -c ert -req uest

once in every year
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Signing the Certificate
CA

V O

user serv i c e

p ro x y -c ert g ri d -p ro x y -i n i t

reg i st ra t i o nc ert . p k c s1 2 c o n v ert
c ert -req uest

g ri d -c ert -req uest

c ert i f i c a t e

c ert  si g n i n g

h o st -c ert

c ert  si g n i n g

h o st -req uest

g ri d -c ert -req uest
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Configuration on the Server
CA

V O -L D AP

user serv i c e

p ro x y -c ert g ri d -p ro x y -i n i t

reg i st ra t i o nc ert . p k c s1 2 c o n v ert
c ert -req uest

g ri d -c ert -req uest

c ert i f i c a t e

c ert  si g n i n g

h o st -c ert

c ert  si g n i n g

h o st -req uest

g ri d -c ert -req uest

c a -c ert i f i c a t e
c rl

c ert /c rl  up d a t e

automatically up d ate d  e v e r y n ig h t/w e e k  
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Service

You m us t  h a v e  t h e  t r us t e d C A  c e r t i f i c a t e s  i n  f i l e s  a n d  t h e V O -
L D A P  s e r v e r (s ) U R L  c on f i g ur e d .
� r e g i s t e r i n g a  t r us t e d C A

� /e t c /g r i d -s e c u r i t y /c e r t i f i c a t e s :  h a s h e d  c e r t ,  c r l  a n d  u r l
� g e n e r a t i n g a  g r i d m a p  f i l e :  m k g r i d m a p

� /e t c /g r i d -s e c u r i t y /g r i d m a p :  D N  ->  u s e r i d /g i d  m a p p i n g
� g e n e r a t i n g  h os t / s e r v i c e  c e r t i f i c a t e :  

g r i d -c e r t -r e q ue s t –h os t  
(s e e  us e r  c e r t i f i c a t e s  f or  t h e  w h ol e  p r oc e s s )

S t a r t  t h e s e r v i c e !

info
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Service: CA Cert if ica t es

� ls /e t c /g r i d -se c u r i t y /c e r t i f i c a t e s
0ed6468a.0               c 3 5 c 1 9 7 2 .0               d64c c b 5 3 .0
0ed6468a.c r l _u r l          c 3 5 c 1 9 7 2 .c r l _u r l          d64c c b 5 3 .c r l _u r l
0ed6468a.r 0               c 3 5 c 1 9 7 2 .r 0              d64c c b 5 3 .r 0
0ed6468a.s i g n i n g _p o l i c y    c 3 5 c 1 9 7 2 .s i g n i n g _p o l i c y   d64c c b 5 3 .s i g n i n g _p o l i c y
1 6da7 5 5 2 .0                c f 4b a8c 8.0               df 3 1 2 a4e.0
1 6da7 5 5 2 .c r l _u r l           c f 4b a8c 8.c r l _u r l          df 3 1 2 a4e.c r l _u r l
1 6da7 5 5 2 .r 0               c f 4b a8c 8.r 0              df 3 1 2 a4e.r 0
1 6da7 5 5 2 .s i g n i n g _p o l i c y    c f 4b a8c 8.s i g n i n g _p o l i c y df 3 1 2 a4e.s i g n i n g _p o l i c y

� c a t  c 3 5 c 1 9 7 2 . c r l_u r l
h t t p : / / g l o b u s .h o m e.c er n .c h / g l o b u s / c a/ c er n .c r l .p em
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Service: a cert if icat e
� cat c35c1972.signing_policy
# EACL CERN CA
a c c e s s _i d _CA    X 5 0 9 ' / C= CH / O = CERN/ CN= CERN CA'
p o s _r i g h t s       g l o b u s CA:s i g n  
c o n d _s u b j e c t s    g l o b u s ' " / C= c h / O = CERN/ * "  " / C= CH / O = CERN/ * "  

" / O = G r i d / O = CERN/ * "  " / O = CERN/ O = G r i d / " '

� ope nssl x 50 9 -in c35c1972.0  –te x t
I s s u e r : C= CH ,  O = CERN,  CN= CERN CA [ . . . ] t h e  i s s u e r  a n d  t h e  s u b j e c t  a r e  

t h e  s a m e
S u b j e c t : C= CH ,  O = CERN,  CN= CERN CA [ . . . ] s e l f  s i g n e d  c e r t i f i c a t e
X 5 0 9 v 3  e x t e n s i o n s :

X 5 0 9 v 3  B a s i c  Co n s t r a i n t s : c r i t i c a l
CA:T RU E [ . . . ] i t  m a y b e  u s e d  t o  s i g n  o t h e r  c e r t i f i c a t e s

Ne t s c a p e  Ce r t  T y p e : 
S S L CA,  S / M I M E CA,  O b j e c t  S i g n i n g CA i t i s  a  CA  c e r t i f i c a t e
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Service: R evo ca t io n  L is t

� openssl crl -i n c3 5 c1 9 7 2 . r0  –t ex t
Certificate Revocation List (CRL):

V ersion 1  (0 x 0 )
S ig natu re A l g orith m : m d 5 W ith RS A E ncry p tion
I ssu er: / C= CH / O = CE RN / CN = CE RN  CA th e issu er is th e CA  itsel f
Last U p d ate: J u l   1  1 7 :5 3 :1 7  2 0 0 2  G M T
N ex t U p d ate: A u g   5  1 7 :5 3 :1 7  2 0 0 2  G M T nex t u p d ate: sh al l b e ch eck ed

Revok ed  Certificates:
S erial  N u m b er: 5 A th e revoced  certificate’ s nu m b er
Revocation D ate: M ay  2 4  1 6 :4 5 :5 2  2 0 0 2  G M T

S ig natu re A l g orith m : m d 5 W ith RS A E ncry p tion S ig natu re – as u su al
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Authorization Information
CA

V O -L D AP

user serv i c e

p ro x y -c ert g ri d -p ro x y -i n i t

reg i st ra t i o nc ert . p k c s1 2 c o n v ert
c ert -req uest

g ri d -c ert -req uest

c ert i f i c a t e

c ert  si g n i n g

h o st -c ert

c ert  si g n i n g

g ri d m a pm k g ri d m a p

h o st -req uest

g ri d -c ert -req uest

c a -c ert i f i c a t e
c rl

c ert /c rl  up d a t e

automatically up d ate d  e v e r y n ig h t/w e e k  
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Gridmap file:  c o n fig u rat io n
� cat /e tc/g r i d -s e cu r i ty /m k g r i d m ap .co n f
auth l d ap : //m ar i an n e .i n 2 p 3 .f r /o u=P e o p l e , o =te s tb e d , d c =e u-d atag r i d , d c =o r g
#  E D G  S tan d ar d  V i r tual  O r g an i z ati o n s
g r o up l d ap : //g r i d -v o .n i k he f .n l /o u=te s tb e d 1 , o =al i c e , d c =e u-d atag r i d , d c =o r g  .al i c e
g r o up l d ap : //g r i d -v o .n i k he f .n l /o u=te s tb e d 1 , o =atl as , d c =e u-d atag r i d , d c =o r g  .atl as
g r o up l d ap : //g r i d -v o .n i k he f .n l /o u=tb 1 us e r s , o =c m s , d c =e u-d atag r i d , d c =o r g  .c m s
g r o up l d ap : //g r i d -v o .n i k he f .n l /o u=tb 1 us e r s , o =l hc b , d c =e u-d atag r i d , d c =o r g  .l hc b
g r o up l d ap : //g r i d -v o .n i k he f .n l /o u=tb 1 us e r s , o =b i o m e d i c al , d c =e u-d atag r i d , d c =o r g  .b i o m e
g r o up l d ap : //g r i d -v o .n i k he f .n l /o u=tb 1 us e r s , o =e ar tho b , d c =e u-d atag r i d , d c =o r g  .e o
g r o up l d ap : //m ar i an n e .i n 2 p 3 .f r /o u=I T e am , o =te s tb e d , d c =e u-d atag r i d , d c =o r g  .i te am
g r o up l d ap : //m ar i an n e .i n 2 p 3 .f r /o u=w p 6 , o =te s tb e d , d c =e u-d atag r i d , d c =o r g  .w p s i x
d e f aul t_ l c l us e r A U T O
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Generated Gridmap file
� cat /e tc/g r i d -s e cu r i ty /g r i d m ap
"/O=Grid/O=Gl o b u s /OU =c e rn .c h /C N =Ge z a Odo r" o do r
"/O=Grid/O=C E R N /OU =c e rn .c h /C N =P ie t ro P a o l o M a rt u c c i" p ie t ro
"/C =I T /O=I N F N /L =B o l o g n a /C N =F ra n c o S e m e ria /E m a il =F ra n c o .S e m e ria @b o .in f n .it " a l ip ro d
"/C =I T /O=I N F N /L =B o l o g n a /C N =M a ris a L u v is e t t o /E m a il =M a ris a .L u v is e t t o @b o .in f n .it " a l ip ro d
"/O=Grid/O=C E R N /OU =c e rn .c h /C N =B o b  J o n e s " j o n e s
"/O=Grid/O=C E R N /OU =c e rn .c h /C N =B ria n  T ie rn e y " b t ie rn e y
"/O=Grid/O=C E R N /OU =c e rn .c h /C N =T o f ig h  A z e m o o n " a z e m o o n
"/C =F R /O=C N R S /OU =L P C /C N =Y a n n ic k  L e g re /E m a il =l e g re @c l e rm o n t .in 2 p 3 .f r" y a n n ic k
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Using a  S e r v ic e
CA

V O -L D AP

user serv i c e

p ro x y -c ert g ri d -p ro x y -i n i t

reg i st ra t i o nc ert . p k c s1 2 c o n v ert
c ert -req uest

g ri d -c ert -req uest

c ert i f i c a t e

c ert  si g n i n g

h o st -c ert

c ert  si g n i n g

g ri d m a pm k g ri d m a p

h o st /p ro x y  c ert s ex c h a n g ed

h o st -req uest

g ri d -c ert -req uest

c a -c ert i f i c a t e
c rl

c ert /c rl  up d a t e



Security Tutorial - n °  3 0

Summary
Obtaining a c e r tif ic ate  f r o m a C A
s e e  h ttp : //m ar ianne .in2 p 3 .f r /d atagr id /c a/ f o r  C A s
� ne w  c e r tif ic ate :  grid-c e rt -re q u e s t

� new files in ~ /.g lo b u s:  u ser c er t _r eq u est .p em  u ser k ey .p em
� m ail  it to  th e  ap p r o p r iate C A  ( e .g. c e r n-gl o bu s -c a@c e r n.c h )
� s av e  th e  ans w e r

� ~ /.g lo b u s/u ser c er t .p em
� ne w p r o x y  c e r tif ic ate :  grid-p ro x y -in it

� /t m p /x 5 0 9 u p _u < u id >
->  Y o u  h av e a c e r tif ic ate  s igne d  by  an E D G  C A .



Security Tutorial - n °  3 1

Further Information
Grid
� EDG C A s :  h t t p : / / m a r i a n n e . i n 2 p 3 . f r / d a t a g r i d / c a
� Gl o b u s S e c u r i t y :  h t t p : / / w w w . g l o b u s . o r g / s e c u r i t y /
� EDG W P 2 :  h t t p : / / g r i d -d a t a -m a n a g e m e n t . w e b . c e r n . c h / g r i d -d a t a -m a n a g e m e n t / s e c u r i t y /
� EDG D7 . 5 :  h t t p : / / e d m s . c e r n . c h / d o c u m e n t / 3 4 0 2 3 4
B a c k g ro u n d
� GGF  S e c u r i t y :  h t t p : / / w w w . g r i d f o r u m . o r g / s e c u r i t y /
� GS S -A P I :  h t t p : / / w w w . f a q s . o r g / f a q s / k e r b e r o s -f a q / g e n e r a l / s e c t i o n -8 4 . h t m l
� I ET F  P K I X  c h a r t e r :  h t t p : / / w w w . i e t f . o r g / h t m l . c h a r t e r s / p k i x -c h a r t e r . h t m l
� P K C S :  h t t p : / / w w w . r s a s e c u r i t y . c o m / r s a l a b s / p k c s / i n d e x . h t m l


