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1. CAS/VOMS strategy – o p en  i ssu es
�grid-p ro x y -in it –-v o A l ic e –ro l e a dm inc l ie n t a p p l ic a t io n ,  P A M  m o du l e ?!
� M e m b e rs h ip a dm in is t ra t io n – a dm in in t e rf a c e
� V O M S : W P 1 /W P 2 /C A S  im p l e m e n t a t io n
� E n c o din g o f t h e in f o rm a t io n : X M L  v s .  A S N . 1b a s ic a l l y it is  a n a t t rib u t e c e rt if ic a t e
� F o rm a t o f a t t rib u t e s : gro u p /ro l e /V O/O = G rid/O = A l ic e /R o l e = R M -a dm in
� W h e re t o p u t t h e e x t ra  in f o : in s ide o r b e s ide t h e p ro x y  c e rt ?
� L ib ra rie s f o r t h e s e rv ic e s (C /J a v a /?)
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2. ACL syntax and semantics
�AND?: y e s (m u l t i -V O  r e q u i r e m e n t f r o m W P 1 0 )b u t h a v e o n l y a l l o w x o r d e n y
� X M L ,  C ,  J a v a  a n d  d a t a b a s e  r e p r e s e n t a t i o n  o f  AC L s
�AC L  m a n i p u l a t i o n  l i b r a r y  AP I  ->  An d r e w ' s  G AC L  f o r  C  i s  t h e  c u r r e n tn o m i n e e ,  b u t  w e  p r o b a b l y  n e e d  i t  i n  J a v a  a n d  P e r l a s  w e l l .
� T r a n s p o r t  f o r m a t : p r o b a b l y  X M L (w r i t e g r a m m a r ! )
n e w :
� W P 2 ’ s  X M L  s y n t a x  f o r  a u h t o i z a t i o n
� f i n e  g r a i n e d  a u t h z  i n  V O M S  a n d  m e t a d a t a  c a t a l o g
� S AM L  s p e c i f i c a t i o n
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3. SE/RM interaction

The i n t er a c t i o n i s  a s d es c r i b ed ea r l i er .
�Tr a n s p o r t o f A C L  a n d m et a d a t a :  n eed s c o m m o n f o r m a t

p r ef i x ed  t o  t he d a t a  o r  s ep a r a t e m i m e-p a r t ?
� D el eg a t i o n :  f i l e t r a n s f er s b et w een S E  n o d es – t hey m u s t  a c t o n

b eha l f o f t he i n i t i a t o r o f t he t r a n s f er
s ee G-H TTP S  l a t er
�(C hec k s u m o n f i l es – s i g n a t u r es ? )
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4. SE/MSS interaction

Mixed a c c es s t o f il es (l o c a l a n d g r id)
� S E  a u t h z t o r ep l a c e a n d/o r em u l a t e exis t in g a u t h o r iz a t io n
� C o n f l ic t o f o w n er s h ip
� S em a n t ic a l dif f er en c es in a c c es s r ig h t s

n o  p r o g r es s
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5. WP10 c o n f i d e n t a l i t y i s s u e s
Protecting th e ow ner’ s id entity  
� I n a cces s control l is ts (p rotected s tora ge a nd ev a l u a tion)
� L og/a u d it record s (d if f erent na m e f or a u d it)
� K ey to rea d d a ta (encry p ted f or th e s es s ion)
S ee s l id es f rom th e ea rl ier m eeting.

� R eq u irem ents a l ong contra cts – „im p l em ent”  th em a s p ol icies !
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6. Accounting user/group/VO level?
Granularity o f ac c o unting and /o r q uo tas
� U s e r le v e l:  O K ,  b as e d o n th e id e ntity„ac c o unte d us e r”  f ie ld in f ile m e tad ata
� V O  le v e l:  O K ,  in a re p lic a m anag e rf ile s are m ix e d in an S E  – „ac c o unte d V O ”  f ie ld ?
�Gro up le v e l:  ?Gro up m ay c h ang e o v e r tim e – „ac c o unte d g ro up ”  f ie ld ?
E x tra f ie ld s
� D o w e allo w m o d if ic atio ns ?
� W h o c an m o d if y th e m ( A C L ) ?
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7. Mutual auth o r i z ati o n  - c li e n t

Service ca n a l s o o b t a in a u t h o riz a t io n in f o rm a t io n f ro m a  V O M S.
U s er m a y co n f ig u re,  w h ich „g ro u p o f s ervice”  is  a ccep t a b l e.
� D o w e n eed t h is ?
�Sem a n t ics o f cl ien t a p p l ica t io n s

m u l t ip l e V O M S cred en t ia l s  – s ee l a t er
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8. CE/LCAS interaction with VOMS

VOMS p r o v i d e s g r o u p /r o l e i n f o
�Ma p p i n g i d e n t i t y t o l o c a l c r e d e n t i a l s - OK
�Ma p p i n g g r o u p i n f o r m a t i o n t o l o c a l g r o u p s ?
� E n f o r c e m e n t o f g r o u p l e v e l a c c e s s r i g h t s i n a  C E ?

s e e  L C A S l a t e r
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9. Multiple vs. single VO - c lo sed
�See W P 1 0  r eq u i r em en t s ->  m u l t i p l e V O s



Ákos F R O H N E R  – D a t a G r i d  S e c u r i t y  - 2 0 0 2 -1 1 -1 8 - n °  1 1

10. VO LDAP servers

VOMS v s .  VO-L D A P  s e r v e r s
�VO m e m b e r s h i p i n f o r m a t i o n ( VOMS,  L D A P )
� U s e r i n f o r m a t i o n ( L D A P )

� W h i c h i s  t h e p r i m a r y d a t a s o u r c e ?
� U p d a t i n g o f u s e r i n f o r m a t i o n – s i t e a u t h o r i t i e s
� T r a c k i n g o f i n c i d e n t s ->  p l a n

s t e p -b y -s t e p  t r a n s i t i o n
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11. Auditing
Tracking ch ange s f o r incid e nt s and d e b u gging
� P o o l o f as s igne d u s e r acco u nt s  

(w h o w as u s ing N  u s e rid at T t im e ? )
� M e m b e rs h ip inf o rm at io n 

(w as X  m e m b e r o f gro u p Y  at T t im e ? )
� S o f t w are  v e rs io ns

(w h at v e rs io n o f s o f t w are  W  w as ru nning at T t im e ? )
� A u t h o riz at io n d e cis io ns

(w h y u s e r X  w as al l o w e d t o acce s s R  re s o u rce at T t im e ? )
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12. GGF presentation
�What s hal l b e  i n the p r e s e n tati o n ?


