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CA Feature Matrix

CA Feature Matl‘ix Also see: CA Acceptance Matrix |

User's CA: feature supgertlevel for insasefing CA:
User blank = inspecting CA does not indisate its suppart
ROWS: inspecting CA T = festurs supported
COLUMNS: feature F=festure not supported  _=link
Cliek o P =festura present C = critical
[ertry] to get howthe CA supports the festure A =festure sbsant ne = non-critical
row inspecting CA] to get festures supportad by the CA red = CA's certificate or CRL nesrly expired
column festures] to get CéAs supporting that festura flashing = Cals cartificate or CRL axpired
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CAS In Trust Matrices

European EDGE “ \ A European X# Cro55G

e CERN also in EDG:

e France e Portugal
o Italy e Spain
o Netherlands o Netherlands

K
I o [taly

® Czech o [reland
Hungary.

NorduGrid - - A added Jun’02:
Spain . = e : o Germany.
Uzl e e < added Dec’02:
Portugal B « Poland

e Jreland . Greece

o Slovakia

North American

Fisioncrio o be added:
added Jun’02: 2 e Cyprus

e DOE Science; Giid . —g o AUstria) ?

CERN DEC-2002 DataGrid WP6/CA




Autoevaluation

* |ittle progress since Sep’02
* Compller works, but ruleset Is restricted

¢ exira manpower:
e David O'Callaghan >

® next steps:
' pert compiler
s create ruleset

CERN DEC-2002 DataGrid WP6/CA




CA Acceptance Matrix CA Feature Matrix|| | Cé Coefficient Marrix

Users CA: izatien of A By img G
Usern blank = inspected CA not yetinspecbed by inspeding CA
ROWS: inspecliny CR 0 = severe issues outstanding
COLUMHS! inspected CR 1 = major issues ovtstanding -
Glick om 2 = minor issues ovtstanding - -

[ertvy] to wet ovitique of inspected CA by inspeding CA 3 = no issues ovtsanding

vow [inspedting CA] to wet ALL ortiques BY thad CA ved = CA‘s cerificate or CRL neaﬂ\l_aupm

column [inspected CA] o wet oitiques OF that cA fiashing = CAs teﬂiﬁtm)rm expired
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{ France(CHRS “Projels) 2

Hetherands HIKHEF) 0 ¢
Genmany(FZK-Gnd -CA) i

France/Dadagnd —fr) 32

IvelandiGid -Iveland) 2

Healv{iNFHgAd] 2

UScandinaviaNorduGnd) 2
Poland(PLGRID] 3 Poland{PLGRIDY &
| Russia/RDGRID -CA) 2

UHIUKHER 2

UIUKHER) 2

Abour CA Acceptance Marix Ahout CA Reports

Created By: Brian Coghian
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Autoevaluation: current ruleset

3+ E3

CPS Report
This ztates:
ta) an inzpecting CA™s configuration
tby an inzpecting CA's critigque of the CAz it has inspected

inzpecting CA

#
#
#
#
#
#
#

inzpecting_CA:

name = "Datagrid-fr" # " < name > "

if_ne © "NIL" » szewerity = (low, major, 403

alias = Datagrid-fr # < aliaz »

country = France # < country >

country_ID = FE # <105 1 IT | CH | IE |

CP_and_CP5:

RFC25EY _compliant = true # < true | falze >

OID_identifier = # < 0OI0 >




Trust Matrices

THE END

CERN DEC-2002 DataGrid WP6/CA




Matrix of trust

* How to establish the trust ?
® CA Magrs check each other against agreed list of minimum reguirements
* currently require inspection of each CA’s CPS by each other CA
® software being developed to aid this process

o CP/CPS important

* audit off CA procedures willfhelp
® nene done yet
® use 39 party 2

8 GGEE GrdCRaned CA-OpRERUGHS\VIEGS considered mperiant

CERN DEC-2002 DataGrid WP6/CA




Matrix of trust

e Scaling problems
* how many CA’s can we cope with [soon ~20] ?
* the process is very manual
® personal contacts are fundamental

o WANT TO MAKE EVALUATION MORE AUTOMATIC

s Spftware heing developed toraidi this) precess

o' PDased onevaluaten erthe CA Eeature: Viatmx

CERN DEC-2002 DataGrid WP6/CA




Basic Concepts

ISSues:
® postulate: (condition) - (issue)
® e.g. (BasicConstraints_value ne ‘CA’) =2 (major Issue)

Grading:

®j.e. assign an issue a weight

Constraint:
® [SSues of a certain class should be constrained to that class
® 2.0, many MG ISSUES de not make: a major ISSUe

Agareganoen:
* a0gregate; graded ISsUEsHinia measure of Sevenity:
SeI0) (Severity @ majon = 2oradedimaiorisstes)

CERN DEC-2002 DataGrid WP6/CA




Currently [JUL-2002]

per class:

max_ Severity:

postulate:
® where:

€.d, assume:
® therefore:

D zipjef

(severity @ class) = 2(graded class |ssues)|
(severity) for most critical class with iIssues
acceptance_level = Tacceptance — (Max_severity)

Tacceptance == (Worst-case max_severity)

Tacceptance = 3:0

max_severity = [0:0 .. 3.0]

acceptance. level =i3.0:.. 0.0]

Jhrsiis the WORKING BASIS for manuall evaluation

CERN DEC-2002

DataGrid WP6/CA




Auto-evaluation

®* move to extract issues automatically

* from what ?

o |nitially from Feature Matrix

e |ater from CA certs & CRLs ?

CERN DEC-2002 DataGrid WP6/CA




Extraction from Feature Matrix

since: (condition) - (graded issue)
then must define condition per feature - {rules;
e.0.: (name eq ‘NIL’") - (graded Issue)

® thus: i (name eg ‘NIL") (graded Iissue) == (coefiicient @) class)

limit=1.0

s perclass: (severity) == 2(graded issues)|

EDG can define Its common rule: set
each CA could definerits, ewn oVerides ter theruier set

Ultnmaiely eachi Vo rcouic eeiipeNis eWRule Set

CERN DEC-2002 DataGrid WP6/CA




