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Components

�2.5.1 L C M A P S  “ f r a m e w o r k ”  
C O M P L E T E D  N O W  ( s l o t  J u l y  11th )

�2.5.2 A F S  a n d  K e r b e r o s 5 L C M A P S  p l u g i n s  
f o r  2.1 ( i n t e g r a t i o n  s l o t  i n  A u g u s t )

�2.5.3 J o b  R e p o s i t o r y  
there, but limited in 2.1…

�2.5.4 V O M S ,  P O S I X - l o c a l ,  P o o l A c c o u n t s  p l u g i n s  
2.1 ( i n t e g r a t i o n  s l o t  M o n d a y ,  J u l y  11th )

�2.5 .5 L C A S  s erv er 
2.1

�2.5 .6 F L I dS  
‘ o p tio na l’  c o mp o nent

�2.5 .7 F a bN A T  
‘ o p tio na l’  c o mp o nent
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LCMAPS framework

� New API to get to VOMS a ttr i b s

� L ega c y  API gs s _ a s s i s t_ gr i d m a p ( )

� C r ed  Ac q u i s i ti on  p l u gi n s

� (VOMS) P o o l A c c o u n t

� P o o l G r o u p s

� VOMS

� L o c a l A c c o u n t

� A F S/ K e r b e r o s

� E n f or c em en t p l u gi n s

� P OSI X - L D A P

� P OSI X - i n - p r o c e s s

CREDs

LCMAPS
Credential Acquisition

& Enforcement

Job 
Mngr

GK
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Status of p l ug i n s

� ‘Equivalence’ functionality is there today

� V O M S  attrib utes can b e acquired,  m inor m ods b eing  done

� A F S  needs new  desig n of interaction w ith K D C

� No plaintext password files anymore

� M inimal interferenc e with  K D C

� P referred

� no ‘patched source’ for KDC (hard to make really robust)

� X 5 0 9  to ti cket serv i ce nex t to KDC,  w i th access to the shared secret

�Enforcement in central user directories is there today
needed for support of VOMS in the fabric

� Out- o f - th e - b o x  s up p o r t f o r  L D A P

� B ut Y P  i s  v e r y  h a r d ,  a n d  p l a i n  f i l e s  a l m o s t i m p o s s i b l e
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Local authorization issue

�User/group management on a cluster

IF y ou w ant to use V O M S - b ased  auth ori z ati on
A N D y ou h av e a cluster as an ex ecuti on sy stem
T H E N  y ou m u s t run a d i stri b uted  user ad mi ni strati on

and  f or th i s release such  a user d i rectory  m u s t  b e b ased  
on L D A P

� E d g- lcf g- auth conf i g i s th ere
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Map files

New i n / et c/ gr i d- secur i t y / gr i d- mapf i l e

" / VO=wi l ma/ GROUP=* “ . t est
" / VO=f r ed/ GROUP=* "  . f r ed
“ / * ” . pool

/ et c/ gr i d- secur i t y / gr oup- mapf i l e

" / VO=f r ed/ GROUP=f r ed/ ROLE=husband“ bogus1
" / VO=f r ed/ GROUP=f r ed/ mst est "  bogus2
" / VO=f r ed/ GROUP=f r ed* "  . pool
#" / VO=f r ed/ GROUP=f r ed* "  bogus2
" / VO=wi l ma/ GROUP=wi l ma/ pebbl es"  bogus3
" / VO=wi l ma/ GROUP=wi l ma* "  bogus4
" / VO=wi l ma/ GROUP=* "  . pool
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Issues

Site policy configuration and thinking is needed

� H ow  to handle poolaccounts in the w ake of > 1  role/ user?

� J ob  accounting issues ( prim ary group m em b ership)

� G roup ex plosion on a site 
due to changes in V O M S datab ase m ade b y a V O  adm in

� R eally needs a G rid-aw are file system  ( / grid) !

…  which in turn needs the J o b R ep o sito ry
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Other components

�LCAS server implementation

� Effort available only for “minimal” separation

� T arg et sh ou ld  be S A M L ,  will not be in 2.1

� V O M S  A u th Z as d isc u ssed  yesterd ay ( XACML/GACL) 

but tight on effort, must be able to re- use muc h stuff

� JobRepository

� “ A m b i g u o u s ”  i n f o r m a t i o n  b a s e d  o n  u i d  w ill be there in 2 . 1

� R e t r i e v e  c r e d e n t i a l s / R S L / e t c  b a s e d  o n  c u r r e n t  p r o c e s s  c o n t e x t

might be p ost 2 . 1 …


